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ELECTRONIC COMMUNICATION PRIVACY 
POUCY DISCLOSURE 

THURSDAY, MAY 27, 1999 

HOUSE OF REPRESEhfTATivES, 
SUBCOMMITTEE ON COURTS AND 

INTELLECTUAL PROPERTY, 
COMMITTEE ON THE JUDICL\RY, 

Washington, DC. 
The subcommittee met, pursuant to call, at 10 a.m., in Room 

2141, Raybum House Office Building, Hon. Howard Coble [chair- 
man of the subcommittee] presiding. 

Present: Representatives Howard Coble, Bob Goodlatte, Edward 
A. Pease, Chris Cannon, Howard L. Berman, Zoe Lofgren and Wil- 
liam D. Delahvmt. 

StafF present: Blaine Merritt, Counsel; Mitch Glazier, Chief 
Coimsel; Eiuiice Goldring, Staff Assistant; and Bari Schwartz, Mi- 
nority Counsel. 

OPENmG STATEMENT OF CHAIRMAN COBLE 
Mr. COBLE. Good morning, ladies and gentlemen. Welcome. The 

subcommittee will come to order. 
Collecting demographic data, such as a consumer's address and 

telephone number, has become an important function of any busi- 
ness wishing to track customers and their habits. With the advent 
of the Internet as a medium for commercial transactions, the abil- 
ity to acqviire such information in exacting detail has been greatly 
enhanced. This development has also enabled businesses to take 
marketing strategies and offer those products and services which 
their customers truly want. 

On the other hand, some critics beUeve that these gains have 
been offset by what they claim are the invasive nature of industry 
practices. They believe that greater efforts must be made to afford 
individuals better control of the subsequent use of any personal in- 
formation collected by businesses with websites. 

The purpose of this oversight hearing is to explore the tension 
between these two positions. In effect, this will oe a state-of-the- 
industry examination of on-line privacy disclosure. 

Mr. Berman will join us imminently. But I want to extend spe- 
cial thanks to the gentleman from Roanoke Valley, Mr. Goodlatte, 
who is here, for his leadership on this issue. He has a special inter- 
est in privacy disclosure. I welcome his input today as well as that 
of Mr. Berman, the ranking member, the gentleman from Califor- 
nia. 

(1) 



Now we have a journal vote, but prior to going into a rest period, 
Mr. Goodlatte, would you like to be neard? 

Mr. GOODLATTE. Mr. Chairman, thank you very much. I do have 
a statement that I will ask to be made a part of the record, and 
I will offer part of it right now. 

I very much appreciate yovir holding this very timely and impor- 
tant hearing. The issue of privacy and security of personal informa- 
tion on the Internet is growing more important every day. 

As consiuners continue to look to the internet more and more for 
commercial, financial, and business activities, the need for ade- 
quate privacy protections also continues to increase. On-line sales 
over the Christmas holiday last year topped $3 billion, Internet 
sales for all of last year topped $32 billion, and the numbers this 
year are expected to be even more impressive. 

Nevertheless, these numbers represent only a fraction of the 
level of electronic conunerce activity that could be realized if con- 
sumers' concerns about on-line privacy are addressed. Consumers 
have a fear of the Internet because they perceive that personal in- 
formation, whether it is an address, phone number, credit card 
niunber, credit report or medical history, is not protected on the 
Internet. 

Recent hig^-profile stories involving the release of sensitive con- 
sumer information on-line confirmed this in consumers' minds. 
Until consimiers begin to have confidence that their information is 
protected fi*om fraud or abuse, the Internet as a mode of commer- 
cial activity will not reach its full potential. 

There are seversd laws currently on the books today designed to 
protect consumer information both on-line and off-line. These in- 
clude the Electronic Communications Privacy Act, the Fair Credit 
Reporting Act, the Right to Financial Privacy Act and the Health 
Insurance Portability and Accountability Act. 

In addition, several laws have been passed specifically to address 
the privacy of information involving certain advanced technologies, 
including the Cable Communications Policy Act, the Telephone 
Consumer Protection Act, and the Electronic Funds Transfer Act. 
Most recently, Congress passed the Children's On-line Privacy Pro- 
tection Act, which directs the FTC to develop regulations governing 
the on-line collection of information firom children under the age of 
13. 

However, general privacy protections for consiuner information 
on-line have not been addressed by Congress. This Congress, and 
myself in particular, have been reluctant to pass sweeping laws 
that place undue restrictions on Internet activity. 

The Internet is, at its core, an open medium that has succeeded 
because of its lack of control by any single entity, whether govern- 
ment or private sector. In fact, I have sponsored several pieces of 
legislation that would reduce or remove the govenunent fix>m in- 
volvement in various on-line activities. 

In addition, the private sector has taken a number of steps to ad- 
dress this perceived deficiency in privacy on-line. Many businesses 
have formed alliances for the purpose of creating and administer- 
ing several regulatory programs. 

Some of these associations include the Online Privacy Alliance, 
representing more tlum 70 global companies concerned with on-line 
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privacy; TRUSTe, a collaboration between the Electronic Frontier 
Foundation and Commerce Net; and the newly developed Internet 
Fraud Council, designed to develop tools and best practices to be 
used to alleviate the threat of on-line crime to their members and 
to the general public. Industry has also developed tools to encour- 
age website operators to educate consiuners about the privacy poU- 
cies for their site. 

Most recently, a study conducted by a Georgetown University 
professor at the request at the Federal Trade Commission dem- 
onstrated significant improvement in the use of disclosure policies 
that include one or more of the five core FTC privacy principles: 
notice, consent, access, security and enforcement. 

Specifically, 93 percent of those commercial websites sampled col- 
lected at least one type of personal identifying information, 53 per- 
cent collected at least one type of demographic information, and 56 
percent collected both types of information. Of those sampled, 66 
percent posted at least some kind of privacy disclosure; that is, 
some kind of privacy poUcy notice or an information practice state- 
ment. 

Of the top 100 websites, 94 percent posted at least  
Mr. COBLE. Would the gentleman suspend for just a moment. 

How long is your statement? 
Mr. GooDLATTE. Jxist about 30 more seconds, Mr. Chairman. 
Mr. COBLE. All right. 
Mr. GooDLATTE. The number of sites that provide consiuners 

with the type of notice required by Online Privacy AUiance, the 
Better Business Bureau and TRUSTe £ind called for by the Federal 
Trade Conmiission remains aroiuid 10 percent of all commercial 
websites. 

The Federal Government is no better. A study by the Center for 
Democracy and Technology of Federal agency websites found that 
just over 30 percent of Federal agencies had a privacy notice link 
from the agency's home page. 

The private sector has made significant gains in the area of con- 
siuner privacy protection, but they must not be allowed to rest on 
their laurels. More must be done to ensure that the Internet is a 
medium that consumers can use with confidence, that their infor- 
mation is protected fi-om fraud and abuse. I am hopeful that this 
hearing today will not only examine what has been accomplished 
but also examine what else needs to be done in the area of on-line 
privacy. 

Mr. Chairman, I thank you for your forbearance. 
Mr. COBLE. I thank the gentleman. 
[The prepared statement of Mr. Groodlatte follows:] 

PREPARED STATEMENT OF HON. BOB GOODLATTE, A REPRESENTATIVE IN CONGRESS 
FROM THE STATE OF VIRGINIA 

Thank you, Mr. Chairman, for holding this timely and important hearing this 
morning. The issue of privacy and security of personal information on the Internet 
is growing more important every day. As consiuners continue to look to the Internet 
more and more for commercial, financial, and business activities, the need for ade- 
quate privacy protections also continues to increase. Online sales over the Christ- 
mas holiday last year topped $3 billion. Internet sales for all of last year topped $32 
billion, and the numbers this year are expected to be equally impressive. Nevertiie- 
less, these numbers represent only a fraction of the level of e-commerce activity that 
oould be realized if consumers' concerns about online privacy are addressed. 



Conaumera have a fear of the Internet because they perceive that personal infor- 
mation, whether it is an address, phone number, credit card niuober, credit rep(nl, 
or medical history, is not protected on the Internet. Re(»nt his^-profile stories in- 
volving the release of sensitive consumer information online confirm this in consum- 
ers' minds. Until consumers begin to have confidence that their information is pro- 
tected from abuse or fraud, the Internet as a mode of commercial activity wiU not 
reach its fiiU potential. 

There are several laws currentiy on the books today designed to protect consumer 
information, both online and ofQine. These include ue Electronic Communications 
Privacy Act, the Fair Credit Reporting Act, the Ri^t to Financial Privacy Act, and 
the Health Insurance Portabilify and Accountabihty Act. In addition, several laws 
have been passed specifically to address the privacy of information involving certain 
advanced technoloraes, including the Cable Communications Poliqr Act, ue Tele- 
phone Consumer Protection Act, and the Electronic Fimds Transfer Act. Most re- 
cently. Congress passed the Children's Online Privacy Protection Act, which directs 
the FTC to develop regvdations governing the online collection of information from 
children under the age of 13. 

However, general privacy protections for consimier information online have not 
been addressed by Congress. This Congress, and myself in particular, has been re- 
luctant to pass sweeping laws that place unaue restrictions on Internet activity. The 
Internet at its core is an open medium that has succeeded because of a lack of con- 
trol by any single entity, wnether government or private sector. In fact, I have spon- 
sored several pieces of legislation that wold reduce or remove tlte government from 
regulating in various online activities. 

m addition, the private sector has taken a number of steps to address the per- 
ceived deficiency in online privacy. Many businesses have formed alliances for the 
purpose of creating and adioinistering self-regulatory pn^ams. Some of these asso- 
ciations include the Online Privacy Alliance, representing more than 70 global com- 
panies concerned with online privacy, TrustE, a collaboration between the Electronic 
Frontier Foundation and CommerceNet, and the newly developed Internet Fraud 
Coimcil, designed to develop tools and best practices to be used to alleviate the 
threat of online crime to their members and to the general public. 

Industry has also developed tools to encourage website operators to educate con- 
sumers about the privacy policies for that site. This posting of privacy policies on 
commercial websites can empower consumers to make Mucated moices about 
whether they wish to deal with the particular merchant based, in part, on the level 
of privacy protection the online operator provides. 

Most recenti|v, a study conducted by a Georgetown University professor at the re- 
miest of the Federal Trade Commission demonstrated significant improvement in 
me use of disclosure poUcies that included one or more of the five "core" FTC pri- 
vacy principles: notice, consent, access, security, and enforcement. Specifically, 93 
percent of those commercial websites sampled collected at least one type of "per- 
sonal identifying" information, 63 percent collected at least one tsrpe of "demo- 
graphic information,'* and 56 percent collected both types of information. 

Of those sampled sites, 66 percent posted at least one kind of "privacy disdo- 
Bure"—that is, some kind of privacy policy notice or an information practice state- 
ment. Of the top 100 commercial websitM, 94 percent posted at least one type at 
privacy disclosure. While these statistics reflect significant improvement on the part 
of onliiie commercial websites, the amoimt of information disposed to consumers re- 
mains inconsistent. The number of sites that provide consumers with the types of 
notices recniired by the Online Privacy Alliance, the Better Business Bureau, and 
TrustE and called for by the Federal Trade Commission remains around 10 percent 
of all commercial websites. 

Hie Federal government is no better. A study by the Center for Democracy and 
Technology of federal agency websites found that iust over 30 percent of federal 
agencies had a 'privacy notice" link bom the agency^ home page. 

The private sector has made significant gains in the area of consumer privacy pro- 
tection, but they must not be allowed to rest on their laurels. More must be done 
to ensure that tne Internet is a medium that consumers can use with the confidence 
that their information is protected fivm fraud and abuse. I am hopeful that this 
hearing today will not only examine what has been accomplished, but also what re- 
mains to be done in the area of online privacy. I thank the Chairman for holding 
this hearing this morning, and I look forward to hearing from our witnesses. Thank 
you. 

Mr. COBLE. We will suspend for the moment, go vote; and I have 
a markup in transportation. Mr. Goodlatte, will you be able to as- 
sume the chair? 



Mr. GOODLATTE. I will. 
Mr. COBLE. And I will be back and forth. 
We have two panels today. Good to have all of you with us. We 

will return imminently. 
[Recess.] 
Mr. GooDLATTE. [Presiding.] The subcommittee will reconvene. 
At this time, the chair is pleased to recognize the ranking mem- 

ber, Mr. Berman of California. 
Mr. BERMAN. Thank you very much, Mr. Chairman. I appreciate 

your consideration. 
I have to go to International Relations in a little while, so I 

would like to give the statement and then come back to hear as 
much of the witnesses' testimony as I can. 

I think it is an excellent idea that you and Chairman Coble are 
holding this hearing. This is a very important social issue, and I 
think it falls right within the jurisdiction of our subcommittee. 

Every day imllions log on to the Internet and provide personal 
information—age, gender, address, phone number, marittd status, 
credit card and even very personal family, medical and financial in- 
formation and much other information—to public and private orga- 
nizations from whom they weuit information or a service or to own- 
ers of websites that they are simply interested in exploring. 

Every day millions undertake Internet searches and create a 
trail that, if followed, could reflect details about an individual's in- 
terests and often reveal facets of that individual's personality that 
few may know. 

Every day millions provide personal information on the use of 
ATM and credit cards and through other electronic transactions. 
Some foresee a single card that carries our "personal identity" on 
it. 

Financial, medical, government and other institutions that man- 
age vast volumes of private information are finding new uses for 
tms information. 

As new means are developed to collect and manage personal in- 
formation gathered through the Internet and other electronic 
means, the American public is becoming more aware of the poten- 
tial uses and misuses for this personal information; and people are 
becoming more interested in finding ways to protect their privacy 
and control the use of information that they disclose and that 
which is captxired as they navigate the electronic world. 

Some testiiying today will argue for legislation. Some will pro- 
pose continued industry self-regidation as the solution. I will be in- 
terested in what everyone here has to say, and I will be Ustening 
with an awareness of the uniqueness of the Internet environment. 

Some describe that environment as anarchic in nature, since 
anyone can maintain a website and can do so essentially without 
accountabihty, except to their conscience. 

This is not to say that businesses cannot develop and adhere to 
good privacy policies, doing so would certainly be good business 
practice; and this is not to say that individuals using the Internet 
nave no responsibility in protecting their own privacy, though we 
have to look hard at the environment that we are creating for this 
truly is a new world. 
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Personal information that was once unavailable de facto, just a 

simple mass of—the inaccessibility of it—an example being county 
property records gathering dust at the Recorders office—is now 
available in a keystroke. 

Information that was one considered private has become a com- 
modity to the bought, sold and traded. 

Information that once we gave freely, knowing that the particu- 
lar piece of information provided Uttle insight into our life-styles, 
is now aggregated to reveal the patterns of our personal behavior. 

Where once we would walk into a bookstore and pay cash for a 
book, remaining entirely anonymous, we now provide detailed in- 
formation to benefit fix)m the cost savings of buying on-line. 

With this in mind, we must consider the current and potential 
effectiveness of self-regulation, including how self-regulation may 
work in the context of fr«quently changing business models, merg- 
ers and acquisitions. 

And we need to consider the role of government in protecting the 
privacy interests of the individual. 

Finally, I would like to note as we address privacy in electronic 
commimications, it is among our responsibilities to consider wheth- 
er current law is adequate to restrain the misuse of government- 
held private information in the modem electronic environment. 

We are at a critical jundure where we must assess whether new 
laws are necessary to protect the right of individuals to privacy and 
whether industry is on the right track toward healthy self-regula- 
tion, and I look forward to hearing and reading the testimony from 
each of our witnesses today. 

Thank you, Mr. Chairman. 
Mr. GOODLATTE. I thank the gentleman. 
Does the gentlewoman from California have any opening state- 

ment? 
Ms. LOFGREN. No. 
Mr. GiOODLATTE. Thank you. 
Well, we are very pleased to welcome the very patient Mr. John 

Bentivoglio—is that how you pronounce your name? 
Mr. BENTIVOGUO. Correct. 
Mr. GoODLATTE [continuing]. Our government witness this morn- 

ing, who is the Chief Privacy Officer for the Department of Justice. 
The Chief Privacy Officer reports directly to the Attorney Gen- 

eral and Deputy Attorney General on privacy policy matters and 
chairs the IXepartment's Privacy Council. The Council serves as a 
dearin^ouse for privacy-relat^ legislative regulatory and policy 
initiatives, provides advice to senior Department officials on pri- 
vacy matters and provides a forum for exchanging information 
about important developments in the field of privacy. 

In addition, he serves as the Department's special counsel for 
health care fraud, where he is responsible for overseeing and co- 
ordinating the Department's health care fraud program, including 
dvil and criminal enforcement matters and prevention and compli- 
ance efforts. 

Mr. Bentivoglio received his undergraduate degree at the Univer- 
aty of California-Berkley and his law degree fi:om the Georgetown 
University Law School Center. 



The subcommittee has copies of your testimony, which, without 
objection, will be made a part of the record; and we would welcome 
you. And please limit your oral statement to 5 minutes. 

STATEMENT OF JOHN BENTIVOGUO, CHIEF PRIVACY 
OFFICER, U.S. DEPARTMENT OF JUSTICE 

Mr. BENTIVOGUO. Thank you. Good morning, Mr. Goodlatte, Ms. 
Lofgren. 

Au*. GOODLATTE. Chairman works while I am here. 
Mr. BENTTVOGLIO. I am sorry. 
I am John Bentivoglio, and I serve as the Chief Privacy Officer 

for the Department. In that job, I am responsible for coordinating 
the Department's efforts to protect individual privacy rights. I ap- 
preciate this opportunity to present the Department's views on the 
issue of electronic privacy disclosure practices. 

Before I do so, however, I would like to briefly describe what the 
Department is doing to ensure we engage in appropriate privacy 
practices and set a good example for ouiers in both the public and 
private sector. 

Last year, as you noted, the Attorney General created the posi- 
tion of Chief Privacy Officer and established a Privacy Council 
within the Department. The Council, which I chair, is composed of 
senior officials from the FBI, DEA, the Criminal and Civil Divi- 
sions, and other key DOJ components. I should add that the Crimi- 
nal Division and FBI are very strong supporters of the Council and 
participate in a very, very meaningml way; and we feel this is very 
important. 

The Council is currently reviewing a number of important pri- 
vacy issues, including the Department's compliance with the Pri- 
vacy Act, the sharing of information among Federal, State and local 
law enforcement agencies, and the impact of new law enforcement 
technologies on individual privacy. I am also pleased to note that 
we have posted a privacy policy on the Department's website. 

In addition, the Department has enacted internal policies and 
procedures to ensure strict adherence to communications privacy 
protections, and we have a record of aggressively pursuing viola- 
tions of the Electronic Communications Privacy Act. 

Turning to the primary subject of today's hearing, electronic pri- 
vacy disclosure practices raise a host of important issues, including 
law enforcement issues of concern to the Department of Justice. 
There has been a great deal of discussion over public concern about 
the loss of on-line privacy and the adequacy of industry self-regu- 
latory efforts with respect to the collection, use, and disclosure of 
personal information on-line. 

We share these concerns. We believe, however, that industry has 
made substantial strides, as evidenced by the recent draff George- 
town Internet Privacy Policv Survey. As you know, that survey- 
based on a sample of more than 360 of the most popular websites— 
found that 65.7 percent—nearly two-thirds—of the sites surveyed— 
posted a privacy policy or an information practice statement. 

Contrasted witn the 14 percent rate of privacy poUcy disclosure 
found by the Federal Trade Commission's similar survey in 1988, 
the dramatic 1-year improvement reflects a determined effort on 
the part of industry to improve its information practices. This 
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J)rogre88 follows calls by the President, Vice President and others 
or industry to lead the way in protecting on-line privacy, and 

many industry leaders, including the Online Privacy Alliance and 
its members, deserve recognition for their efforts. 

While we are encouraged by these results, we would also point 
out another important finding of the Georgetown study. Less than 
10 percent of the most fi:«quently visited sites and less than 16 per- 
cent of the sites that collect personal information had a comprehen- 
sive privacy poUcy that includes a posted privacy policy and ad- 
dresses five key principles of fair mformation practices—notice, 
choice, access, security and contact information. 

Thus, while we are pleased at the significant progress made by 
industry in the past 12 months, we need the final third of websites 
to post privacy poUcies that adhere to all the principles of fair in- 
formation practices. 

Mr. Chairman, I think my statement goes into this at greater 
depth, but there is an important coimection between on-line pri- 
vacy and ova efforts to fi^^t fi:tiud and other criminal conduct. 

In closing, I want to reiterate the Department's commitment to 
furthering the administration's principles as outlined in the Frame- 
work for Global Electronic Commerce. The Framework urged a 
multipronged approach to privacy protection, relying on a coinbina- 
tion of industry self-regulation, sector-specific legislation, and en- 
forcement efforts to prevent unfair deceptive trade practices. In ad- 
dition, the Department will vigorousl^^ enforce Federal laws de- 
signed to protect individual privacy, including the new identity 
theft statute. 

We look forward to working with Congress and the private sector 
to achieve these goals. 

Mr. GooDLAiTE. Thank you very much. 
[The prep£u^ statement of Mr. Bentivoglio follows:] 

PREPARED STATEMENT OF JOHN BENTJVOGUO, CHIEF PRIVACY OFFICER, U.S. 
DEPARTMENT OF JUSTICE 

My name is John Bentivog^o. I serve as the Chief Privacy Officer for the U.S. 
Department of Justice, where I am responsible for coordinating the Department's 
efforts to protect individual privacy ruhts. I appreciate this opportunity to prraent 
the Department's views on the issue ofielectromc privacy disclosure practices. 

Before I do so, however, I would like to briefly describe what the Department of 
Justice (DOJ) is doing to ensure we, as a Department, engage in appropriate privacy 
practices and set a good example for others in both the public and private sector. 
Last year, the Attorn^ General created the position of Chief Privacy Officer and 
estabushed a Privacy Council within the Department. The Council, which I chair, 
is composed of senior officials from the FBI, uEA, the Criminal and Civil Divisions, 
and otner DOJ components. Hie Attorney deneral directed that the CouncU "servfe] 
as a clearinghouse for privacy-related l^slative, rotatory and policy initiatives, 
provid[e] advice to senior Department officials on privacy matters, and provid[e] a 
rorum for exchanging information about important developments in the neld of pri- 
vacy." The Council is currently reviewing a number of important issues, includuig 
the Department's compliance with the federal Privacy Act; the sharing of informa- 
tion among federal, state, and local law enforcement agencies; and ue impact of 
new law enforcement technology on individual privacy. I am also pleased to note 
that we have posted a privacy policy on the Department's web site. 

In addition, the Department has enacted internal policies and procedures to en- 
sure strict a&erence to communicationB privacy protections and we have a record 
of aggressivelv pursuing violations of the Electronic Communications Privacy Act 
Tliat Act establishes a number of substantive and procedural safeguards on law en- 
forcement access to electronic communications, which is sometimes required in tfa« 
oourae of the investigation of federal crimes. 



Turning to the primary subject of today's hearing, electronic privacy disdoaure 
poUcies raise a host of important issues, including law enforcement issues of concem 
to the Department of Justice. There has been a great deal of discussion over public 
concem a(x>ut the loss of online privacy and the adequacy of industry self-regulatory 
efforts with respect to the collection, use, and disclosure of personal information on- 
line. We share these concerns. We believe, however, that industry has made sub- 
stantial strides, as evidenced by the recently reported results of the draft George- 
town Internet Privacy Policy Survey. As you know, that survey—based on a sample 
of more than 360 of the most popular web sites—found that 65.7%—nearly two 
thirds of the sites surveyed—posted a privacy policy or an information practice 
statement. Contrasted with the 14% rate of privacy poUcy disclosure found by the 
Federal Trade Commission's similar survey in 1998, the dramatic one-year improve- 
ment reflects a determined effort on the ptirt of industry to improve its information 
practices. This progress follows calls by tne President and Vice President for indus- 
try to lead the way in protecting online privacy, and many industry leaders, includ- 
ing the Online Privacy Alliance and its members, deserve special recognition for 
their efforts. 

While we are encouraged by these results, we would also point out another impor- 
tant finding in the Georgetown study—less than 10 percent (9.4%) of the most fre- 
quently visited sites and less than 15 percent (14.7%) of the sites that collect per- 
sonal information had a comprehensive privacy policy that includes a posted privacy 
poUcy and addresses five key principles of fair information practices—notice, choice, 
access, security, and contact information. Thus, while we are pleased at the signifi- 
cant progress made by industry in the past 12 months, we need the final third of 
web sites to post privacy policies that adnere to all the principles of fair information 
practices. Posting a privacy policy is an essential first step to protecting privacy in 
cyberapace, but to be efiTective, privacy policies must be ubiquitous and comprehen- 
sive. We beUeve more can and should be done by industry to safeguard the privacy 
of onUne consumers. 

The Department strongly supports industry efforts to enhance and safeguard on- 
line privacy. In addition to protectingonline privacy, the use of third-party certifi- 
cations, such as those developed by TRUSTe, BBBOnline, and CPA Webtrust can 
help consumers avoid web sites that have inadequate privacy safeguards, including 
web sites operated by scam artists—a growing concem to the Department of Justice. 

Although there are strong market incentives to develop privacy disclosure poUcies, 
and we support industry self-regulatory efforts, some practices involving the collec- 
tion smd use of personal information may run afoul of federal and state laws. Under 
the Federal Trade Commission Act, for example, the FTC may pursue i^junctive re- 
Uef against businesses whose information collection and use practices constitute an 
unfair or deceptive trade practice, such as the failure to comply with a web site's 
posted privacy policies. The FTC has brought enforcement actions in this area. 

Although the Department of Justice has no authority to sanction businesses that 
fail to establish privacy disclosure poUcies, we are concerned about the interplay be- 
tween online privacy and consumer fraud. The disclosure of personal information in 
the online environment may unwittingly expose individuals to a host of on- and off- 
line dangers. For example, posting personal information in a chat room can expose 
a person to soUcitations for fraudulent investments, electronic harassment or stalk- 
ing (both on- and offline), and, in the case of minors, attempts to establish an iUicit 
sexual relationship or contact. Since the Internet offers anonymity not available in 
the offline world, some individuals are not sufficiently aware of the dangers of dis- 
closing sensitive information in the online environment. The Department has 
launched a number of initiatives to respond to these issues, including a new Inter- 
net Fraud Initiative, which is designea to increase federal prosecution of Internet 
fraud scams and to prevent such scams through consumer education and prevention. 

We also are concerned about the growing problem of "identity thefl," the use of 
another person's identifying information to commit an offense (such as using a So- 
cial Security number to obtain a credit card fraudulently). In some instances, this 
information is obtained without any contact with the victim of the fraud, such as 
when sham information brokers obtain personal financial information through pre- 
text calls. In other instances, the information is obtained from the victim online 
when the perpetrator poses as a business person and gains the victim's trust 
through fi«quent and seemingly innocent communications. Armed with such infor- 
mation as a person's social security number, bank account information, and date of 
birth, scam artists have been stealing thousands of dollars from individual consum- 
ers—without any contact whatsoever with the victim. Last year. Congress enacted 
legislation aimed at this problem, and the Administration has announced an en- 
forcement and prevention initiative that contemplates referral of cases among fed- 
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eral, state, and local law enforcement and regulatory agencies, and development of 
a private-public partnership to educate consumers on ways to protect themselves. 

In addition, at our request, the U.S. Sentencing Commission amended its guide- 
lines to allow for increased penalties for fraudulent offenses that involve a sigiufi- 
cant invasion of individual privacy. The Commission also is charged with amending 
the guidelines, as appropriate, to provide penalties for each offense under 18 U.S.C. 
S1028, including the new identity theft statute. We hope the new statute and these 
enhanced penalties will serve as a deterrent to fraud artists who invade individual 
privacy in order to commit their scams. 

Finally, we are working closely with the FTC and others to ensure aggressive en- 
forcement of federal laws designed to protect individual privacy. For example, the 
Fair Credit Reporting Act provides criminal penalties for knowing and intentional 
vidlations of the Act. The FTC receives consumer complaints about potential viola- 
tions of the Act and refers potential criminal violations to the Department for appro- 
priate follow-up, and we are working with the FTC to better identify cases suitable 
for criminal prosecution. 

Significantly, ubiquitous electronic privacy disclosure policies should help educate 
consumers about the dangers associated with the unguarded disclosure of sensitive 
personal information. If privacy disclosure policies and third-party privacy certifi- 
cations become the norm, consumers may be more cautious about disclosing per- 
sonal information to web sites that may not be privacy sensitive or are merely elec- 
tronic fi^>nts for scam artists. In educating consumers about online personal privacy, 
and in promoting informed disclosure by conmuiers based on individual choice, sua 
imvate-public partnerships wiU also serve to inform Internet users about the poten- 
tial risks of unjpiarded cusclosure of personal information. In sum, our hope is that 
enhanced public awareness, brou^t about in part tiirou^ the educational efforts 
of the private sector, will promote responsible dedsion-maung among Internet users 
about when and to whom to disclose personal information, thereby reducing harass- 
ment and misuse. 

In closing, I want to reiterate the Department's commitment to fiirthering the Ad- 
ministration's principles as outlined in the Framework for Global Electronic Com- 
merce in Juty 1997. The Framework urged a multi-pronged approach to privacy pro- 
tection, relying on a combination of industry self-r^^ation, sector-specific leeiala- 
tion (as for fraudulent "pretext calls" used by unscruptilous data brokers to obtain 
private financial records), and enforcement efforts to prevent unfair or deceptive 
trade practices. In addition, the Department will vigorously enforce federal laws de- 
signed in whole or in part to protect individual privacy, including the new identity 
theft statute. 

We look forward to working with Congress and private industry to achieve these 
goals. I would be happy to answer any questions you might have. 

Mr. GOODLATTE. I wonder ifyou mi^t comment in some detail 
about how well the Electronic Cfommunications Privacy Act is com- 
bating privacy violations and fraudulent activity. 

Mr. BENTIVOGUO. Well, we think ECPA, as it is referred to, is 
doing a good job in that sense. It includes strong protections, in- 
cluding criminal penalties for violations of communication privacy 
rules. 

We have brought a number of factors for violations of ECPA. One 
important factor, though, is that the public is not always aware of 
violations of ECPA and thus they don't bring those to our atten- 
tion. So we don't really know how serious the problem is because 
many people don't know that it is being violated. When they do, 
they bring them to our attention; and we pursue them very vigor- 
ously. 

li/bc. GooDLATTE. Are there any ongoing efforts to make the public 
aware of dieir rights under that law? 

Mr. BENTTVOGLIO. We have engaged industrv very asgressively in 
this regard, and that is because industry would probabfy know ear- 
Uer than others about potential violations. K someone is hacking, 
industry might know that, private sector communications providers 
might ^ow that and bring that to our attention. That is an impor- 
tant source of referrals. 
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But we do try to engage others and use various public forums to 
highlight those protections so that people will bring them to our at- 
tention. 

Mr. GOODLATTE. But vou find that that law is an effective tool 
for law enforcement in nelping to reduce fraud in electronic com- 
mimications? 

Mr. BENTIVOGLIO. It is one of the tools we use, yes. 
Mr. GoODLATTE. Okay. Is there a need for laws like ECPA to ad- 

dress the fact that, even though there are many, many dedicated 
folks in industry who are attempting to combat fraud through self- 
regulation, you are always going to have some bad actors out there 
who want to carve out a niche for themselves, where they are going 
to benefit by the fact that everyone else is complying with the law 
and they are going to try to shp under the radar screen, if you will? 

Mr. BENTIVOGLIO. We don't beheve that legislation is necessary 
at this time. 

Mr. GooDLATTE. No, but I am talking about ECPA. 
Mr. BENTIVOGLIO. I don't think that we foresee changes nec- 

essarily to ECPA. 
Mr. GiooDLATTE. No, no, no, that is not what I am referring to. 

I am saying legislation like ECPA is helpful in ferreting out the 
bad actors that you deal with on a regular oasis. 

Mr. BENTIVOGLIO. ECPA is helpful in that regard, yes. 
Mr. GOODLATTE. Good. Good. 
Those are all the questions I have. Ms. Lofgren. 
Ms. LOFGREN. Just a few. 
On page 5 of your testimony, you discuss the Justice Depart- 

ment's initiatives including the Internet Fraud Initiative Against 
Scams. We all agree that is important. How many prosecutions 
have occurred in the course of this fraud initiative? 

Mr. BENTIVOGLIO. The initiative was just announced approxi- 
mately 2 weeks ago by the President, so there have been no pros- 
ecutions since that time. We have brought prosecutions against 
Internet fraud scams, although this is a relatively new area, and 
so the number would not be that great. 

Ms. LOFGREN. How many agents and U.S. Attorneys are assigned 
or intended to be involved in this prosecutorial activity and wnere 
are they assigned? 

Mr. BENTIVOGLIO. Right now, we are working with the FBI, the 
Fraud Section in the Criminal Division and the U.S. Attorneys to 
get this initiative under way and implemented. I don't know the 
specific numbers. But, for example, we have computer and tele- 
conmiunications coordinators in every U.S. Attorney's Office. They 
are a resource for these types of cases, as are white-collar-crime 
prosecutors. So all the U.S. Attorney's Offices will be engaged to 
some extent in this initiative. 

Ms. LOFGREN. Well, without mentioning any office, some offices 
have more depth in this area than others and some offices have vir- 
tually no capacity in terms of who happens to be there as an attor- 
ney to deal with these types of matters. What systematic efiFort is 
under way to upgrade the skillset in offices where that is the case? 

Mr. BENTIVOGLIO. Well, you highlight an important issue, which 
is the training and expertise of our agents and prosecutors. These 
days not only do you need to be a good lawyer, you need to be very 
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knowled^able about technology and communications issues and 
the like. We have taken a number of steps in that regard. 

First, in every U.S. Attorney's 0£Eice, as I mentioned, there is a 
computer and telecommunications coordinator, a CTC. They receive 
extensive training from the Computer Crime Section and the 
Criminal Division on these type of issues. So every U.S. Attorney's 
Office has some expertise and depth in this area. 

We also have training programs—local, regional and national 
training pro-ams to boost the training and expertise of our pros- 
ecutors and investigators. The investigative side is very impoiiant. 
And the FBI has invested a lot of resources and energy—those re- 
sources, of course, provided by Congress—to this effort. So there is 
a steep learning curve here. 

I can't say that we have done everything—I can't say that we 
have the expertise that we are comfortable with, but we are work- 
ing veiy diligently in that regard. 

Ms. LOFGREN. I don't know whether you can discuss in depth the 
FBI. But, as one example, there recently was a change in Silicon 
Valley. Tlie FBI disbanded its high-tech unit. We found this very 
mysterious—especially in SiUcon Valley. The unit has recently been 
reformatted somehow—although not as a separate unit. 

When I looked at expertise, I looked at some of the prosecutions 
we've had and the traming level in two various FBI offices. I find 
it is all over the board. It really does seem to be fortuitous. There 
are some officers that have computers at home, learn about com- 
puters and know about it. Other officers think that a mouse is an 
animal with a tail. It doesn't seem to be a cohesive effort on the 
part of the Biireau. Is there something more systematic imder 
way—other than having an officer who is supposed to be in charge? 
Unless there's more, it is really not going to translate out to ttie 
troops in terms of putting a case together? 

Mr. BENTIVOGLIO. There is a very systematic effort under way 
within the Bureau to develop the expertise and the capability in 
the computer crime area, ana I think it would be probably easiest 
to provide details for the record and to you on that issue. But I 
know that the Bureau is very, very committed to this issue. They 
do have rigorous training efforts under way. And their CART 
teams, which are in various offices around the country, are some 
of the most sophisticated computer crime experts anywhere in the 
world. 

Ms. LoFGREN. Don't misunderstand me. The Bureau has excel- 
lent people: I don't mean to suggest otherwise. But it is a bit spot- 
ty. 

If I could, Mr. Chairman. I realize my light is on. Could I ask 
one more question? Thank you. 

On page 6, you talk about stealing identification information, 
and the like. How mamy prosecutions have occurred in this arena? 
What kind of forces are deployed in this effort? 

Mr. BENTIVOGUO. I am not aware of any prosecutions since that 
new statute has passed. We have prosecuted identity theft xmder 
prior statutes, mail and wire firaud statutes. That statute was 
passed late last year. It has been approximately 6 months. I believe 
we have some investigations under way. I don't think there have 
been any prosecutions. 
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I can say that the FBI is working with the Secret Service, which 
has jurisdiction over this as well, and they have a number of ongo- 
ing investigations xinder way. And they are working very closely to- 
gether to snare information, to mfike sure we are diligently pursu- 
ing that statute. 

Ms. LoFGREN. Okay. Thank you, Mr. Chairman. 
Mr. GrOODLATTE. Mr. Bentivoglio, I wonder if you might conmient 

on some of the types of fraud that you have encountered on-line. 
Mr. BENTIVOGLIO. TTiey range in complexity from very simple 

scams where legitimate-appearing websites will offer certain serv- 
ices—that if you provide a credit card number, they will provide 
certain services, and then the credit card nvunber is provided on- 
line. The accoxint is billed, and then no services are rendered. 

Mr. GooDLATTE. Have you prosecuted anybody under those types 
of scams? 

Mr. BENTIVOGLIO. I believe we have. 
There are also more sophisticated scams, and those scams also 

could be prosecuted by State district attorneys' ofiices, depending 
on where the people are and the like. And in some cases where the 
dollar amounts are low, we might refer those for handling by State 
and locfd authorities. 

On the other hand, there have been sophisticated securities fraud 
scams which we are working with the SEC in pursuing. Those are 
more sophisticated scams, targeted at many investors, some of 
them whom are very sophisticated, who have been scammed by 
these fraud artists. 

Mr. GooDLATTE. Now, if these website operators were to fully 
disclose what their purpose is in gathering information, some of 
tliese instances of fraud would be reduced, would they not? 

Mr. BENTIVOGLIO. Not necessarily. Sometimes you can disclose a 
privacy policy, and then the policy can be a complete sham. We 
think privacy policies help us on the fraud front, primarily by edu- 
cating consimiers about the need to be cautious about the informa- 
tion that they do provide. You can post a seal or you can create the 
appearance of a seal that gives the appearance of legitimacy. Yet 
it could be just a fraudulent site. So tnat alone wont stop them. 

But readly the consumers are the first line of defense here, and 
the more they know about the dangers of providing information on- 
line and how to do it safely, the less fraud there will be. 

Mr. GOODLATTE. If they give the appearance of protecting some- 
body's privacy by posting a fraudulent poUcy, does that give you 
any additional remedies that you can take against them in terms 
of criminal prosecution? 

Mr. BENTIVOGLIO. Like under the mail and wire fraud statute, 
there has to be a scheme or an artifice to defraud primarily for fi- 
nancial gain. So if they just fail to post a privacy pohcy or didn't 
comply with it but there was no further scneme or artifice to de- 
fraud, we probably would not have jurisdiction to pursue them 
criminally. Although, in that sense, criminal prosecution might be 
too much in that regard; a regulatory action or a civil action may 
be the appropriate approach. 

If there is financial gain, though, that would tend to fall within 
the mail and wire fraud statutes; and we would probably go after 
that. 
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Mr. GooDLATTE. Most of the industry folks represented here 
today I think are very conscious and aware of this and are partici- 
pating in these various programs I have described to give adequate 
information, adequate notice to consumers about what may be used 
with information. But what do you do with the person who is using 
the information they gather for a legal purpose/ They are not com- 
mitting credit card fraud or something like that. They are simply 
going to legally sell information they gather to somebody else who 
may use it for some purpose that the consumer, not being aware 
of that fact, may not want their particular information used for 
that purpose. What do you do about those kinds of circumstances 
where there is no disclosure? 

Mr. BENTIVOGLIO. Under the fact pattern you described, we 
wouldn't have jurisdiction to pvu-sue that. 

Mr. GooDLATTE. Do you have a concern about that type of prob- 
lem? 

Mr. BENTIVOGLIO. We do. I know the Federal Trade Commission 
might have jurisdiction in that regard as that practice could, de- 
pending on the facts, constitute an unfair deceptive trade practice. 
They might have jurisdiction there. 

I think we are concerned generally because of the connection to 
fraud and also because we think, you know, the high level of con- 
sumer concern about this is something we should take seriously. 
On the other hand, we don't have the authority to pursue that type 
of action. 

Mr. GOODLATTE. But in order to deal with those portions of the 
website operators who are not participating voluntarily in these 
types of things and who are engaged in what otherwise would be 
perfectly legad uses of these things, in order for you to help that, 
you would need to have legislative authority, is that not right? 

Mr. BENTIVOGUO. That is correct. 
Mr. GOODLATTE. Okay. She obviously doesn't have any other 

questions. I would very much like to thank you for your participa- 
tion today. 

And at this time we will move on to our next panel, and we look 
forward to continuing to work with the Justice Department as this 
issue evolves. It is one that has a great deal of ramifications, and 
we want to proceed with a good deal of caution and with as much 
encouragement of the industry to take care of this problem as we 
possibly can. 

Mr. BENTIVOGLIO. Thank you, Mr. Chairman. 
Mr. GOODLATTE. So thank you. 
We now invite our next panel. 
Our first witness is Christine Vamey, who is chair of the Online 

Privacy Alliance. Mrs. Vamey has lectured extensively both in the 
United States and abroad on various legal issues in American poli- 
tics. Ms. Vamey's postgraduate degrees include a 1986 JD from 
Georgetown University Law Center, and a 1978 master's in pubUc 
administration from the Maxwell School at S3Tacuse University. 
She attended Trinity College in Dublin, Ireland, and is a 1977 
graduate of the State University of New York in Albany. 

Ms. Vamey is a member of the District of Columbia Bar, the 
New York State Bar, the American Bar Association and the Na- 
tional Lawyers Counsel. 
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Next, we will be hearing fi-om Mr. Terry Pittman, who was elect- 
ed to the Board of Directors for TRUSTe, a privacy initiative de- 
signed to stimulate the growth of electronic commerce by building 
consumer trust and confidence in the Internet and shape public 
policy regarding website's disclosure of individuals' persontd and 
private information. 

Mr. Pittman received his AB in 1980 from the University of 
North Carolina at Chapel Hill School of Journalism and mass com- 
munication. 

Third, we will hear from Jerry Cerasale—am I right? I am two 
for two—who is Senior Vice President of Government Affairs at the 
Direct Marketing Association, who is in charge of the DMA's con- 
tact with the Congress, all Federal agencies and State and local 
governments. 

Prior to joining the DMA, he was the Deputy General Counsel 
for the Committee on Post OfBce and Civil Service at the U.S. 
House of Representatives. He served for 12 years at the Postal 
Rate Commission as legal advisor to Chairman Steiger and most 
recently special assistant to the Commission. He received his BA 
in government and economics from Wesleyan University, Middle- 
town, Connecticut, and his JD fix)m the University of Virginia 
School of Law. 

Next, we will hear from Jill Lesser, who is Vice President of Do- 
mestic Public Policy at America Online in Dulles, Virginia. She 
leads the company on domestic public policy, regulatory and indus- 
try relations activities and heads the Washington, D.C., office. At 
America Online, Ms. Lesser has led industrywide efforts on a num- 
ber of emerging public poUcy issues effecting the Internet and the 
new information society. 

Ms. Lesser earned her BA with honors in political science from 
the University of Michigan in 1987 and a JD from Boston Univer- 
sity School of Law. 

Then we will hear from Mark Rotenberg, Executive Director of 
the Electronic Privacy Information Center here in Washington, a 
public interest research organization working to protect privacy, 
fr-ee speech £md constitutional values in the on-line world. IN^. 
Rotenberg is also an adjunct professor at Georgetown University 
Law Center, where he has taught the Law of Information Privacy 
since 1990, and a senior lecturer Washington College of Law. 

He is a graduate of Harvard College and Stanford Law School. 
And then last, but certainly not least, we will hear from Jerry 

Berman, President of the Center for Democracy and Technology. 
The Center was founded in December 1994 by Mr. Berman. Mr. 
Berman coordinates CDTs free speech «md privacy poUcy working 
groups comprised of communications firms, associations and civil 
liberties groups which address Internet policy issues. He also 
chairs the Advisory Committee to the Congressional Internet Cau- 
cus, of which I am co-chairman. 

Mr. Berman received his BA, MA and LLB from the University 
of California at Berkley. 

Mr. GOODLATTE. We are pleased to start with Ms. Vamey. 
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STATEMENT OF CHRISTINE VARNEY, CHAIR, ONLINE PRIVACY 
ALLIANCE 

Ms. VARNEY. Thank you. Good morning, Mr. Chairman and 
members of the subcommittee. I would hke to talk with you this 
morning about the efforts of industry to create a trusted on-line en- 
vironment that respects individual privacy. 

On behalf of the Online Privacy Alliance, a coahtion of more than 
80 companies and associations committed to consumer privacy, I 
would like to thank Dr. Mary Culnan of Georgetown University 
and the FTC for the excellent work done on the Georgetown Inter- 
net privacy study. The study has shed a great deal of life on the 
status of on-line privacy and provided guidance for our futiure ef- 
forts; and there will be future efforts, but a great deal remains to 
be done. 

First, let us look at what has already been accomplished. In 
1998, the Federal Trade Commission found that only 14 percent of 
websites had posted privacy poUcies. Although the Georgetown 
study survey sampled differed from last year's, the progress is in- 
disputable. This year, in a sample drawn from the net's most popu- 
lar sites, a remarkable 66 percent of sites had posted privacy poU- 
cies. The astonishing leap to 66 percent shows that privacy on-line 
is becoming the standard. 

This progress is largely the result of the partnership between the 
private sector working together with government, both the Con- 
gress and the executive branch, to make privacy the norm; and the 
progress has been just as notable among the top 100 most popular 
websites, 94 percent of which now haveposted a privacy disclosure. 
This is up from 71 percent last year. These are the sites that con- 
sumers most often visit. 

The unduplicated reach of the top 100 sites is about 94 percent, 
while the reach of the larger sample is about 98.8 percent. Con- 
sumers can now look for privacy policy at eveiy website where they 
plan to transact business. They can refuse to ao business with sites 
that don't have a policy; and they can, and should, send E-mail to 
websites without privacy policies asking or demanding that the site 
post one. 

The Georgetown survey, while providing evidence of significant 
progress, also pointed out where more wont needs to be done. The 
study showed the differences in the quality of privacy policies. The 
study showed that fewer than 15 percent of sampled sites included 
all the elements necessary for an acceptable privacy policy, includ- 
ingdisclosure, choice, access and security. 

The OPA edso requires websites to provide contact information so 
consumers can get in touch with someone at a company when they 
have a privacy concern. 

The Georgetown findings showed that the percentage of websites 
providing notice and disclosure is quite high, 87 percent of the sites 
surveyed; and the study found 77 percent of websites provide con- 
sumers with choice about how their personal information is used. 

We beUeve that the 46 percent in the survey posting security 
precautions may not reflect the actual practice. It is likely that 
many sites which do indeed appropriately safeguard personal infor- 
mation are not clearly disclosing their security precautions in the 
privacy poUcy. This is not necessarily a problem of security but cer- 



17 

tainly a problem of communication. It needs to be fixed, and we in- 
tend to help do that. 

Nevertheless, more work needs to be done to make privacy policy 
across the net meet basic standards for informing consumers about 
the policies and practices of on-line businesses. The policies must 
be easy to find, read, and understand. 

The Online Privacy Alliance will work in the coming year to in- 
crease the niunber of websites posting privacy policies, and we will 
work to make sure the privacy policies give consimiers the informa- 
tion they need to make informed decisions. We believe we can 
reach the skull through the enforcement of existing law and the in- 
dustry promotion of best practices. Consiuners who have the infor- 
mation they need to make informed choices are the best enforcers 
of privacy on-line. 

Consumers must also take some responsibiUty and look for pri- 
vacy policies, read them and make the choices. They must remem- 
ber on the digital street as on the Main Street, think before you 
share information. 

Thank you very much. 
Mr. GooDLATTE. Thank you. 
[The prepared statement of Ms. Vamey follows:] 

PREPARED STATEMENT OF CHRISTINE VARNEY, CHAIR, ONLINE PRIVACY ALLIANCE 

The Internet is poised to become an explosive economic growth opportunity that 
will redefine global commerce in the information age. That growth cannot and will 
not occur without consumer confidence. Privacy is one of the cornerstones of con- 
sumer confidence in the Internet. 

Last year numerous companies and associations came together to create policies 
and practices that can make privacy a reaUty for everyone on the Internet. These 
companies and associations, tne Online Privacy AUiance, are pleased to submit the 
attached documents. First is the Mission Statement describing the ^als of the On- 
line Privacy AlUance, second are the Guidelines for Privacy Policies that will be 
adopted by all Online Privacy Alliance members, third are the Principles for Chil- 
dren's Onune Activities, and fourth are the Guidelines for Effective Enforcement of 
Self-Regulation. 

The Online Privacy AUiance has worked dUigently to come up with policies that 
can be applied across many industry sectors. These guidelines, principles and state- 
ments reflect not only a deep commitment to online privacy, but also new poUdes 
which the Online Privacy Alliance members support. Rrst, the Online Privacy Alli- 
ance believes that when there is use or distribution of individually identifiable infor- 
mation for purposes unrelated to that for which it was collected, individuals should 
be given the opportunity to opt out of such unrelated use or distribution. Second, 
the Onhne Privacy AlUance members believe that sites targeted at children under 
13 should not engage in the collection and maintenance of iiuormation from children 
without prior parental consent. Finally, the Online Privacy Alliance members be- 
lieve that self-regulation requires robust enforcement and they are committed to en- 
suring such. 

Over the past year the OPA has worked to expand the adoption of effective online 
privaCTT poUcies by organizations doing business online. Clearly, the recent George- 
town Internet Privacy PoUcy Study ("the Georgetown Privacy Study^) indicates that 
significant progress has been made in safeguarding privacy online. The fact that 
close to 66 percent of sites in the sample posted a privacy disclosure demonstrates 
that adoption and disclosure of privacy policies is becoming the norm on the Inter- 
net. Last year, the FTC reported that only 14 percent of Web sites notified consum- 
ers about their privacy policies. Although the universe ftvm which the survey sam- 
ples are drawn differ, it is very clear that there has been enormous progress. 

The OPA and its supporting organizations will continue to work to ensure that 
effective online privacy practices are adopted and implemented among the private 
sector. In particular, we will be focusing on continuing outreach through business 
and consumer education, while increasing awareness of various privacy assurance 
programs. The Georgetown Privacy Study wiU serve as a road map to help us en- 
sure that robust privacy practices are the norm online. It has been a pleasure work- 
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ing with this group and I look forward to continuing to work with the Online Pri- 
vacy Alliance to bmld consumer confidence in the Internet. 

Note: Additional materials supplied by Ms. Vamey on Online Privacy Alliance 
(www.privacyalliance.org) are in the subcommittee's mes. 

Mr. GrOODLATTE. Mr. Pittman. 

STATEMENT OF TERRY PITTMAN, BOARD OF DIRECTORS, 
TRUSTE 

Mr. PITTMAN. Thank you very much, ladies and gentlemen of the 
committee. 

Let me just add that, in addition to my role as a director at 
TRUSTe, I am an executive in a California Silicon Valley start-up 
and have spent the last 4 years in that space. 

I would like to thank you first for inviting TRUSTe to testify on 
the very important issue of Internet privacy. For the past 2 years, 
TRUSTe's mission has been to increase trust on the Internet by 
promoting responsible and fair information collection and use prac- 
tices on-lme. TRUSTe's privacy program is based on the fair infor- 
mation practices called for by the Federal Trade Commission. Since 
the inception of our program in 1997, all TRUSTe licensees must 
post a privacy statement in a prominent location that fully dis- 
closes information collection and use practices. 

In October 1998, TRUSTe introduced several additional elements 
to our program. All licensees must now provide a mechsmism for 
consumers to update or correct personal information; provide an 
opportunity for users to opt-out of secondary use of their personal 
information; take reasonable security precautions to protect infor- 
mation that is collected; and, last, follow the reqviirements of the 
TRUSTe Children's Program, when the licensed website is targeted 
to children under the age of 13. 

The cornerstone of TRUSTe's program is our verification smd 
oversight. TRUSTe performs periodic reviews of each website to en- 
sure compliance with TRUSTe requirements. TRUSTe also tracks 
usage of personal identifiers or personal information in the Ucens- 
ee's database, a process known as seeding. Seeding involves visit- 
ing and registering with the website under an assumed identity 
and then tracking now that information is used. 

TTlUSTe's consvuner complaint resolution process, also known £is 
our escalation process, begins if TRUSTe believes a licensee is in 
noncompliance of their stated privacy practices or if a consumer 
files a complaint through TRUSTe's watchdog site. If the investiga- 
tion reveals that a site has violated its privacy statement, TRUSTe 
will require remedial measures. To assure that problems have been 
corrected, the site may be asked to underco a—third party—audit. 
If the problem is not resolved through TRUSTe's satisfaction, we 
may revoke the TRUSTe sale, also called a trustmark. If an egre- 
gious or malicious privacy breach has occurred, the site may be re- 
ferred to an appropriate local law enforcement agency or to the 
FTC. 

As of today, TRUSTe has more than 675 licensed sites, those 
sites accounting for Va of all U.S. Internet traffic. TRUSTe antici- 
pates more than 1,500 sites will join the TRUSTe program by De- 
cember 1999. 
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TRUSTe's growth is a resiilt of aggressive business-to-business 
outreach. When we launched the TRUSTe seal program in June 
1997, we understood that educating the most visible sites would be 
the key to the widespread adoption of privacy protection practices 
on the web. 

Of particular note is that all m£gor portal sites have joined 
TRUSTe, including America Online, Excite, Infoseek, Lycos, Micro- 
soft, Netscape, Snap, and Yahoo. Forty-five of the top 100 sites are 
TRUSTe licensees. What is more, 80 percent of our licensed sites 
are small businesses. 

As we move into the third year of our program, we are noticing 
a new trend. That is, traditional off-line brands, such as major 
manufacturers and Fortune 100 companies, are entering the 
TRUSTe program with greater and greater frequency. 

The growm of interest in seal programs is clearly linked to one 
factor, the desire to build a web environment that consumers feel 
comfortable in. To that end, it has been TRUSTe's mission to pro- 
vide outreach and education to web users about how to take control 
of their information on-line. 

TRUSTe's grass-roots privacy partnership education campaign 
was the largest ever on-line public service announcement initiative. 
In a span of just 3 weeks, 200 milhon donated banner advertise- 
ments ran on the most visited U.S. websites. More than 1 milUon 
web users visited the educational c£impaign website to learn more 
about protecting their privacy. The campaign was a huge success. 

I would like to spend a moment now briefly commenting on the 
results of the web survey completed recently by Mary Culnan of 
Georgetown University. 

Mr. GoODLATTE. If you could do it briefly, we would appreciate 
it. 

Mr. PnTMAN. Okay. I will wrap up. 
When the program was launcnea 2 years ago, one of oiir most 

significant changes was to convince Web site owners that privacy 
was an important part of their activities. Now with 65.7 percent of 
conunercial websites addressing the consumer privacy issue, we be- 
lieve it is a remarkable demonstration; and that message has been 
received and acted on. 

Finally, I would like to comment that we are launching programs 
aro\md the globe with our European interim director; and we have 
ongoing discussions with agencies in Singapore, Australia and 
other countries who are interested in launching local TRUSTe pro- 
grams there. 

I would like to thank you for your invitation to speak here and 
look forward to serving as a resource for the committee and the 
House. Thanks. 

Mr. GoODLATTE. Thank you. 
[The prepared statement of Mr. Pittman follows:] 

PREPARED STATEMENT OF TERRY PITTMAN, BOARD OF DIRECTORS, TRUSTE 

Ladies and Gentlemen of the Committee: 
I would like to thank you for inviting TRUSTe to testify on the very important 

issue of Internet privacy. For the past two years, TRUSTe's mission has been to in- 
crease trust on the Internet by promoting responsible and fair information collection 
and use practices online. TRlJSTe's privacy program is based on the fair information 
practices called for by the Federal Trade Commission. Since the inception of our pro- 
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gram in 1997, all TRUSTe licensees must post a privacy statement in a prominent 
location that Axlly discloses information collection and use practices. 

In October 1998, TRUSTe introduced several additional features to our program. 
All licensees must now: 

• Provide a mechanism for consumers to update or correct personal informa- 
tion; 

• Provide an opportunity for users to opt-out of secondary use of their personal 
information; 

• Take reasonable security precautions to protect information that is collected; 
and 

• Follow the requirements of the TRUSTe Children's Program when the li- 
censed Web site is targeted to children under the age of 13. 

The cornerstone of TRUSTe's program is our verification and oversidit. TRUSTe 
performsperiodic reviews of each site to ensure compliEuice with TRUSTe require- 
ments. TRUSTe also tracks usage of unique identifiers in a licensee's database, a 
process we call seeding. Seeding involves visiting and registering with the Web site 
under an assumed identity, then tracking how that registration information is used. 

TRUSTe's consumer complaint resolution process, also known as our escalation 
process, begins if TRUSTe believes a licensee is in non-compliance of stated privacy 
practices or if a consumer files a complaint through TRUSTe's watchdog site. If an 
mvestigation reveals that a site has violated its privacy statement, TRUSTe will re- 
quire remedial measures. To assure that problems have been corrected, the site may 
be asked to undergo a third-party audit. If the problem is not resolved to TRUSTe s 
satisfaction, we may revoke the TRUSTe seal, also called a trustmark. If an egre- 
gious or malicious privacy breach has occurred, the site may be referred to an appro- 
priate local law enforcement agency, or to the Federal Trade Commission. 

As of today, TRUSTe has more than 675 licensed sites; those sites account for 
one-third of all US Web traffic. TRUSTe anticipates that more than 1,500 sites will 
join its privacy oversight program by December 1999. 

TRUSTe's growth is a result of aggressive business-to-business outreach. When 
we laimched the TRUSTe seal program in June of 1997, we understood that educat- 
ing the most visible sites would be key to the widespread adoption of privacy protec- 
tion practices on the Web. 

Or particular note is that all major Internet "portal" sites have joined TRUSTe, 
including America Online, Excite, Infoseek, Lycos, Microsoft, Netscape, Snap, and 
Yahoo! 45 of the top 100 sites are TRUSTe licensees. What's more, 80% of our li- 
censed sites are small businesses. As we move into the third vear of our program, 
we are noticing a new trend. Traditional "ofiF-line" brimds, such as mEOor manufac- 
turers and Fortune 100 companies, are entering the TRUSTe program with greater 
and greater fi^uency. 

The growth of interest in seal programs is clearly linked to one factor the desire 
to build a Web environment tliat consumers feel comfortable in. To that end, it has 
also been TRUSTe's mission to provide outreach and education to Web users about 
how to take control of their information online. TRUSTe's grass-roots Privacy Part- 
nership education campaign was the largest ever online public service announce- 
ment initiative. In a span of 3 weeks, 200 million donated banner advertisements 
ran on the most treifficked U.S. Web sites. More than one million Web users visited 
the educational campaign Web site to learn more about protecting their privacy. The 
campaign was a huge success, with more than 800 Web sites joining in to run ban- 
ner ads. 

I would like to spend a moment now commenting on the results of the survey of 
Web sites recently completed by Mary Culnan of Georgetown University. When 
TRUSTe laimched, nearly two years ago, one of our most significant challenges was 
to convince Web site owners that privacy was an issue they should put resources 
toward. The fact that now, 65.7% of commercial Web sites are addressing consumer 
privacy is a remarkable demonstration that the message has been received, loud 
and clear. 

Now that two-thirds of all sites are posting some type of privacy notice, the mis- 
sion of seal programs is clear—evangelize the need for comprehensive statements 
that address all fair information practices. Seal pro-ams oner turn-key solutions 
to sites by ensuring they adhere to all fair information practices prior to granting 
the seal. 

Finally, I would like to mention that TRUSTe was launched with the intent of 
creating a globally recognized seal program. Already, we have licensees in English- 
speaking countries around the world. 'Tnis year, we launched our European program 
by appointing an interim European director. We have ongoing discussions with 
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agtendes in Sin^pore, Australia, and several other countries with an interest in 
launching the TRUSTe program locally. We will continue to keep you updated on 
these international efforts. 

We thank you for the opportunity to speak here today and look forward to serving 
as a resource for the Judiciary Committee and all members of the House of Rep- 
resentatives. 

Mr. GrOODLATTE. Mr. Cerasale. 

STATEMENT OF JERRY CERASALE, SENIOR VICE PRESIDENT, 
GOVERNMENT AFFAIRS, DIRECT MARKETING ASSOCIATION, 
INC. 
Mr. CERASALE. Thank you very much. 
I appreciate the opportunity to testify here today on behalf of Di- 

rect Marketing Association and ask that my written testimony sub- 
mitted for the record. 

Mr. GrOODLATTE. Without objection. In fact, all of your written 
testimony will be made a part of the record. 

Mr. CERASALE. Thank you. 
The Direct Marketing Association represents numerous compa- 

nies that offer products to consumers through all types of media. 
The Internet is one that our companies are beginning to look at as 
a new way to reach customers, offer them products and goods at 
a rezisonable price; and we depend upon consumer confidence and 
consumer trust in order to have these marketplace grow; and so it 
is very important for us to ensure that there is trust of the con- 
siuner in the marketplace. 

We have taken a good deal of effort on a number of public edu- 
cation and technology and self-regulatory initiatives to advance pri- 
vaCT and consumer choice in the on-hne environment. 

We are very pleased with the results of the Georgetown study. 
It shows a si^iincant improvement in posting of privacy policies on 
the net. But is the job done? It is not, £is others have said here 
today. We have a long way to go. But we are on the right track, 
and that is the direction we are moving. 

We have specifically supported and helped craft; the Children's 
Privacy Protection Act, and we are now working with the Federal 
Trade Commission as we move forward with the regulations to im- 
plement that act and try to protect children in the use of their in- 
formation on-line. 

In the next 2 months, the Direct Marketing Association will im- 
plement two self-regulatory initiatives to try and further empower 
m the marketplace on-line. On July Ist, 1999, the DMA's privacy 
promise will become mandatory for all DMA members. Basically, 
that is in the on-Une and the telephone and in the mail media. 
Companies will have to give notice of what they use—what infor- 
mation they collect and now they use it, whether they give it out 
to third parties and provide an opportunity for the consumer to say 
no. We think that tnat is a megor push, and I think that is one 
area where we have to grow and continue our efforts, based upon 
the Georgetown study. 

We are also developing an E-mail preference service, which 
would be a service that individuals can put their E-mail address 
on and our companies would have to not send an unsolicited E-mail 
message to them—very similar to our mail preference service and 
our telephone preference service. 
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We have been working with the worldwide web consortiiun to 
create a privacy policy tool to try and let the Internet be seamless 
in a privacy means, to allow a consumer to put his or her privacy 
policy on his or her browser, have the companies put their privacy 
poUcy on the front of their Web site. If there is a match, you go 
m; if not, there is some dialogue between the company and the con- 
sumer. 

I think it is very important as we look at this Internet that there 
are many, many major technologicsd tools that are being developed 
to try and help promote control of the consxmier over information 
that he or she gives over the net. 

We also beUeve that we are pushing hard now with TrustE, with 
BBB Online and other seal programs that will become more and 
more known to consumers on the Net, and that way self-regulation 
will be moving forward. We think it is very important that, with 
the Internet being borderless, we should be very careful to try not 
to overregulate it because our regulation may not be exactly what 
other countries will do, and we can very much tie up the Net and 
prevent the growth that we are all looking forward to. 

Thank you very much. 
[The prepared statement of Mr. Cerasale follows:] 

PREPARED STATEMENT OF JERRY CERASALE, SENIOR VICE PRESIDENT, GOVERNMENT 
AFFAIRS, DIRECT MARKETING ASSOCIATION, INC. 

SUMMARY 

I am Senior Vice President of Government Affairs for The Direct Marketing Asso- 
ciation, Inc (The DMA"). The DMA is the largest trade association for businesses 
interested in direct, database, interactive marketing and electronic commerce. The 
DMA represents more than 4,500 companies in the United States and 54 other na- 
tions. Founded in 1917, its members include direct mailers and direct marketers 
bom 50 different industry segments, as well as the non-profit sector. Included are 
catalogers, financial services, book and magazine publishers, retail stores, industrial 
manufacturers, Internet based businesses emd a host of other segments, as well as 
the service industries that support them. 

The DMA member companies have a mtgor stake in the success of electronic com- 
merce, and are among those most likely to benefit immediately from its growth. The 
DMA's leadership is continuinp; to extend into the Internet and electronic commerce 
areas with its recent acquisitions of the Internet Alliance and the Association for 
Interactive Media. Members of The DMA include L.L. Bean, Time Inc., Dell Com- 
puter, Gateway 2000, DoubleClick, autobytel.com, BMG Direct, Charles Schwab & 
Co., Lucent Technologies, eBay, Acxiom, AT&T, America Online, IBM, MCI 
WorldCom, and others. Accordingly, The DMA has been working diUgently to apply 
its successful self-regulatory system fiiom the traditional media to the Internet and 
its World Wide Web. 

We have worked intensively on a number of pubhc education, technology and self- 
regulatory initiatives that advance privacy and consimier choice in the online envi- 
ronment. Due in large part to the efforts of our members, self-regulation is working 
in the Internet context. Just last week this conclusion was reinforced with the re- 
lease of the results of the Georgetown Internet Privacy Policy Study. This study 
demonstrates that significant progress has been made in safeguarding privacy on- 
line. In the past year, 66 percent of all sites surveyed posted privacy policies, a dra- 
matic increase fi"om the 14 percent rate shown by a study last year. Moreover, the 
study showed that 94 percent of the top 100 sites posted privacy policies. 

In the next two months. The DMA will implement two self-regulatory initiatives 
that will further empower consiuners and demonstrate the tenacity of industry in 
acting responsibly on this issue. First, on July 1, 1999, The DMA Privacy Promise 
goes into effect. This initiative requires, in part, as a condition of membership to 
The DMA, that companies, which market to consumers, participate in The DMA's 
mail and telephone preference services. These services are offered free of charge to 
consumers, giving them the abUity to remove their names fi:om the Usts of national 
marketers, substantially reducing their mail and telephone marketing calls. More- 
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over, companieB would have to provide notice to consumers if they transfer data to 
others and provide the consumer the ability to opt-out of such transfers. 

Second, shortly, The DMA will launch an e-mail preference service. This service 
will allow individuals to remove their e-meul addresses from marketing lists in a 
similar manner to that used in the telephone and mail preference services. This am- 
bitious undertaking is aimed at empowering consumers while also preserving the 
many societal benefits of marketing continuing to expand in the interactive econ- 
omy. Once the e-mail preference service is up and running, participation in this 
service will also be a requirement of DMA membership. 

These two efforts will complement the multitude of already existing and ongoing 
initiatives that compose a robust and effective self-regulatory framework for online 
privacy. These initiatives include: 

• The DNIA's award-winning guide for parents, children and educators created 
in an effort to ensure child safety online 

• The Privacv Policy Generator^ program on our web site which hundreds of 
companies have used to create privacy policies 

• Active support and participation in the P3P privacy technology, which will 
automatically inform consumers if a web site s privacy practices differ from 
their privacy preferences, allowing consumers to "negotiate" over those prac- 
tices 

• Development of strong privacy guidelines for mariceting online that are en- 
forced Dy The DMA's Ethics Policy Board with the authority to publicly cen- 
sure, suspend, or expel members 

We believe that the efforts of The DMA and its members continue to prove the 
utility of effective self-regulation in the online environment. We congratulate the 
Chairman for his interest and exploration of these issues, and look forward to work- 
ing with the Courts and Intellectual Property Subcommittee. 

STATEMENT 

/. Introduction 
Good morning, Mr. Chairman, and thank you for the opportunity to appear before 

your subcommittee as it examines online privacy issues. I am Jerry Cerasale, Senior 
V^ce President of Government Affairs for The Direct Marketing Association, Inc. 
(The DMA"). 

The DMA is the largest trade association for businesses interested in direct, data- 
base, and interactive marketing and electronic commerce. The DMA represents 
more than 4,600 companies in Uie United States and 54 foreign nations. Founded 
in 1917, its members include direct marketers from 50 different industry segments, 
as weU as the non-profit sector. Included are catalogers, financial services, book and 
magazine publishers, retail stores, industrial manufacturers, Internet-based busi- 
nesses and a host of other segments, as well as the service industries that support 
them. 

The DMA member companies have a nugor stake in the success of electronic com- 
merce, and are amoi^ those most likely to benefit immediately fix)m its growth. The 
DMA's leadership role is continuing to evolve in the Internet and electronic com- 
merce areas with the Association's recent acquisitions of the Internet Alliance and 
the Association for Interactive Media. Members of The DMA include Lands' End, 
L.L. Bean, Time Inc., Dell Computer, Gateway 2000, DoubleClick, autobytel.com, 
CDW, Micro Warehouse, BMG Direct, Chfirles Schwab & Co., Lucent Technologies, 
Bell Atlantic, CheckFree, DLJdirect, eBay, Prodiof Acxiom, AT&T, America Online, 
IBM, MCI WorldCom, and many others. The DMA has been working diligently to 
apply its successful self-regulatory system from the traditional media to the Internet 
and its World Wide Web. 

Today I will discuss The DMA's long-time commitment to self-regulation and peer 
regulation, and our work on a number of pubUc education, technology and self-regu- 
latory initiatives that advance privacy and consumer choice in the online environ- 
ment. We continue to examine now best to ensure that consumers are afforded op- 
portunities both to learn about products and services of interest to them and to ex- 
press and obtain their preferences regarding marketers' collection, use, or dissemi- 
nation of information about them. We are particularly pleased that the Online Pri- 
vacy Alliance^f which The DMA is a signatory, BBBOnline, TrustE, and others 
have joined us in this effort for effective self-regulation on the Internet. 

Mr. Chairman, The DMA is convinced that self-regulation and technology are the 
most effective methods for establishing privacy protection in the borderless world of 
the Internet, and must be the cornerstone of any domestic or global approach for 
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ensuring privacy online. As reinforced recently by the Georgetown Internet Privacy 
Policy Study, self-regulation of privacy on the Internet is working. The Georgetown 
study indicates that significant progress with respect to Web privacy policies has 
been made in less than a year since the announcement of the Online Privacy Alli- 
ance principles and the release of the FTC study on online privacy. The fact that 
this progress is already reflected in business practices is particularly encouraging 
Siven that a multitude of new self-regulatory programs continue to be developed. In- 
ustry self-regulatory principles, consumer choice technologies, and an extensive 

educationad campaign are now in place to create a privacy regime that is both flexi- 
ble and eCFective—requirements for the Information Age. 

For DMA members, the main use of information collected over the Internet is for 
marketing purposes. For example, a site may remember that I purchased a particu- 
lar product there previously and direct me to the same section of its online store. 
This type of personalization is one of the unique attributes of the Internet that is 
driving its growth. Any "harm" associated with the collection and use of information 
in such contexts is minimal, and outweighed by the beneficial uses of the informa- 
tion such as improving the visitor's experience. 

Nonetheless, The DMA believes that visitors to Web sites should be informed of 
a site's information practices and have the opportunity to express and obtain their 
preferences regarding marketers' collection, use, or dissemination of information 
about them. When visitors who care to evaluate the site's practices are informed of 
them, they can make an informed decision about whether to enter the site or take 
their business elsewhere. The DMA has developed special Online Marketing Prin- 
ciples that embrace these concepts. The DMA also is in the final stages of develop- 
ing an e-mail preference service that will allow consumers the choice of removing 
their email addresses from marketing lists used by DMA members. Additionedly, 
The DMA is actively promoting a technology, P3P, mat will enable users to receive 
this information in a convenient, seamless fashion, with enhanced capabilities such 
as the ability to negotiate with the site over its practices as described below. 

I would also like to mention that last fall The DMA supported the passage of the 
Children's Online Privacy Protection Act. The DMA supported this legislation be- 
cause we believe that young children present a special case. Unlike adults, children 
may not fully understand choices regarding privacy. Based in part on existing guide- 
lines developed and followed by The DMA, this legislation contains strong protec- 
tions for children, prohibiting the collection or distribution of personally identifiable 
information from children imder 13 without prior petrenttd consent or direct paren- 
tal notification. The DMA is currently working witii the Federal Trade Commission 
as it develops regulations to implement this Act. 
//. Self-Regulation On The Internet Is Resulting In Effective Consumer Privacy And 

Empowerment As Electronic Commerce Rapidly Continues To Grow 
Since the inception of the commercial Internet, the United States and numerous 

governments around the world have allowed for the unfettered development of this 
medium by adopting a Tiands-off" approach coupled with industry self-regulation. 
Without question, this approach is working. 

For adults, consumer empowerment tools together with appropriate notice and 
choice provide the best means for protecting privacy. Self-regmation is better suited 
for the Internet than legislation as the diversity and technology of this mediiun fos- 
ter an environment that is responsive to market forces. This medium is truly global 
in nature, and the technology is changing rapidly with new issues and solutions 
thereto emerging daily. Compsmies at the forefront of the Internet's development 
truly appreciate how to address consumer concerns without stifling the growth of 
the medium. 

A. Progress From Industry Self-Regulatory Efforts For Internet Privacy Is Sig- 
nificant 

With the recent explosion of the commercial Internet, The DMA has worked inten- 
sively on a number of public education, technology and self-regulatoiy initiatives 
that advance privacy and consumer choice in the online environment. Due in leirge 
part to the efforts of our members, self-regulation on the Internet is working. 

This conclusion is reinforced by the recent results of Georgetown Internet Privacy 
Policy Study. The study shows that 94 percent of the top 100 web sites have posted 
a privacy policy notice or an information practice statement. When considered in 
light of the fact that the experiences of a msyority of Internet users are dominated 
by visits to the more popular sites, it is clear that meeiningful and effective privacy 
practices do currently exist online for consumers. Moreover, there has been a signifi- 
cant increase in the nimiber of policies posted in the past year. In fact, close to 66 
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percent of all sites now post privacy policies, up from 14 percent in last year's FTC 
study. 

Since January 1998, The DMA has scanned many sites on the Web and directly 
contacted those sites that did not have a privacy poUcy posted. The improvement 
in privacy practices of Web sites reflects the progress made as a direct result of ef- 
forts to familiarize industry with appropriate online information practices. To be 
certain, this is just the b^mning. Altiiough the Georgetown study indicates signifi- 
cant progress in the number of privacy polices on web sites, there still exists room 
for improvement in the content of the privacy policies. The study showed that most 
of the sites do not yet include all of the elements set out in the Online Privacy Alli- 
ance Principles. However, 87 percent of sites provide notice with 77 percent provid- 
ing choice. These statistics are significant to The DMA as notice and choice em- 
power consumers to determine the uses of their information. 

The improvements in both the number of Web sites posting privacy poUcies and 
the quali^ and effectiveness of those policies will continue as more companies and 
individuals are educated about online information practices. Some of the privacy 
seal programs that have developed specific and detailed criteria to comply with the 
Online Privacy Alliance Principles are just recently, after much development, begin- 
ning to accept applicants to their programs. 

B. Electronic Commerce Continues To Grow Rapidly 
All evidence continues to indicate that electronic commerce is growing at a un- 

precedented rate. As the Georgetown study attests, this pace should continue as im- 
provements in privacy practices reinforce consumer confidence in online trans- 
actions. The DMA believes that the Congress should be particularly hesitant to 
enact laws that may disrupt the exponential growth of the Internet, particularly as 
companies are developing responsible business practices in this medium without 
regulation. 

In addition to the strong indications that self-regulation is working for Internet 
privacy, the facts continue to make dear that consumers are not reluctant to engage 
in Internet commerce or to use the Internet. Internet usage continues to increase 
dramatically, with the number of user computers connected to the Internet having 
increased in the period from January 1998 to January 1999 from 29 million to more 
than 43 miUion. Likewise, revenues from Internet transactions are expected to rise 
in some estimations to more than $330 billion in 2002 up from $26 billion in 1997. 
We anticipate that these numbers will continue to grow. 
///. The DMA And Others In Industry Continue To Develop And Implement Self-Reg- 

ulatory Regimes That Are Providing Effective Protection Of Privacy Online 
As the impact of self-regulation on Internet privacy is being recognized and e-com- 

merce continues to grow. The DMA is continuing to improve its self-regulatory ef- 
forts to empower consumers. In the next two months. The DMA will implement two 
self-regulatory initiatives that will further demonstrate the tenacity of industry in 
acting responsibly on this issue. First, on July 1, 1999, The DMA Privacy Promise 
goes into effect. This initiative requires, as a condition of membership to The DMA, 
that companies participate in The DMA's mail and telephone preference services. 
These services are offered free of charge to consumers, giving them the ability to 
remove their names from the lists of national marketers, substantially reducing 
their mail and telephone marketing calls. Moreover, companies would have to pro- 
vide notice to consumers if they transfer data to others and provide the consumer 
with the ability to opt-out of such transfers. 

Second, The DMA will soon launch an e-mail preference service. This service will 
allow individuals to remove their e-mail addresses from marketing lists in a maimer 
similar to that used in the telephone and mail preference services. This ambitious 
undertaking is aimed at providing consumers choice while continuing to expand in 
the interactive economy. Once the e-mail preference service is up and running, par- 
ticipation in this service will also be a requirement of DMA membership. This will 
include the requirements of notice of transfer to others and opt-out of such trans- 
fers. 

The privacy policies adopted by individual companies are subject to enforcement 
by the FTC and state attorneys general. By publicly posting policies consistent with 
criteria set out in the DMA and Online Privacy Alliance guidelines, companies be- 
come themselves subject to deceptive practice enforcement actions under existing 
federal and state consumer protection law if they do not comply with their stated 
polides. Thus, this self-regulatoiy framework is far more than a system of voluntary 
compliance. 
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These two efforts will complement the multitude of existing and ongoing initia- 
tives of The DMA that compose a robust and effective self-regulatoiy framework for 
online privacy. We describe these efforis below. 

A. Online Privacy Principles 
The DMA has been at the forefront of developing efifective, responsible self-re^- 

latory codes governing the uses and transfer of information by the direct marketmg 
industry. The cornerstone of the industaVs self-regulatory codes is The DMA's 
Guidelines for Ethical Business Practice. These guidelines apply to marketing in all 
media including the Internet. In addition. The DMA has developed Privacy Prin- 
ciples and Guidance for Marketing Online in order to explain and highlight the 
issues unique to online and Internet marketing. 

The DMA, as a result of its extensive membership, has been very effective in es- 
tablishing industry-wide compliance with its various codes and guidelines. Throu^ 
its Committee on Ethical Business Practice, a peer review program, The DMA re- 
sponds to cases of alleged Guideline violations brought to its attention by an array 
of sources—business, consumers, public ofiBdals, and the media. This peer-review 
process is effective. Most cases are resolved through cooperation with the Committee 
and its recommendations. Members that do not resolve complaints cooperatively are 
also subject to review by The DMA Ethics Pohcy Committee with the potential for 
suspension, expulsion, or censure. The DMA has initiated a process that reveals all 
cases and their resolution. Furthermore, where the subject company has not agreed 
to follow guidelines after review, its name is publicW disclosed. In instances where 
violations of law are also found, the Committee rerers matters to the appropriate 
law enforcement agencies. 

B. Public Education 
The DMA has a vital interest in educating its members and the general public 

about the responsibiUties of people who collect and use data, as well as educating 
consumers about the process. As a result, The DMA has developed a Web pa^ de- 
voted to privacy and launched its Privacy Action Now and Privacy Promise mitia- 
tives. 

The DMA has made a special effort to empower children, parents, educators, and 
librarians by establishing its httpV/www.cybersawy.org Web pa^ for them and pro- 
viding them with tools, information, and resources to ensure sa^ Web surfing. Addi- 
tionally, we have produced a "^ard copy" version of the Web site, Get CyberSavvyl. 
(available on-line) Get CyberSavvy has the distinction of being awarded first place 
honors for excellence in consumer education by the National Association of Con- 
sumer Affairs Administrators. 

C. Technology Solutions 
In light of the unique characteristics of the Internet, technology will play an im- 

portant role in helping users determine and enforce the ways that information about 
them is used and collected. The DMA and marketers have been, and continue to be, 
instrumental in the development of this important technology by encouraging, sup- 
porting, indeed helping develop and promote, such software. Under this approacn, 
it will oe the individual users, rather than industry or government, who will deter- 
mine the uses of their personal information. 

An initiative that supports this concept, the Platform for Privacy Principles or 
P3P, will soon be avaUame. This initiative, undertaken by the World Wide Web Con- 
sortium, is developing a "negotiation" approach for protecting privacy. A broad cosJi- 
tion of information providers, advertising and marketing specialists, software devel- 
opers, credit services, telecommunications companies, and consumer and online ad- 
vocates are working together on P3P to achieve a technological solution that will 
protect privacy without hindering the development of the mtemet as a civic and 
commercial channel. P3P allows a user to agree to or modify the privacy practices 
of a web site, and be fully informed of the site's practices before interacting with 
or disclosing information to a site. 

This approach will use "negotiation" or "handshake" technology to cater to an in- 
dividual's privacy preferences with specificity and effectiveness not available in 
other media. P3P will allow Webmasters to classify information practices on their 
sites according to a uniform classification system, and enable consumers to "set" 
personal privacy preferences within their Web browsers. When a consumer visits a 
Web site that collects information from visitors, the Web site will collect and use 
personal information of the consumer only according to the consumer's pre-set pref- 
erences. 

The DMA also has created and made available from its Web site a technical tool 
that allows companies to create and post effective privacy policies. This Privacy Pol- 
icy Generator (nttpy/www.the-dma.org/policy.html) enables companies to develop 
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cuBtomized privacy policies for posting on their web sites based on the companies' 
policies regarding the collection, use, and sharing of personal information. The util- 
ity of this tool, and the ease with which it is used, is demonstrated by the more 
than 700 companies that have used it and have sent policies to The DMA for review. 
IV. Conclusion 

The DMA believes self-regulation and technology initiatives alike, backed by en- 
forcement of existing laws, offer the most effective means to protecting the privacy 
of individuals in their interaction with Web sites, while ensuring that consumers are 
afiforded opportunities to learn about products and services of interest to them. This 
approach is already allowing electronic commerce to flourish, while at the same time 
enabling the development of a privacy regime that is flexible and effective for the 
Information Age. We congratulate the Chairman for his interest in and exploration 
of these issues, and look forward to working with the Courts and Intellectual Prop- 
erty Subcommittee. 

Mr. GooDLATTE. Thank you. 
Ms. Lesser, welcome. 

STATEMENT OF JILL LESSER, VICE PRESIDENT, DOMESTIC 
PUBUC POUCY, AMERICAN ONLINE, INC. 

Ms. LESSER. Thank you, Mr. Chairman, members of the sub- 
committee. I appreciate the opportunity to be here today to discuss 
online privacy with you on behalf of America Online, a company 
that knows very well the value of privacy and the importance of 
the online medium. 

The online medium is quickly revolutionizing the way we learn, 
communicate and do business. It impacts industries as diverse as 
booksellers and brokers and also consumers with unprecedented 
opportunities in convenience. Our customers can sign on to AOL 
and instantaneously do research, send a letter and find the best 
deal on an airline ticket, tasks that a few short years ago would 
have consiimed far more of their time. But the technology of the 
Internet offers something even more unique, the ability to cus- 
tomize and personalize their online experiences. 

Consiamers can communicate specific preferences online that will 
allow them to receive services or information targeted to their per- 
sonal needs. For example, an AOL member can set up her online 
preferences to get the weather forecast for her own ZIP code, read 
news stories about her professional interest, or get a notice about 
the availability of a new CD from her favorite musician. 

Still, the power of the Internet can only be fully realized if con- 
siuners feel confident that their online privacy is protected. For 
AOL, protecting our consumers' privacy is essential to earning 
their trust, and trust is crucial to the success of our business. In- 
deed, AOL learned this important lesson through our own mistake 
not long ago when an AOL employee was lured into wrongly reveal- 
in|f one of our member's screen names to the government, some- 
thing we never want to repeat. 

Recognizing the importance of building consumer trust, AOL htis 
taken a number of steps to create a privacy-finendly and trust-rich 
environment. Building on the lessons we have learned and the 
input we have received from our members, which is critical, we 
have adopted a privacy policy to clearly explain to our users what 
information we collect, why we collect it and how members can ex- 
ercise choice about the use of that information. We have based our 
policy on core principles that reflect consimier needs and expecta- 
tion. For example, we will not read a member's private e-mail. We 
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will not disclose any information to anyone about where a member 
goes online, and we will not give out a member's phone number, 
credit card information or screen name without consent. 

We give consumers clear choices about how their personal infor- 
mation is used and make sure that our members are well informed 
about what those choices are. For example, if a customer decides 
he does not want to receive any marketing materials firom us that 
are targeted to him based on his personal information or pref- 
erences, he can simply check a box on our service to let us know, 
a box that is easy to fmd and always available. 

We also make sure that our policies are well understood and im- 
plemented by our employees. We provide training about our privacy 
poUcy and require all to sign and agree to abide oy a privacy policy 
as a condition of employment, and we continually review state-of- 
the-art technology to ensure the most advanced technologies pos- 
sible to defend consumer data security. 

We take extra steps to protect the safety of children online and 
have created a special environment called Kids Only that allows 
people to make sure that their children do not interface with 
strangers or allow strangers to contact their children, and our pa- 
rents controls allow parents to set safeguards so that members 
make sure that children don't talk to people they really shouldn't. 

In addition to adopting and implementing ovur own policies, AOL 
is committed to fostering best practices among our business part- 
ners, and we believe this is critical. One of the strongest examples 
is our certified merchant program, which guarantees our members 
are satisfied with the merchants they buy fi"om the online environ- 
ment who participate in this program. We offer a money-back guar- 
antee to dispel consumer concerns about shopping security and in- 
crease consumer trust in this powerful medium. 

We believe the more work we are able to do with our business 
partners and require high standards of them, the more likely it is 
that these standards will become the marketplace norm. As you 
heard from Christine Vamey, we are key supporters of the Online 
Privacy Alliance and believe that the Georgetown study recently re- 
leased indicates a lot of progress, more progress than even we 
would have expected, on an industiywide basis, an industry that is 
growing so qiuckly, but as she indicated, our work has only just 
begun. 

We believe the technology is key to this, and we will continue 
with you. Chairman Groodlatte, to advocate widespread availability 
of the use of strong encryption to make sure that privacy can be 
protected across this country and abroad. 

And finally, I know I am out of time. Let me just say that we 
are trying to craft the rules of the road and that good business 
practices ultimately will dictate whether the industry grows, 
whether the medium grows and whether e-commerce grows. The 
challenges that lie ahead will give us the chance to prove we can 
work together to promote effective online privacy through industry- 
led, market-driven initiatives with strong government enforcement 
of laws that prohibit fi-aud and make certam bad actors on the Net 
disappear. 

Ultimately it is the consumer who will be the judge of whether 
these efforts are adequate. No matter how extraordinary the oppor- 
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fail if we cannot meet consiuner demands for privacy protection 
and gain their trust. 

I appreciate the opportunity to be here, and I am happy to an- 
swer any questions you may have. 

Mr. GrOODLATTE. [Presiding.] Thank you, Ms. Lesser. 
[The prepared statement of Ms. Lesser follows:] 

PREPARED STATEMENT OF JILL LESSER, VICE PRESIDENT, DOMESTIC PUBLIC POLICY, 
AMERICAN ONLINE, INC. 

Chairman Coble, Congressman Berman, and Members of the Subcommittee, I 
would like to thank you, on behalf of America Online, for the opportunity to discuss 
online privacy with you today. My name is Jill Lesser, and I am the Vice I*resident 
for Domestic Poliqr at AOL. 

The online medium is quickly revolutionizing the way we leam, communicate, and 
do business. People are migrating to the Internet to meet their commerce and com- 
munications needs at an esrtraordinary rate because it is convenient and fast, and 
offers an ever-growing selection of information, goods and services. AOL subscribers 
can sign on to our service and do research, shop for clothes, and buy airline tickets 
all in a matter of minutes. 

In addition, the online environment offers users unique benefits of customization 
and personalization. Consumers can communicate specific preferences online that 
will allow them to receive information targeted to their own interests. For instance, 
AOL members can set their online preferences to get the weather forecast for their 
own zip code, read news stories about their own hometown, or receive notices about 
special discounts on their favorite CDs. No other commercial or educational medium 
has ever afforded such tremendous potential for personalization. 

But the power of the Internet can only be fully realized if consumers feel confident 
that their privacy is properly protected when they take advantage of these benefits. 
We know very well that if consumers do not feel secure online, they will not engage 
in online commerce or commvmication—and without this confidence, our business 
cannot grow. For AOL, therefore, protecting our members' privacy is essential to 
earning their trust, and this trust is in turn essential to building the online me- 
dium. We learned tiiis important lesson throtigh our own mistakes not too long ago, 
when an AOL employee wrongly revealed the screen name of one of our members 
to the government. 

Recognizing the importance of this issue, AOL has taken a number of steps to cre- 
ate an environment where our members can be certain that their personal informa- 
tion and their choices regarding the use of that information are being respected: 
fix)m creating and implementing our own privacy policies and educating our mem- 
bers about them, to promoting best practices among our business partners, to engag- 
ing in industry-wide initiatives and enforcement mechanisms that will raise the bar 
for Edl companies who do business online. 

Although the Internet is growing at a tremendous pace, we are still only at the 
beginning of the development of this new medium. Industry initiatives are helping 
to craft Uie "rules of the road" that will dictate online business practices, and we 
believe that it is important to see how those rules develop rather than imposing a 
sweeping regulatory fi-amework on the Internet and e-commerce. Therefore, we hope 
to continue working with policymakers, consumer groups, and industry colleagues 
to promote industry-led, market-driven initiatives that will build on the progress we 
have already made and ensure that individual privacy is protected online. 
Setting an Example 

AOL is committed to protecting consumer privacy. Building on the lessons we 
have learned and the input we have received frova our members, we have created 
privacy policies that clearly explain to our users what information we collect, why 
we collect it, and how they can exercise choice about the use and disclosure of that 
information. We update our policies and procedures to respond to changes in tech- 
nology or consumer demand, but our commitment to core privacy protections re- 
mains constant. AOL's current privacy policy is organized around 8 core principles: 

(1) We do not read your private online communications 
(2) We do not use any information about where you personally go on AOL or 

the Web, and we do not give it out to others. 
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(3) We do not give out your telephone niunber, credit card information or screen 
names, unless you authorize us to do so. And we give you the opportunity 
to correct your personal contact and billing information at any time. 

(4) We may use information about the kinds of products you buy from AOL to 
make other marketing offers to you, imless you tell us not to. We do not 
give out this purchase data to others. 

(5) We give you choices about how AOL uses your personal information. 
(6) We take extra steps to protect the safety and privacy of children. 
(7) We use secure technology, privacy protection controls and restrictions on 

employee access in order to safeguard your personal information. 
(8) We will keep you informed, clearly and prominentiy, about what we do with 

your personal information, and we will advise you if we change our policy. 
We give consumers clear choices about how their personal information is used, 

and we make sure Uiat our users are well informed about what those choices are. 
For instance, if an AOL subscriber decides that he does not want to receive any tar- 
geted marketing notices from us based on his personal information or preferences, 

e can simply check a box on our service that will let us know not to use his data 
for this purpose. Because we know this issue is so critically important to our mem- 
bers and users, we make every effort to ensure that our privacy policies are clearly 
communicated to our customers from the start of their online experience, and we 
notify our members whenever our poUcies are changed in any way. 

We also make sure that our poUcies are well imderstoiod and properly imple- 
mented by our employees. We require all employees to sign and a^-ee to abide by 
our privacy pohcy, and we provide our managers with training in how to ensure pri- 
vacy compUance. We are committed to usmg state-of-the-art technology to ensure 
that the cnoices individuals make about their data online are honored. 

Finally, we try to keep users informed about the steps they can take to protect 
their own privacy online. For instance, we emphasize to our members that they 
must be careful not to give out their personal mformation unless they spedfically 
know the entity or person with whom they are dealing, and we encourage them to 
check to see whether the sites they visit on the Web nave posted privacy poUcies. 
Protecting Children Online 

AOL takes extra steps to protect the safety and privacy of children online. One 
of our highest priorities has always been to ensure that the children who use our 
service can e^joy a safe and rewarding online experience, and we believe that pri- 
vaCT is a critical element of children's online safety. 

We have created a special environment just for children—our "Kids Only" area— 
where extra protections are in place to ensure that our children are in the safest 
possible environment. In order to safeguard kids' privacy, AOL does not collect per- 
sonal information from children without their parents' knowledge and consent, and 
we carefully monitor all of the Kids Only chat rooms and message boards to make 
sure that a child does not post personal information that could {Qlow a stranger to 
contact the child offline. Furthermore, through AOL's Tarental Controls," parents 
are able to protect their children's privacy by setting strict limits on whom their 
children may send e-mail to and receive e-mail from online. 

Because of the unique concerns relating to child safety in the online environment, 
AOL suppoited legislation in the 105th Congress to set baseline standards for pro- 
tecting kids' privacy onUne. We worked with Senator Bryan, the FTC, and key in- 
dusti? £ind public interest groups to help bring the Child Online Privacy Protection 
Act (COPPA) to fruition last year. We believe the enactment of this bill was a mtgor 
step in the ongoing effort to make the Internet safe for children. 
Fostering Best Practices 

In addition to adopting and implementing our own policies, AOL is committed to 
fostering best practices among our business partners and industry colleagues. One 
of the strongest examples of this effort is our Certified Merchant" program, through 
which we work with our business partners to guarantee our members the highest 
standards of privacy and customer satisfaction when they are within the AOL envi- 
ronment. AOL carefully selects the merchants we allow in the program (ctirrently 
there are over 150 participants), and requires all participants to adhere to strict 
consumer protection standards and privacy policies. The Certified Merchant prin- 
ciples are posted clearly in all of our online shopping areas, thereby ensuring that 
both consumers and merchants have notice of the nues involved and the details of 
the enforcement mechanisms, which help to foster consumer tnist and merchant re- 
sponsiveness. 
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Here are the criteria that our merchants have to meet in order to become certified 
and to display the America Online Seal of Approval (some screen shots that show 
how these criteria appear to subscribers on our service are attached to this testi- 
mony): 

1. Post complete details of their Customer Service pohcies, including: Contact 
Information, Shipping Information, Returns PoUdes, and Money-Back Satis- 
faction Guarantee Information. 

2. Receive and respond to e-mails within one business day of receipt. 
3. Monitor online store to minimize/eliminate out-of-stock merchandise avail- 

able. 
4. Receive orders electronically to process orders within one business day of re- 

ceipt. 
5. Provide the customer with an order confirmation within one business day of 

receipt. 
6. DeUver all merchandise in professional packaging. All packages should ar- 

rive undamaged, well-packeo, and neat, barring any shipping disasters. 
7. Ship the displayed product at the price displayed without substituting. 
8. Agree to adopt privacy policies that comport with AOL's privacy policy. 

Through our Certified Merchant program, we commit to our members that they 
will be satisfied with their online experience, and we have developed a money-back 
guarantee program to dispel consiuner concerns about shopping online and increase 
consumer trust in this powerful new medium. We believe that these high standards 
for consumer protection and fair information practices will help bolster consumer 
confidence and encourage our members to engage in electronic commerce. 
Helping to Promote Industry Efforts 

The online industry as a whole is taking positive steps toward protecting con- 
sumer privacy. In fact, to improve industr/s commitment to online privacy, AOL 
joined with other companies and associations last ye£u- to form the Online Privacy 
Alliance (OPA), a group dedicated to promoting privacy online. 

The OPA has worked hard to develop a set of core privacy principles—centered 
aroimd the key concepts of notice, choice, data security, and access—and its mem- 
bers are committed to posting and implementing privacy policies that embody these 
principles. Since we began our efforts just a few months ago, the OPA has grown 
to include more than 85 recognized industry leaders, and industry efforts to protect 
consumer privacy online have blossomed. 

A recent study conducted by Georgetown University Professor Mary Culnan shows 
that, in a sample drawn from a pool of the 7500 most visited websites, more than 
65% of the sites have posted a privacy policy or a statement about their information 
practices. This number demonstrates a tremendous increase from the number of 
sites posting policies just one year ago, when the FTC conducted a similar study. 
We believe that private sector leadership in developing fair information practices is 
the right approach to assuring broad privacy protection online, but we also realize 
that there is still more work to be done. In order to build on our prehminary suc- 
cess, the OPA has renewed its commitment to reach out to businesses nationwide 
to explain the importance of protecting online privacy and posting meaningful pri- 
vaQT policies. 

We believe that the OPA member companies are setting a new standard for online 
privacy, and that as consumers become more aware of the choices available to them, 
the marketplace will begin to demand robust privacy polices of all companies that 
do business online. But we also understand the need for meaningful enforcement of 
industry standards. That's why we abide by the OPA requirement to participate in 
robust enforcement mechanisms through our involvement in the TrustE and 
BBBOnline privacy seal programs. We are key sponsors of both the TrustE and 
BBBOnline privacy seal programs, and have worked closely with industry represent- 
atives and members of me academic community to help formulate strict standards 
for seal eligibility. 
The Challenges Ahead 

It is clear that companies are responding to the increasing marketplace demand 
for online privacy, and that the tremendous growth of e-commerce reflects positive 
trends on a variety of consumer protection issues, including privacy. But our work 
has only just begun. As technology makes it easier for companies to collect and use 
personal information, the adoption and implementation of robust privacy pohcies 
will become even more important. 
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In part, we believe that technology holds the key to ensuring a safe and secure 
online environment. As an online service provider, we believe it is critical for us to 
be able to provide the most sophisticated security technologies to our members so 
that they can take steps to protect their own privacy online. That's why we wiU con- 
tinue to advocate the widespread availability and use of strong encryption, both in 
this country and abroad. 

The challenges that lie ahead will give us the chance to prove that industry and 
government can work together to promote online privacy. But ultimately, it is the 
consiuner who will be the judge of whether these efforts are adequate. Because no 
matter how extraordinary the opportunities for electronic commerce may be, the 
marketplace will fail if we cannot meet consumers' demands for privacy protection 
and gain their trust. 

We at AOL are committed to doing our part to protecting personal privacy online. 
Our customers demand it, and our business requires it—but most importantly, the 
growth and success of the online medium depend on it. We appreciate the oppor- 
tunity to discuss these important issues before the Committee, and look forward to 
continuing to work with you on other matters relating to the Internet and electronic 
commerce. 
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Mr. GooDLATTE. I want to thank the real chairman of this com- 
mittee, Mr. Coble, for allowing me to sit here and continue to con- 
duct this hearing. 

Mr. Rotenberg. 

STATEMENT OF MARC ROTENBERG, EXECUTIVE DIRECTOR, 
ELECTRONIC PRIVACY INFORMATION CENTER 

Mr. ROTENBERG. Thank you very much. Congressman, Mr. 
Chairman, members of the subcommittee. 

I wish I could join the chorus this morning in support of industry 
self-regulation and say that the privacy problems on the Internet 
have largely been resolved, but the reality tells a different story be- 
cause the United States in 1999 sees now a national protest 
against new products and services that threaten individual privacy. 
We have seen campaigns against Intel for their computer chip, 
against Microsoft for a universal identifier, and more than a quar- 
ter of a million Americans commented on an obscure banking regu- 
lation because of their concerns about the protection of their per- 
sonal information. 

This morning the New York Times reports that negotiations be- 
tween the United States and Europe are breaking down over the 
central question of transborder data flows and whether the United 
States has adequate privacy protection to protect the interests of 
European citizens. 
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So my view of where we are today is perhaps not quite so bright 
as those who are seated with me at this table. I do think that in 
our traditions there are ways to develop privacy safeguards in law 
that can be enforced that provide simple, predictable uniform rules 
that are good for businesses and good for customers. I think that 
is the approach that we should be taking online. 

The problems with the Georgetown survey are many, and my tes- 
timonv goes into them in some detail, but the primary problem is 
that the survey shows in the 2 years since my organization, EPIC, 
conducted the first comprehensive survey of Internet privacy poUcy, 
that we have constantly lowered the bar about what constitutes a 
privacy pohcy to try to show progress, so much so that when it is 
reported today that 66 percent of Web sites have a privacy policy, 
let me tell you what that poUcy constitutes. 

It could be a statement that simply says, "we collect personal in- 
formation about you." That is a privacy poliCT under the George- 
town survey. It goes into the 66 percent box. "We disclose personal 
information to others." That is also a privacy policy. "We use 40- 
bit crypto for network communications." That is a privacy poUcy, 
and if you add the statement "we are not responsiole for errors, 
and if you have questions, send us e-mail," you have hit all five 
buttons. You get a gold star for having a comprehensive privacy 
policy. 

Tbiat is a nonprivacy policy and reflects the growing effort to 
lower the standard for what constitutes privacy protection in this 
country. But there are some other real consequences as well t^t 
I think would be of particular interest to you and to the other 
members of the subcommittee. 

We are seeing at EPIC in our comparison between countries that 
have privacy laws and privacy agencies and those that do not that 
the countries with comprehensive legal fi-ameworks are doing a 
better job of developing new technologies and resolving new t^:h- 
nology challenges that have privacy implications. For example, in 
the area of encryption we see that countries that have privacy 
agencies uniformly support the availability of strong encryption 
techniques and want to see those techniques made widely avail- 
able. Where privacy agencies don't exist, export controls lunit the 
availability of encryption and other privacy techniques. 

Other issues, cookies, for example, which raise compUcated pri- 
vacy problems on the one hand, no one doubts that there are bene- 
fits for cookies for online shopping and commerce on the Internet, 
but there are also privacy issues. How do you resolve these in a 
way to maximize the opportunity that the technology provides 
while minimizing the privacy risk? 

Again, those countries wiui comprehensive legal fi-ameworks and 
privacy agencies are doing a better job looking out for the interests 
of users on the Internet than those countries that are not taking 
this approach. 

Now, I know it is very difiicult today to argue for legislation or 
even the creation of a new Federal agency, and certa^y people 
would like to see self-regulation work. My organization, EPIC, has 
opposed many efforts to regulate the Internet, and we recognize the 
tremendous opportunity that it provides, but at the end of the day, 
the question is not whether self-regulation works. The question is 
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whether privacy protection works, and oiir view is that today self- 
regulation is not making privacy protection work. 

So thank you very much. I will be pleased to answer your ques- 
tions. 

Mr. GooDLATTE. Thank you, Mr. Rotenberg. 
[The prepared statement of Mr. Rotenberg follows:] 

PREPARED STATEMENT OF MARC ROTENBERG, EXECCTIVE DIRECTOR, ELECTRONIC 
PRIVACY INFORMATION CENTER 

My name is a Marc Rotenberg. I am the Executive Director of the Electronic Pri- 
vacy Information Center (EPIC) in Washington, DC I appreciate the opportunity 
to testify today before the Subcommittee of Courts and Intellectual Property regard- 
ingElectronic Communications Privacy Policy Disclosures. 

The protection of privacy is quickly emerging as a central concern for Americans 
as we approach the twenty-first century. In the past year we have seen national pro- 
tests launched against companies that design computer chips and computer software 
that could endanger personal privacy. More than a quarter of a million Americans 
opposed a banking regulation that would have established extensive government re- 
porting requirements on routine financial transactions. And polls routinely show 
that the lack of privacy protection is contributing to growing pubUc unease about 
the use of the Internet for commercial transactions. Will privacy policies actually 
protect the privacy rights of Americans in the years ahead? 

Simply stated, I believe that the current efforts to promote industry self-regula- 
tion will not adequately address the public concerns about privacy and the Internet. 
Industry policies are typically incomplete, incoherent, and unenforceable. They are 
having little impact on actu^ data collection practices. Instead of reducing the de- 
mand for personal information or encouraging the development of privacy enhancing 
techniques, industry privacy policies are literally papering over the growing problem 
of privacy protection online. 

A better approach would be to establish a legal fi-amework that provides simple, 
predictable, uniform rules to regulate the collection and use of personal information. 
Not only is this approach consistent with US privacy legislation, it would also pro- 
vide clarity and promote trust for consumers and businesses in the new online envi- 
ronment. I also believe that protecting privacy rights in law would encourage the 
development of better techniques to protect privacy and, in the long term, reduce 
the need for government intervention. The key is to pursue the enforcement of Fair 
Information Practices and the development of methods that reduce the need for per- 
sonally identifiable information. 

PRIVACY PROTECTION AND THE ROLE OF FAIR INFORMATION PRACTICES 

Up imtil a few years ago, legislating privacy protection was a straightforward 
problem. The basic goal was to outline the responsibilities of organizations that col- 
lect personal information and the rights of individuals that give up personal infor- 
mation. These rights and responsibilities are called Fair Information Practices and 
thev help ensure that personm information is not used in ways that are inconsistent 
with the purpose for which they were collected. Fair Information Practices typically 
include the right to limit the collection and use of personal data, the right to inspect 
and correct information, a means of enforcement, and some redress for individuals 
whose information is subject to misuse.^ 

Fair Information Practices £ire in operation in laws that regulate many sectors of 
the US economy, from companies that grant credit to those that provide cable tele- 
vision services.^ Your video rental store is subject to Fair Information Practices as 
are public Ubraries in most states in the country. The federal government is subject 
to the most sweeping set of Fair Information Practices. It is called the Privacy Act 
of 1974 and it gives citizens basic rights in the collection and use of information 

> The Electronic Privacy Information Center is a project of the Fund for Constitutional Gov- 
ernment, a non-profit charitable organization established in 1974 to protect civil liberties and 
constitutional rights. More information about EPIC is available at the EPIC web site http:// 
www.epic.org. 

*See generally, Robert Gellman, "Does Privacy Law Work?" in P. Agre and M. Rotenberg, 
Technology and Privacy: The New Landscape (MIT Press 1998) 

'M. Rotenberg, The Privacy Law Sourcebook: United Stales Law, International Law, and Re- 
cent Developments 1-37, 95-97 (Fair Credit Reporting Act of 1970, Cable Communications Policy 
Act of 1984) (EPIC 1998) [hereinafter Privacy Law Sourtebookl 
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held by federal agencies. It also imposes on these same agencies certain obligations 
not to misuse or improperly disclose personal data> 

The current debates in Congress over protecting medical records and financial 
records follow in this tradition. And privacy laws in these areas will reflect the 
rights that Congress is prepared to extend to patients and bank customers who seek 
to safeguard their personal information. 

Not only have Fair Information Practices played a significant role in fi-aming pri- 
vacy laws in the United States, these basic principles nave also contributed to the 
development of privacy laws around the world ana even to the development of im- 
portant international guidelines for privacy protection. The most well known of 
these international guidelines are the OECD Recommendations Concerning and 
Guidelines Governing the Protection of Privacy and Transborder Flows of Personal 
Data.^ The OECD nivacy Guidelines set out eight principles for data protection 
that are still the benchmark for assessing privacy policy ana legislation.^ These are: 

• Collection Limitation 
• Data Quality 
• Purpose Specification 
• Use Limitation 
• Security Safeguards 
• Openness 
• Individual Participation 
• Accountability 

It is worth noting also in the United States that there is a particularly strong tra- 
dition of extending privacy ri^ts to new forms of technoloQr. So for example, sub- 
scriber privacy provisions were included in the Cable Act of 1984. New protections 
for electronic mail were adopted in the Electronic Conmiunications Privacy Act of 
1986.'' Video rental records were safeguarded as a result of the Video Privacy Pro- 
tection Act of 1988." And auto-dialers and jimk faxes were regulated by the Tele- 
phone Consuimer Protection Act of 1991.' 

Viewed against this background, the problem of privacy protection in the United 
States in the early 1990s was fairly well understood. The coverage of US law was 

* Privacy Law Sourcebook 38-54. 
'The Privacy Law Sourcebook 161-87. 
•BASIC PRINCIPLES OF NATIONAL APPUCATION 
Collection Limitation Principle. There should be limits to the collection of personal data and 

any such data should be obtained by lawful and fair means and, where appropriate, with the 
knowledge or consent of the data subject. 

Data Quality Principle. Personal data should be relevant to the purposes for which they are 
to be used, and, to the extent necessary for those purposes, should be accurate, complete and 
kept up-to-date. 

Purpose Specification Principle The purposes for which personal data are collected should be 
specified not later than at the time of data collection and the subsequent use limited to the ful- 
fillment of those purposes or such others as are not incompatible with those purposes and as 
are specified on each occasion of change of purpose. 

Use Limitation Principle. Personal data should not be disclosed, made available or otherwise 
used for purposes other than those specified in accordance with Paragraph 9 except: (a) with 
the consent of the data subject: or (b) by the authority of law. 

Security Safeguards Principle. Personal data should be protected by reasonable security safe- 
guards against such risks as loss or unauthorised access, destruction, use, modification or disclo- 
sure of data. 

Openness Principle There should be a general policy of openness about developments, prac- 
tices and policies with respect to personal data. NIeans should be readily available of establish- 
ing the existence and nature of personal data, and the main purposes of their use, as well as 
the identity and usual residence of the data controller. 

Individticd Participation Principle. An individual should have the right: (a) to obtain from a 
data controller, or otherwise, confirmation of whether or not the data controller has data relat- 
ing to him; (b) to have communicated to him, data relating to him (i) within a reasonable time; 
(ii) at a charge, if any, that is not excessive; (iii) in a reasonable manner; and (iv) in a form 
that is readily intelligible to him; (c) to be given reasons if a request made under subparagraphs 
(a) and (b) is denied, and to be able to challenge such denial: and (d) to challenge data relating 
to him and, if the challenge is successftil, to have the data erased, rectified, completed or amend- 
ed. 

Accountability Principle. A data controller should be accountable for complying with measures 
which give effect to the principles stated above. 

Privacy Law Sourcebook 163-64. 
''Privacy Law Sourcebook 98-131. 
^Privacy Law Sourcebook 132-34. 
'Privacy Law Sourcebook 144-52. 



39 

uneven: Fair Information Practices were in force in some sectors and not others. 
There was inadequate enforcement and oversight. Technology continued to outpace 
the law. And the Europeans were moving forward with a comprehensive framewoi^ 
to safeguard privacy rights of their citizens. 

Unfortunately, just at the point in time when there was need for leadership in 
government to promote a privacy poUcy based on extending Fair Information Prac- 
tices, the administration and Congress turned away from well established le^al 
standards and traditions and proposed instead a search for solutions based on in- 
dustry self-regulation. 

Some said that the interactive nature of the Internet made possible a new ap- 
proach to privacy protection, one that focused on individuals exercising privacy 
choice" or preferences." But providing a range of choices for privacy policies turns 

out to be a very complicated process, and there is no guarantee that a person's pri- 
vacy preferences on one day will be the same the next. In the rush to avoid a '^ne 
size nts all approach," those who focused on privacy choices may have discovered 
paradoxically that "many sizes fits none." In other words simple, predictable, uni- 
form rules make it easier for individuals to exercise control over their personal in- 
formation, than an endless selection of choices that turn out to be meaningless. 

Other industry approaches emphasized the easy online availability of privacy poli- 
cies. But in practice, making use of a web site privacy policy turns out to be cum- 
bersome and impractical, and almost the antithesis of the Internet's architecture. 
The very networked nature of the Internet that enables users to move freely from 
one site to the next discourages standards that vary from one site to the next. If 
a user wUl chck past a site b^use a graphic takes too long to load, can we reason- 
ably expect that some person to read through the fine print of a privacy policy? Both 
of these approaches, which are the outcome of pursuing the industry poUcy of self- 
regulation, have made it more difficult—not easier—for individuals to protect their 
privacy online. 

An additional problem was created by the somewhat awkward role of the Federal 
Trade Commission. Because the United States lacks an agency with the expertise 
and competence to develop privacy policies, the FTC was cast in the role of de facto 
privacy agency. But the FTC did not itself have the authority to enforce Fair Infor- 
mation Practices or to promote the development of the various privacy enhancing 
techniques that were being pursued by other privacy agencies around the world.'^ 
The FTC relied instead on its Section 5 authority to investigate and prosecute 
fraudulent or deceptive trade practices. 

The better approach would have been to look at the Internet and ask how could 
it make it easier to apply and enforce Fair Information Practices. For example, one 
of the hard problems in privacy protection is ensuring that individuals are able to 
access and correct information about themselves. In the paper world, the right of 
access is an elaborate and costly process for both businesses and consumers. Records 
must be copied and sent by mail. In the online world it is much easier to provide 
ready access to profile information. In fact many web sites today, from airline res- 
ervations to online banking, are making information that they have about their cus- 
tomers more readily available to tlieir customers over the Internet. It is not "choice" 
that customers are exercising but rather "control" over their personal information 
held by others. 

The Internet is also offering interesting developments in the use of techniques for 
anonymity and pseudo-anonymity to protect online privacy. These techniques enable 
commercial transactions whole minimizing or eliminating the collection of personal 
information. Such techniques avoid the need for privacy rules simply by avoiding 
the ri^ts and responsibilities that result from the collection and use of personal 
data. 

THE ROLE OF PRIVACY SURVEYS 

For the last several years a great effort has been underway to encourage industry 
groups to develop policies for self-regulation. Self-regulation has been offered as an 
effective and appropriate way to encourage industry groups to respond to public con- 
cerns about privacy without the actual burden of changing practices or reducing the 
growing dependence on personal information. The critical question that is typically 
ignored in the quest for solutions bstsed on self-regulation is whether it is an effec- 
tive means to protect personal privacy. 

"•See, e.g., EC Working Party on the Protection of Individuals with Regard to the Processing 
of Personal Data, "Anonymity on the Internet" (1997) reprinted in Privacy Law Sourcebook 331- 
342. 
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To understand the problem of privacy protection on the Internet in more detail, 
in 1997 EPIC tmdertook the first comprehensive survey of web site privacy prac- 
tices. We reviewed 100 of the most frequently visited web sites on the Internet. •' 
We checked whether sites collected personal information, had established privacy 
policies, made use of cookies, and allowed people to visit without disclosing their ac- 
tual identity. 

We found that about half of the sites that we surveyed in 1997 collected personal 
information. This was typically done for on-line registrations, surveys, user profiles, 
and order fulfillment. We also found that few web sites had explicit privacy policies 
(only 17 of our sample) and none of the top 100 web sites met basic standards for 
privacv protection. We also noted that users were imable to exercise any meaningfiil 
control over the use of cookies. However, we noted that anonymity played an impor- 
tant role in online privacy, with many sites allowing users to access web services 
without disclosing person^ data. We said that: 

Users of web-based services and operators of web-based services have a common 
interest in promoting good privacy practices. Strong privacy standards provide 
assurance that personal information will not be misused, and should encourage 
the development of on-line commerce. We also believe it is matter of basic fair- 
ness to iniorm web users when personal information is being coUected and how 
it will be used. 

We recommended that: 
• Web sites should make available a privacv policy that is easy to find. Ideally 

the policy should be accessible fix)m the home page by looking for the word 
"privacy. 

• Privacy policies should state clearly how and when personal information is 
collected. 

• Web sites should make it possible for individuals to get access to their own 
data 

• Cookies transactions should be more trcmsparent 
• Web sites should continue to support anonymous access for Internet users. 

In 1998 the FTC conducted its own survey of privacy policies. Although the survey 
looked at more web sites, the FTC survey was in some critical respects narrower 
than the original EPIC survey.'^ The FTC; focused on the number of web sites that 
collect personal information and also on the number of web sites that had a privacy 
policy. But the FTC largely ignored the crucial role of anonymity in privacy protec- 
tion. The FTC also lowered the bar by defining Fair Information Practices to be sim- 
ply "notice," "choice," "access" and "security." ^^ Although we did not look at the fuU 
range of Fair Information Practices in 1997, we followed the OECD practice in in- 
quiring whether there were "use limitations" or "secondary use restrictions" in the 
privacy policies we found. This point is important because much of privacy law 
turns on the principle of finaUty—the principle that information is collected for a 
particular purpose and that information should be used only for that purpose unless 
meaningfiil consent is obtained fi-om the data subject. 

Not surprisingly, the 1998 FTC survey foimd an increase in the number of web 
sites posting privacy policies. 

In 1998 we undertook a second survey to determine whether industry was doing 
a good job encouraging its own members to adopt privacy policies. "Surfer Beware 
II: Notice is Not Enough" surveyed the privacy poUcies of 76 new members of the 
Direct Marketing Association (DMA).i* We chose the DMA because it has been a 
leading proponent of self-regulation and because it has undertaken a number of ef- 
forts to encourage privacy protection through self-regulation. These included a policy 
announced in Gtetooer 1997 that the DMA would require fiiture members to post a 
privacy policy and provide an opt-out capability. Of the 76 new members we exam- 
ined, only 40 had Web sites and of these, only eight sites had any form of privacy 
policy. We examined these policies and found that only three of me new members 
nave privacy policies that satisfied the DMA's requirements set out in October 1997. 

"KPIC, "Surfer Beware I: Personal Privacy and the Internet" (1997) [http://www.epic.org/re- 
porta/surfer-beware.html] 

"FTC, "Online Privacy: A Report to Congress" (1998) lhttp://www.ftc.gov/reporta/privacy3/ 
index.htm]. 

"Prepared statement of the Federal Trade Commission on "Internet Privacy" before the Sub- 
committee on Courts and Intellectual Property of the House Judiciary Committee, March 26, 
1998 [http://www.ac.gov/os/1998/9803/privacy.htm 

'•'[http://www.epic.org/reports/8urfer-beware2.html] 
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None of the sites examined allowed individuals to gain access to their own informa- 
tion. We concluded that the DMA's efforts to promote privacy practices is having 
little impact on its new members, even after repeated assurances from the DMA 
that this approach is effective. 

Two recent surveys, funded by industry groups, found an increased number of web 
sites are now posting privacy policies. While many were quick to take this finding 
as an indication that self-reguJation is working, a quick look behind the numbers 
reveals a different story. ^^ Less than 10% of the web sites have privacy policies that 
include the minimed elements proposed by the FTC. The collection and use of infor- 
mation among commercial web sites is rapidly accelerating. 

Taking a step back, I think the survey reveals an even larger problem with the 
assessment of self-regulation in 1999. It is not simply that there are stUl a small 
number of web sites with even the elements of a basic privacy policy, the survey 
also reflects the continuing process of lowering the bar to estaohsh the success of 
self-regulation. The most recent survey allows that the posting ofjust one element 
of Fail Information Practices could constitute a privacy policy. Thus the industry 
was able to say, "Of the 364 websites surveyed, 65.7% had posted at least one type 
of privacy disclosure." At a certain point, you caimot lower the bar any further. I 
imagine you should simply push it to the side and hope no one accidentally trips 
over it. 

The survey methodology also reflects a lack of interest in the various techniques 
that would enable privacy protection through anonymity. The German government 
for example, more than two years ago adopted legislation to encourage the use of 
anonymity for commercied sites on the Internet. A survey that attempted to measure 
online privacy in 1999, as compared with our survey in 1997, should move the in- 
qtiiry forward by trying to determine what techniques were being adopted to protect 
online privacy and specifically ask about the availability of teoiniques that would 
enable users to protect the disclosiu% of their personal information, particularly in 
the absence of enforceable Fair Information Practices. 

THE GLOBAL PICTURE 

To imderstand the larger picture of privacy protection, it is necessary to look be- 
yond the United States and the narrow issue of whether web sites post privacy poli- 
cies. In 1998 EPIC undertook the first comprehensive survey on international pri- 
vacy laws and practices. The report "Privacy and Human Rights 1998: An Inter- 
national Survey of Privacy laws and Developments" looked in detail at the state of 
privacy in fifty countries around the world.'^ We foimd that: 

• Privacy is a fundamental human right recognized in all mtgor international 
treaties and agreements on human rights. Nearly every country in the world 
recognizes privacy as a fundamental human right in their constitution, either 
explicitly or implicitly. Most recently drafted constitutions include specific 
ri^ts to access and control one's personal information. 

• New technologies are increasingly eroding privacy rights. These include video 
surveillance cameras, identity cards and genetic aatabases. 

• There is a growing trend towards the enactment of comprehensive privacy 
and data protection acts around the world. Currently over 40 countries and 
jurisdictions have or are in the process of enacting such laws. Countries are 
adopting these laws in many cases to address past governmental abuses (such 
as in former East Bloc countries), to promote electronic commerce, or to en- 
sure compatibility with international standards developed by the European 
Union, the Council of Europe, and the Organization for Economic Cooperation 
and Development. 

• Surveillance authority is regularly abused, even in many of the most demo- 
cratic countries. The main targets are political opposition, joumEdists, and 
human rights activists. The u!S. government is leading efforts to further 
relax legal and technical barriers to electronic surveillance. The Internet is 
coming under increased surveillance. 

We are currently updating our 1998 survey. Our preliminary results show that 
more countries are moving to adopt comprehensive privacy legislation. For example, 
Canada is expected to enact comprehensive federal privacy legislation by the end 
of June, and many countries in Eastern Europe and East Asia are moving in a simi- 

'* "Online Privacy Alliance Says Web Sweeps Confirm Significant Progress in Privacy Self- 
Regulation," Online Privacy Alliance [http://www.privacyalliance.org/new8/D5121999.shtml). 

'*EPIC and Privacy International, Privacy and Human Rights: An International Survey of 
Privacy Laws and Practice (EPIC 1998) 
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lar direction. There are a number of explanations for this, including the desire of 
countries to trade with the EiuY>pean Union as well as to respond to popular con- 
cerns about privacy protection. But there is also the natural tendency in privacy pol- 
icy toward convergence" the development of common standards that promote the 
free flow of information by ensuring the protection of privacy.''' 

OBSERVATIONS 

A review of the surveys undertaken over the last several years leads to the follow- 
ing general observations: 

First, while it can be shown that more web site operators are posting privacy 
policies, there is littie evidence that this is translating into better privacy pro- 
tection for Internet users. There is still no effective means of enforcement. No 
real effort has been undertaken to begin auditing or conduct oversight to ensure 
that the privacy policies posted are being followed. 

Second, just as the number of web site privacy pohcies has increased, so too 
have the demands for personal information. Indeed, it would not be too difficult 
to show that that the collection and use of personal data online over the last 
few years has far exceeded the development and enforcement of privacy policies. 
In this respect, the "privacy gap" has widened not narrowed since 1997. 

Third, the definition of what constitutes a privacy policy continues to be low- 
ered as time passes. To say that 2/3 of web sites today post a privacy policy 
and that this shows progress is a bit like saying 2/3 of the cars in a scrapyard 
have at least one workinjg component. The reality is that only a small percent- 
age of web sites even begin to approach the type of privacy protection that 
woxild be provided by the most rudimentary privacy law m this country. 

Fourth, there has been a movement away from the consideration of tech- 
niques that could protect privacy and reduce the need for legislation. When 
EPIC undertook the first survey of Internet pohcies, we were very much aware 
that anonymity would play a critical role in protecting online privacy. We con- 
tinue to believe that a much greater emphasis must be placed on developing 
techniques that reduce the demand for personally identifiable information. 

ROLE OF THE FEDERAL TRADE COMMISSION 

Much has been made in the last few years about the role of the Federal Trade 
Commission in defending the privacy rights of Internet users. The FTC has been 
held out as the de facto privacy agency in the United Stetes and the backstop to 
enforce Industry self-regulatory policies. And while it is clearly the case that the 
FTC has expressed great interest in privacy issues, almost four years after it was 
asked by Congress to investigate the privacy risks associated with computerized 
databases, the FTC has produced little in the way of privacy assistance or enforce- 
ment for Internet users.'" 

In the past three years, the FTC has rendered an opinion in a privacy case about 
once a year. Which is to say the enforcement of privacy rules comes as often at the 
FTC as does Christmas. By comparison, the Information and Privacy Commissioner 
of the Canadian province of British Columbia has issued 200 orders in the same 
time period.'* 

Interestingly, one of the ongoing problems with the FTC's investigation of privacy 
complaints is the lack of transparency into the agenc}r's own practices for pursuing 
privacy investigations. Earlier this year, there was a national campaign to stop the 
release of a computer chip that would enable ubiquitous identification across the 
Internet. While this techmque mav have provided some benefits in certain commer- 
cial applications, there was little doubt it would also raise enormous privacy issues. 

EPIC, Privacy International, and Junkbusters, the groups that organized the cam- 
pEugn against the Intel chip wrote to the FTC to see if tne FTC has the authority 
to investigate what many would agree is one of the biggest privacy issues so far in 

"Colin Bennett, Regulating Pnuacy (Cornell 1992). 
'^ Letter from EPIC Director Marc Rotenberg to FTC Commissioner Christine Vamey (Decem- 

ber 14, 1995) ("I am writing to you to urge the Federal Trade Commission to investigate the 
misuse of personal information by the direct marketing industry and to begin a serious and sub- 
stantive inquiry into the development of appropriate privacy safeguards for consumers in the 
information age,") kttp://www.epic.org/pnyacy/inlernet/ftc/ftc—tetter.html. Letter from Sen- 
ators Bryan, Pressler, and Hollings to FTC Chairman Robert Pitofsky ("We are writing to re- 
quest that the Federal Trade Commission conduct a study of possible violations of consumer pri- 
vacy righte by companies that operate computer date bases.'O [http://www.epic.org/privacy/data- 
basea/nc—datebases.html] 

'" "Office of Information and Privacy Commissioner British Columbia," Table of orders (Last 
Updated May 13, 1999) [http://www.oipcbc.arg/ordera/orderB—indez.htmll 
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1999. Several months after filing our complaint there is no indication at the FTC 
web site that any action has been taken on the Intel Pentium III matter. Mean- 
while, privacy agencies around the globe have begun formal investigations into the 
Pentium III matter.^" How can it be that the agency charged with safeguarding pri- 
vacy in the United States has yet to issue a statement on this matter? 

PROBLEMS WITH SAFE HARBOR 

Many of the problems with the current approach to privacy protection in the 
United States can be seen in the ongoing debate with the European Union over the 
Safe Harbor proposal. That proposal came about in response to the efforts of the 
European Umon to develop a comprehensive privacy policy that would both promote 
economic growth and protect the privacy rights of citizens in the years ahead. The 
EU Directive requires that countries which process data on European citizens pro- 
vide an "adequate" level of privacy protection.^' Many countries have taken the re- 
quirement in the EU Data Directive as an opportunity to update and extend their 
privacy laws to protect the interests of their citizens. 

The United States—at least the Administration—has chosen instead to develop a 
commercial "safe harbor" that allows US firms to meet the minimal requirements 
necessary to continue to do business in Europe without actually developingany new 
laws or rights for US citizens.^^ But even this approach may not succeed. The Euro- 
pean Commission working group that represents the privacy interests of European 
citizens has expressed great concerns about the Safe Harbor proposal. The Privacy 
Working Group recently issued an opinion on the effort.^^ i^g jg what they had 
to say: 

Data protection rules only contribute to the protection of individuals to the ex- 
tent to which they are followed in practice. In an entirely voluntary scheme 
such as this compliance with the rules must be at least guaranteed by an inde- 
pendent investigative mechanism for complaints and sanctions which must be, 
on the one hand dissuasive and, on the other give individual compensation 
where appropriate. 

Significantly, the Eiux)pean expert group also said "the standard set by the OECD 
Guidelines of 1980 cannot be waived as it constitutes a minimum requirement for 
the acceptance of an adequate level of protection in any third country." 

Leading consumer groups in both the United States and Europe have also rejected 
the safe harbor approach.^'' In a statement issued last month by the Trans Atlantic 
Consumer Dialogue, representing sixty consumer organizations from across Europe 
and the United States said that: 

The Safe Harbor proposal now under consideration by the United States and 
the European Union fails to provide adequate privacy protection for consumers 
in the United States and Europe. It lacks an effective means of enforcement and 
redress for privacy violations. It places unreasonable burdens on consumers and 
xinfairly requires European citizens to sacrifice their legal right to pursue pri- 
vacy complaints through their nationed authorities. The proposal also fails to 
ensure that individual consumers will be able to access personal information ob- 
tained by businesses. 

TACD urged the rejection of the Safe Harbor proposals and recommended instead 
the development and adoption of an Int«mational Convention on Privacy Protection 
that will help safeguard tne privacy interests of consumers and citizens in the twen- 
ty-first century. 

It is possible that the Safe Harbor proposal wiU be adopted in some forum by the 
time of^the US-EU Summit in Bonn. But if that comes to pass, a very unfortunate 

2" "Working document: Processing of Personal Data on the Internet," Adopted by the Working 
Party on 23 February 1999 (DG XV 5013/99-WP 16) (http:y/www.europa.eu.infcomm/dgl5/en/ 
media/dataprot/wpdocs/wplBen.html; "Recommendation 1/99 on Invisible and Automatic Proc- 
essing of Personal Data on the Internet Performed by Software and Hardware," Adopted by the 
Working Party on 23 February 1999 (DG XV 5093/98-WP 17) |http;//www.europa.eu.int/comni/ 
dgl5/en/media/dataprot/wpdoc8/wpl 7en.htm] 

*i Privacy Law Sourcebook 201-27. 
^ |http://www.ita.doc.gov/ecomymenu.htm) 
^ Working Party on the Protection of Individuals with regard to the Processing of Personal 

Data,, Opinion 2/99 on the Adequacy of the "International Safe Harbor Principles" issued by the 
US Department of Commerce on 19th April 1999, Adopted 3 May 1999 (5047/99/EN/finaI WP 
19) [http://www.europa.eu.int/comra/dgl5/en/media/dataprot/wpdoc8/wpl9en.html 

'•'•• TransAtlantie Consumer Dialogue "Resolution on Safe Harbor Proposal and International 
Convention on Privacy Protection (Brussels April 1999)[http://virww.tacd.org/meetingl/elec- 
tronic.htmlfsafej 
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drcumetance will result. US firms will ofifer a higher level of privacy protection for 
ibe processing of records on Europeans than they will in processing the records of 
Americans. This is one of the consequences of a poUcy that places such little empha- 
sis on the privacy rights of US citizens. 

PERSISTENT PRIVACY PROBLEMS AND COOKIES 

Another area where the fcdlure of the self-regulatory approach can be seen is in 
the ongoing debate over cookies and other techniques that enable the collection and 
use of personal information. While it should be said at the outset that cookies per- 
form many useful functions in the online world, it should also be recognized that 
there are privacy risks associated with the routine tagging of Internet users who 
visit web sites. 

When we looked at the cookies issue in 1997 we said that one of the main prob- 
lems was the lack of transparency: users cotild not make meaningful choices about 
whether to accept cookies because the purpose and use was completely opaque. 

How do things stand two years later? To answer that question I was prepared to 
produce a survey showing that cookie practices were no more helpful today than 
they were two years ago. Looking at the Top 100 web sites listed in the Online Pri- 
vacy AUiance survey, I could show for example that a typical cookie notice looks like 
the following: 

The server wl 2Jiitbox.cotn wishes to set a cooide 
that will be sent only back to itselTThe name and 
value of the cooide are: 
G23382889s927732674 
Do you wish to aliowthe cooide to be set7 

[ Cancel \ 

I could even point out that on some cookie files have such a long VALUE field 
that the user does even get to see the full question: 

The server ads.web.aol.com wishes to set a cooide 
that will be sent only back to ItselTThe name and 
value of the cookie are: 
badscs 
B0LUXsYf9hp3g5^MnrGzp8MJoaca8EacOmJQUM7DcN 
iy91hcNud- 
TUBOrSESWI cmKFINOAyTyAZpvJFwia 1 eTYhqgSS 

Cancel J^O 
But as I reviewed the cookies practices at the web sites identified as the TOP 100 

in the OPA Survey, I uncovered an even more serious problem. Some of the web 
sites are using the end-users IP address for the cookie file, which means that if I 
reprint the cookies statement here you will see my IP address. 
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Consider the web site; www.insidetkeweb.com. This is a typical portal site that 
provides access to other web site grouped by topic area and is supported by advertis- 
ii)£ revenue. If you go the wvrw.insidetheweb.com site, a cookie notice sinular to the 
foUowing will appear on your screen: 

—•^^^j.^.-^iut^i 

The server wwwJnsidethewebxoin vMshesto set 
a cooMe that will be sent only back to itself The 
name and value of the cooMe are: 
Vlsitor-Nunii«iiAferiiiillr:92773S»49 
Do you wish to allow the cookie to be set7 

I Cancel jl 

The privacy policy of Insidetheweb states the following: 
We use IP addresses to help diagnose problems with our server, and to ad- 

minister our Web site. We do not link IP addresses to any personfd information 
such as tiiat provided when registering for a new message board. In rare in- 
stances IP addresses may be used to assist in deterring and/or preventing abu- 
sive or criminal activity on message boards. 

Our site uses cookies to count and track site visits anonymously. A cookie is 
a small piece of data that many Web sites write to a file on your hard disk. 
A cookie can contain data like an ID number used to track what pages are vis- 
ited. A cookie cannot by itself be used b^ a Web site to obtain personal informa- 
tion about the user or to read information from 3rour computer other than that 
which has been voluntarily provided b^ you or is contained in cookies given by 
the same Web site.^ 

I am not an expert in web protocols but it seems obvious that a cookie that col- 
lects a user's IP address is not anonymous. Is this the basis for an action at the 
FTC? Perhaps. But the better approach, and the approach that will make it easier 
to avoid an endless parade to the FTC in the years is the enforcement of Fair Infor- 
mation Practices and the development of new techniques to protect online privacy. 
And the studies that are necessary at this point are the ones that look at the actual 
practices that web sites follow and not the privacy policies which are often not 
worth the HTML they're coded in. 

PRIVACY LAWS AND PRIVACY TECHNIQUES 

I am very much aware of the important work by members of this Subcommittee 
and particularlv Mr. Goodlatte to promote the widespread availabihty of strong 
techniques, such as encryption, to protect the privacy and security of network users 
and to reduce the risk of crime and network attack. As you may know, EPIC was 
established in 1994 in the campaign to stop the Clipper encryption scheme, and we 
very much support your continued efforts to relax export controls. 

Ilie interesting question, though, is whether it is more or less difficult to make 
strong techniques available to protect privacy in countries do not respect the ri^t 
of privacy in law. While some continue to view privacy techniques as an alternative 
to privacy laws, I think the better and more accurate view is that privacy tech- 
niques and privacy laws are complimentary. Strong encryption is more likely to 
emerge and be &«ely used in countries where the legal right of privacy is well estab- 
lished. 

The point is clear if jrou consider the recent history of negotiation over inter- 
nationid cryptography policy. "The United States government has tried repeatedly to 
obtain foreign acceptance of the key escrow concept, but such efforts have been re- 
sisted in part because of national privacy laws and the European Data Directive, 

" ht^://www.iiisidetheweb.coiii/privacy.8html 
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which make key escrow encryption inherently suspect. Only when the United States 
had the opportunity to pursue an international negotiation on encryption policy be- 
yond the reach of national privacy authorities was it possible to obtain support for 
new export limitations on the use of encryption software. 

Thus privacy laws and privacy officials ttim out to be not only an ally for consum- 
ers, citizens, and users but also companies and developers of advanced networked 
services. Privacy agencies around the globe continue to support the development of 
genuine privacy enhancing techniques that may in the long term obviate the need 
for much privacy legislation. Technology professionals also understand that the de- 
sign and development of information systems means that the responsibility for pri- 
vacy risks must be carried who are best able to avoid the problem. The Association 
for Computing Machinery has had a long-standing commitment to privacy protec- 
tion. The ACM's own code of professional conduct makes clear that it is the devel- 
oper of systems who must in the end take responsibility for privacy protection.*^ 

The lesson here is that if we want good techniques to promote privacy online we 
will need good laws for orline privacy. 

CONCLUSION 

I won't pretend that privacy protection in the online world will be easily solved. 
We are at the beginning of a long and complicated process. We will constantly have 
to make decisions individually and collectively about how important we believe pri- 
vacy to be and what steps we are prepared to take. Imagining a comprehensive solu- 
tion to information privacy in 1999 would be like to trying to imagine how to solve 
the problem of environmental protection in 1899—many of our greatest challenges 
lie ahead. 

But I do think that more can be done to protect privacy and that Congress will 
have a significant role to play. There is more than enough precedent in US law and 
enough ingenuity in the techuiical community to move us in the right direction and 
give us at least a fighting chance of protecting what Justice Brandeis caUed "the 
most comprehensive of all rights and the right most cherished by a free people. 

Key steps will include the following: 

• Estabhsh a privacy agency with the expertise, competence and resources to 
assist consumers, act as ombudsman, and a voice for privacy within the ad- 
ministration 

• Promote the establishment and enforcement of Fair Information Practices and 
encourage the development of simple, predictable uniform rules to protect per- 
sonal information 

• Encourage the development of new techniques that limit or eliminate the col- 
lection of personally identifiable information 

Perhaps the simjplest and least controversial proposal is the Online Privacy Provi- 
sion contained in Title III of the Internet Growth emd Development Act of 1999, HR 
1685. This provision would require commercial web site operators that collect per- 
sonally identifiable information to post a privacy policy and then to treat a violation 
of the policy as an imfair or deceptive trade practice. This would establish a mini- 
mal baseline for privacy in the onUne world. I do not think it goes far enou^, but 
it is a start. 

^* Respect the privacy of others. 
Computing and communication teehnoIoEy enables the collection and exchange of personal in- 

formation on a scale unprecedented in the nistory of civilization. Thus there is increased poten- 
tial for violating the privacy of individuals and groups. It is the responsibility of professionals 
to maintain the privacy and integrity of data describing individuals. This includes taking pre- 
cautions to ensure the accuracy of data, as well as protecting it from unauthorized access or 
accidental disclosure to inappropriate individuals. Furthermore, procedures must be established 
to allow individuals to review their records and correct inaccuracies. 

This imperative implies that only the necessary amount of personal information be collected 
in a system, that retention and disposal periods for that information be clearly defined and en- 
forced, and that personal information gathered for a specific purpose not be used for other pur- 
poses without consent of the individuaUs). These principles apply to electronic communications, 
including electronic mail, and prohibit procedures that capture or monitor electronic user data, 
including messages, without the permission of users or bona fide authorization related to system 
operation and maintenance. User data observed during the normal duties of system operation 
and maintenance must be treated with strictest confidentiality, except in cases where it is evi- 
dence for the violation of law, organizational regulations, or this Code. In these cases, the nature 
or contents of that information must be disclosed only to proper authorities. 

ACM Code of Ethics and Professional Conduct [http://www.acm.org/constitution/code.html] 
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The time for surveys has past. If we are to protect privacy, then we must take 
the necessary steps to ensure that the loss of privacy will not be the cost of the In- 
formation Society. 

Mr. GoODLATTE. Mr. Berman, welcome. 

STATEMENT OF JERRY BERMAN, PRESIDENT, CENTER FOR 
DEMOCRACY AND TECHNOLOGY 

Mr. BERMAN. Thank you, Mr. Chairman, members of the commit- 
tee. It is an honor to be here to talk about the issue of privacy on 
the Internet. As usual, I am somewhere in between all of the prior 
speakers. I think that progress has been made; not as much as it 
should, but progress has b^n made. 

I also take issue with Mr. Rotenberg that the Internet is not 
making progress relative to other sectors. That growth in Internet 
pohcy is being compared against—we have many sectors offline 
that have no privacy policy whatsoever, and we don't have the 
numbers to compare, but there are many industries that have zero 
privacy policies. So it is that kind of comparison. 

There is also a problem when you compare the government in the 
United States on encrjrption policy with governments overseas. Yes, 
lots of governments may be for more strong encryption overseas, 
but they don't have a fourth amendment and fifth amendment and 
first amendment to deal with this in their country, so their law en- 
forcement's investigative means are more at their disposal. So I 
don't think that the way to get at this privacy problem is to say 
that the United States is lagging behind European countries in 
terms of privacy. The issue is, on all fronts can we do a better job? 

You also have to break the issue down into its components. Pri- 
vacy is not just private data and fair information practices. As you 
know fix)m moving the issue of encryption, privacy is a compUcated 
and complex issue which involves several expectiations of privacy. 
The first and most important for the consumer is confidentiality in 
their communications. 

The Electronic Commimications Privacy Act, which you raised 
with the government representative here, in our view is broken. It 
was drafted in 1986 before the Web, before the networking of enor- 
mous amounts of information, before America Online had the kind 
of databases it has, and if you look at a chart that we have done 
on the protections against government access to information, that 
is the green, which is stay in your home and your information is 
fine, the more you move out on the Net, the lower the standards 
for government access £u-e. 

So there has been a revolution in the way we deal with informa- 
tion, and having grown up in the Watergate era, I believe that the 
msgor threat to privacy comes fi"om government, and we do not 
have adequate rules against government. 

So do you need legislation? Yes. So the people say we don't need 
legislation aren't looking at all of the problems. We need legislation 
against the government to set new standards for privacy on the 
Internet. 

Number two, we need legislation to deal with government. They 
are the biggest collector of information, and only one-third of their 
sites have a privacy policy up. They are not using the technologies 
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like P3P to make them privacy-compliant. They should be in the 
lead, not behind the private sector in terms of privacy. 

And let me get down to the private sector, just a couple of re- 
marks. There is a long way to go from the numbers in the George- 
town study, and I don't see a way that you can get to 100 percent 
through self-regulation. There is just too many bad actors, too little 
guidance on the Net. And there is the need to write rules for the 
road, but they have to be sensitive to those variations on the Net 
that one size hat fits all, that needing a TrustE or a BBB seal pro- 
Sam may be sufficient to comply with privacy. That would help to 

ive the self-regulatory efforts and not change the direction to- 
ward some government agency enforcement. 

If we look at legislation, it has to build on the self-regulatory ef- 
forts, and we have to answer some hard questions about what it 
means to access information in the commercial context, what it 
means to have a real remedy. Those issues need to be answered be- 
fore we pass legislation. If there is one thing we know, the Internet 
is complicated, it requires a multitude of new thinking, and we 
don't want to get it wrong. We got it wrong in the first amendment 
area and in the content area. We shouldn't get it wrong in the pri- 
vacy area. We are anxious to work with you to find a solution tnat 
moves us forward. 

Thank you, sir. 
[The prepared statement of Mr. Herman follows:] 

PREPARED STATEMENT OF JERRY BERMAN, PRESIDENT, CENTER FXJR DEMOCRACY AND 
TECHNOLOGY 

I. OVERVIEW 

The Center for Democracy and Technology (CDT) is pleased to have this oppor- 
tunity to testify about privacy in the online environment. CDT is a non-profit, public 
interest oraanization dedicated to developing and implementing pubhc policies to 
protect and advance civil liberties and democratic values on the Intemet. One of our 
core goals is to enhance privacy protections for individuals in the development and 
use of new communications technologies. We thank the Chairman and Representa- 
tives Berman and Goodlatte for holding this hearing and for their commitment to 
seeking policies that support both civil liberties and a vibrant Intemet. 

CDT wishes to emphasize three points this morning: 
The Intemet presents new challenges and opportunities for the protection of 

privacy. Our policies must be grounded in an understanding of the medium's 
unique attributes and its unique potential to promote democratic values. 

Privacy is a complex value. In the context of this discussion, we beheve Con- 
gress should focus on ensuring that individuals' long-held expectations of auton- 
omy, fairness, and confidentiality are respected as daily activities move online. 
These expectations exist vis-a-vis both the pubUc and the private sectors. 

By autonomy, we mean the individual's abiUty to browse, seek out infor- 
mation, and engage in a range of activities without being monitored and 
identified. 

Fsdmess requires policies that provide individuals with control over infor- 
mation that tney provide to the government and the private sector. The 
concept of fairness is embodied in the Code of Fair Information Practices— 
long-accepted principles specifying that individuals should be able to "deter- 
mine for themselves when, how, and to what extent information about them 
is shared." ^ 

In terms of confidentiality, we need a strong Fourth Amendment in cyber- 
space. But confidentiality protections—both technical and legal —are grow- 
ing increasinglv porous as technology changes and more information resides 
outside of the nome on networks. It is time to update and strengthen the 
Electronic Communications Privacy Act. Further, our laws protecting pri- 

1 Alan Westin. Privacy and Freedom (New York: Atheneiun, 1967), 7. 
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vacy will have limited impact in the dobal environment. For that reason, 
to ensure that citizens ana btisinesses nave the ability to protect their sen- 
sitive information and communications, the government must change its 
policy course on encryption. 

Preserving these core elements of priva(7 on the Internet requires a thoughtful, 
multi-faceted approach combining seli-regulatory, technological, and legislative com- 
ponents. 

II. WHAT MAKES THE INTERNET DIFFERENT? 

CDT focuses much of its work on the Internet because we believe that it, more 
than any other medium, has characteristics—architectural, economic, and social— 
that are uniquely supportive of democratic values. Because of its decentralized, 
open, and interactive nature, the Internet is the first electronic medium to allow 
every user to "publish" and engage in commerce. Users can reach and create com- 
munities of interest despite geographic, social, and political barriers. As the World 
Wide Web grows to fully support voice, data, and video, it will become in many re- 
spects a virtual "face-to-face  social and political milieu. 

But while the First Amendment potential of the Internet is clear, and recognized 
by the Supreme Court, the impact of the Internet on individual privacy is less cer- 
tain. Will the online environment erode individual privacy—building in national 
identifiers, tracking devices, and limits on autonomv? Or will it breathe new life 
into privacy—providing protections for individuals' long held expectations of pri- 
vajpy? 

Ine Internet poses both challenges and opportunities to protecting privacy. The 
Internet accelerates the trend toward increased information collection that is al- 
ready evident in our offline world. The trail of transactional data left behind as indi- 
viduals use the Internet is a rich source of information about their habits of associa- 
tion, speech, and commerce. When aggregated, these digital fingerprints reveal a 
great deal about an individual's life. The global flow of personal communications 
and information coupled with the Internet's distributed architecture presents chal- 
lenges for the protection of privacy. However, Anonymizers, anonymous remailers, 
and other privacy-enhancing tools allow individuals to create zones of privacy—lim- 
iting who Knows what about them and protecting their sensitive communications 
from prying eyes. Computer code and products are becoming increasingly critical to 
the protection of privacy in this distributed environment. With privacy-enhancing 
tools users will be empowered to control their personal information in new ways. 

As we move swiftly toward a world of electronic democracy, electronic commerce 
and indeed electronic living, it is critical to construct a fi^mework of privacy protec- 
tion that fits with the unique opportunities and risks posed by the Internet. But as 
Congress has discovered in its attempts to regulate speech, this medium deserves 
its own analysis. Laws developed to protect interests in other media should not be 
blindly imported. To create rules that map onto the Internet, we must fully under- 
stand the characteristics of the Internet and their impUcations for privacy protec- 
tion. We must also have a shared understanding of what we mean by privacy. Fi- 
nally we must assess how to best use the various tools we have for implementing 
poUcy—law, computer code, industry practices, and public education—to achieve the 
protections we seek. 
The Erosion or Privacy and the Path Towards its Restoration 

There are several core "privacy expectations" that individuals have lon^ held vis- 
a-vis both the government and the private sector, the protection of which should 
carry over to interactions on the Internet. The remainder of our testimony will dis- 
cuss the three critical expectations of autonomy, fairness, and confidentiality, ex- 
plore the changes in technology and poUcies that threaten them, and finally outline 
a plan for their restoration. 
The Expectation of Autonomy 

Why is it at risk? 
Imagine walking through a mall where every store, unbeknownst to you, placed 

a sign on your back. The signs tell every other store you visit exactly where you 
have been, what you looked at, and what you purchased. Something very close to 
this is possible on the Internet. 

When individuals surf the World Wide Web, they have a ^neral expectation of 
anon)Tnity, more so than in the physical world where an individual may oe observed 
by others. Online, individuals believe that if they have not affirmatively disclosed 
information about themselves, then no one knows who they are or what they are 
doing. But, contrary to this belief, the Internet generates an elaborate trail of^data 
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detailing every stop a person makes. The individual's employer may capture this 
data trail if she logs on at work, and it is captured by the Web sites the individual 
visits. This transactional or click stream data can provide a "profile" of an individ- 
ual's online life. 

Two recent examples highlight the manner in which individuals' expectation of 
autonomy is challenged. (1) The introduction of the Pentium III processor equipped 
with a unique identuier (Processor Serial Number) threatens to greatly expand the 
ability of Web sites to surreptitiously track and monitor online behavior. The PSN 
could become something akin to the Social Security Number of the online world— 
a number tied inextricably to the individusd and used to validate one's identity 
throughout a range of interactions with the government and the private sector. (2) 
The Child Online Protection Act (COPA), passed in October, requires Web sites to 
prohibit minors' access to material considered "harmful to minors." Today, when an 
mdividual walks into a convenience store to purchase an adult magazine, they may 
be asked to show some identification to prove their age. Under the COPA, an indi- 
vidual will be asked not only to show their identification, but also to leave a record 
of it and their purchase with the online store. Such systems will create records of 
individuals' First Amendment activities, thereby conditioninyg adult access to con- 
stitutionally protected speech on a disclosure of identity. 'ThiB poses a Faustifm 
choice to individuals seeking access to information—protect privacy and lose access 
or exercise First Amendment fi-eedoms and forego privacy. 

The Path to Individual Autonomy Online 
While the global, distributed environment of the Internet raises challenges to our 

traditional methods of implementing policy, the specifications, standards, and tech- 
nical protocols that support the operation of the internet ofier a new way to imple- 
ment policy decisions. In the area of autonomy, focusing on standards and apphca- 
tions is crucial. By building systems that respect individuals varied needs for laenti- 
fication, pseudonymity, and anonymity—building a digital wallet with cash, credit 
cards, a metro fare card, and a tfriver's license—will help build an online environ- 
ment that promotes autonomy. By building privacy into the architecture of the 
Internet, we have the opportunity to advance public policies in a manner that scales 
with the global and decentralized character ot the network. As Larry Lessig repeat- 
edly reminds us, "(computer) code is law." 

Accordingly, we must promote specifications, standards and products that protect 
privacy. A privacy-enhancing architecture must incorporate, in its design and func- 
tion, individuals' expectations of privacy. For example, a privacy-fiiendly architec- 
ture would provide individuals the ability to "walk" through the digital world, 
browse, and even purchase without disclosing information about their identity, 
thereby preserving their autonomy. Of course, it would also provide individuals the 
opportunity to create relationships that are identifiable—or at least authenticated— 
for engaging in activities such as banking. This would be coupled with policies that 
allow individuals to control when, how, and to whom personal data collected during 
interactions is used or disclosed. 

While there is much work to be done in designing a privacy-enhancing architec- 
ture, some substantial steps toward privacy protection have occurred. Positive steps 
to leverage the power of technology to protect privacy can be witnessed in tools like 
the Anonymizer, Crowds, emd Onion Routing, which shield individuals' identity dur- 
ing online interactions, and encryption tools such as Pretty Good Privacy that allow 
individuals to protect their private communications during transit. Coupled with 
rules such as tnose found in the (government Paperwork Elimination Act of 1998, 
which established privacy protections governing personal information collected when 
the public uses electronic signature systems ,2 technology may evolve in ways that 
support individuals' interest in autonomy. 
The Expectation of Fairness and Control Over Personal Information 

Who controls the data? 
When individuals provide information to a doctor, a merchant, or a bank, they ex- 

pect that those professionals/companies will collect only information necessary to 
perform the service and use it only for that purpose. The doctor will use it to tend 
to their health, the merchant will use it to process the bill and ship the product, 
and the bank will use it to manage their account—end of story. Unfortunately, cur- 

' Many such systems gather sensitive information in the course of providing and guaranteeing 
an electronic signature. The law prohibits companies that collect such information from using 
or disclosing it without the permission of the person involved. Authored by Senators Leahy ana 
Abraham, this marks the first attempt to crait a legislative approach to dealing with the poten- 
tial erosion of privacy created by electronic signature use. 
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rent practices, both ofQine and online, foil this expectation of privacy. Whether it 
is medical information, or a record of a book purchased at the bookstore, or informa- 
tion left behind during a Web site visit, information is routinely collected without 
the individual's knowledge and used for a variety of other purposes without the indi- 
vidual's knowledge—let alone consent. 

Focusing on the online environment, we now have information from two studies 
assessing the state of privacy notices on the World Wide Web. Last June, the Fed- 
eral Trade Commission's "Privacy Online: A Report to Congress" found that despite 
increased pressure, businesses operating online continued to collect personal infor- 
mation without providing even a minimuni of consumer protection. The report 
looked only at whether Web sites provided users with notice about how their aata 
was to be used; there was no discussion of whether the stated privacy policies pro- 
vided adequate protection. The survey found that, while 92% of the sites surveyed 
were collecting personally identifiable information, only 14% had some kind of dis- 
closure of what they were doing with personal data. 

The newly released Georgetown Internet Privacy Policy Survey provides new data. 
The Survey was designed to provide an update on the state of privacy poUcies on 
the World Wide Web. The study shows that definite progress nas been made in 
making many more Web sites privagr-sensitive, but substantive privacy protections 
are still far n-om ubiquitous on the World Wide Web. Indeed, fair information prac- 
tices on the Web appear to remain the exception, not the rule. 

The Georgetown Survey shows that, spurred by surveys documenting consumer 
concern and anxiety, and the work of individual companies ^ and indust^ self-regu- 
latoiy entities such as TrustE, the Online Privacy Alliance, and the Better Business 
Bureau, an increased number of Web sites are providing consumers with some infor- 
mation about what personal information is collected (44%), and how that informa- 
tion will be used (52%). Companies posting fiiller information about their data han- 
dling* are more likely to make them accessible to consumers. Many have a link to 
such statements fit)m the home page (79.7%).^ 

However, on important issues such as access to personal information and the abil- 
ity to correct inaccurate information, the Georgetown Survey shows that only 22% 
and 18% respectively of these hi^ily trafficked Web sites provide consumers with 
notice. On the important issue ofproviding individuals with the capacity to control 
the use amd disclosure of personal information, the survey finds that 39.5% of these 
busy Web sites say that consumers can make some decision about whether they are 
re-contacted for marketing purposes—most likely an "opt-out"—and fewer still, 25%, 
say they provide consumers with some control over the disclosure of data to third 
parties.^ 

Overall, the Georgetown survey reveals that, at over 90% of the most frequentiy 
trafficked Web sites,'' consumers are not being adequately informed about how their 
personal information is handled.* At the same time the survey found that over 90% 
of these same busy consumer-oriented Web sites are collecting personal informa- 
tion.^ In fact, the survey revealed an increase in the number of Web sites collecting 
sensitive information such as credit card numbers (up 20%), names (up 13.3%), and 
even Social Security Numbers (up 1.7%). 

Thus, while many companies appear to be making an effort to address some pri- 
vacy concerns, the results fivm the consumer perspective appear to be a quUt of 
complex and inconsistent statements. While progress is evident in some areas, the 

^ For example, IBM recently stated that it would limit its advertising to Web sites that post 
privacy notices. 

*The report calls these "privacy policies" as compared to "information practice statements." 
'Privacy policies" are a more comprehensive description of a site's practices that are located in 
a single place and accessible through an icon or hyperlink. A site may have a "privacy policy" 
by this definition but still not have a privacy policy that meets the elements set out by the FTC 
or various industry self-regulatory initiatives for an adequate privacy policy. 

"In response to the question, "Is a Privacy Policy Notice easy to findr" surfers in the 1998 
survey answered yes for approximately 1.2% of Web sites. FTC Report, Appendix C Q19. 

*This number is generated using the data from Q32 (number of sites that say they give con- 
sumers choice about having collected information disclosed to outside third parties)—64—and 
dividing it by 256 (the tottd survey sample (364) minus the number of sites that affirmatively 
state they do not disclose data to third-parties (Q29A) (69) and the number of sites that affirma- 
tively state that data is only disclosed in the aggregate (Q30) (39)). 

'Only 9.59f> of the most frequently visited Web sites and 14.7% of those that collect informa- 
tion had privacy policies containing critical information called for by the FTC, the Administra- 
tion, and required by the Online Privacy Alliance, TrutstE and the BBB Online, about notice; 
choice; access; security; and contact information. 

"Last years survey found approximately 2% or Web sites that collected data, and less than 
1% of all Web sites, had adequate notices. 

'92.9% are collecting some type of personal information. 
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number of sites that provide consumers with the types of notices required by the 
Online Privacy Alliance, the Better Business Bureau and TrustE, and called for by 
the Federal Trade Commission and the Administration, is still relatively smaU 
(9.5%). 

The posting of privacy notices is not just a private sector issue. In a CDT study 
of federal agency Web sites, last month, we found that just over one-third of federal 
agencies had a "privacy notice" link from the agency's home page. Eight other sites 
had privacy policies that could be found after following a link or two and on 22 of 
the sites surveyed we could not find a privacy policy at all. 

Establish Rules That Give Individuals Control Over Personal Information 
During Commercial Interactions 

We must adopt enforceable standards, both self-regulatory and legislative, to en- 
sure that information provided for one purpose is not used or redisclosed for other 
purposes without the individual's consent. All such efforts should foois on the Code 
of Fair Information Practices developed by the Department of Health, Education 
and Welfare in 1973. The challenge of implementing privacy practices on the Inter- 
net is ensuring that they build upon the medium's real-time and interactive nature 
to foster privacy and that they do not unintentionally impede other beneficial as- 
pects of the medium. Implementing privacy protections on the global and decentral- 
ized Internet is a complex task that will require new thinking and innovative ap- 
proaches. 

The Georgetown Survey supports our belief hat a combination of means—self-reg- 
ulation, technology, and legislation—are required to provide privacy protections on 
the Internet. The study, as discussed above, shows that some progress has been 
made in making many more Web sites privacy sensitive, but substantive privacy 
protections are still far from ubiquitous on the World Wide Web. Because many Web 
sites need baseline policy guidance and because self-enforcement mechanisms, while 
emerging, may not always provide a viable remedy, we believe that legislation is 
both inevitable and necessary to ensure consumers' privacy on the Internet. 

To achieve real privacy on the Internet, we will need more than better numbers, 
redoubled efforts by industry, or a legislative mantra. We will need a good-faith con- 
certed efifort by industry, consumer and privacy advocates, and policymakers to de- 
velop real and substantive answers to a number of difficult policy issues involving 
the scope of identifiable information, the workings of consent and access mecha- 
nisms, and the structure of effective remedies that protect privacy without adversely 
affecting the openness and vitality of the Internet. 

As the Federal Trade Commission's rulemaking under the Children's Online Pri- 
vacy Protection Act and industry's various efforts at self-regulation show, these 
issues are not easy. But armed with the findings of the Georgetown Internet Privacy 
Policy Survey, we believe interested parties are in a position to move forward on 
a three pronged approach—expanded self-regulation, work to develop and deploy 
privacy-enhancing technologies such as P3P, and legislation—all require a serious 
dialogue on policy and practice options for resolving difficult issues in this promising 
meditun. 

In its testimony last July, the Federal Trade Commission stated that, 
". . . unless industry can demonstrate that it has developed and implemented 
broad-based eind effective self-regulatory programs by the end of this yeEU-, addi- 
tional governmental authority in this area would be appropriate and necesssLry." "> 
Despite the considerable effort of Congress, the Federal Trade Commission, the Ad- 
ministration and industry to encourage and facilitate an effective self-regulatoiy 
system to protect consumer privacy, based on the survey results we do not believe 
that one has yet emerged. 

Last year, the Federal Trade Commission offered a legislative outline that em- 
bodied a framework, similar to the one we suggest, building upon the strengths of 
both the self-regulatory and regulatory processes. TTiis year several bills have been 
introduced on a wide range of privacy issues. Senators Bums and Wyden,^^ and 
Leahy'2 have introduced proposals as have Representatives Goodlatte and Bou- 

*° Last years survey found approximately 2% or Web sites that collected data, and less than 
1% of all Web sites, had adequate notices. Privacy Online: A Report to Congress, Federal Trade 
Commission, June 1998. 

"The Online Privacy Protection Act of 1999 (S. 809), introduced on April 15, 1999, by Sen- 
ators Bums (R-MT) and Wyden (D-OR). 

'••'Electronic Rights for the Twenty-First Century Act of 1999 (E-RIGHTS) (S. 864), intro- 
duced on April 21, 1999 by Senator Leahy (D-VT). 
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cher,>3 and Vento.^'* We antadpate additional proposals from Senators Kohl, 
Torricelli, Dewine, and Hatch, and Representative Markey. Historically, for privacy 
legislation to be successful, it must gamer the support of at least a section of the 
industry. To do so, it generally must build upon the work of some industry mem- 
bers—typically binding bad actors to the rules being followed by industry leaders— 
or be critically tied to the viabUitv of a business service or product as with the Video 
Privacy Protection Act and the Electronic Communications Privacy Act. 

Several companies have staked out leadership positions on the issue of online pri- 
vacy and several self-regulatory programs have formed to drive industry best prac- 
tices online. Numerous survejrs have documented that consumers are concerned 
about their privacy in e-commerce. In addition, work is underway to develop the 
tools necessary to implement fair information practices on the World Wide Web. The 
World Wide Web Consortium's Platform for Privacy Preferences ("P3P") is a promis- 
ing development. The P3P specification will allow mdividuals to query Web sites for 
their policies on handling personal information and to sdlow Web sites to easily re- 
spond. While P3P does not drive the specific practices, it is a standeu'd designed to 
promote openness about information practices, to encourage Web sites to post pri- 
vacy policies and to provide individuals with a simple, automated method to make 
informed decisions. Through settings on their Web browsers, or through other soft- 
ware pro-ams, users will be able to exercise greater control over the use of their 
personal information. Regardless of how policies are established, an Internet-centric 
method of communicating about privacy is part of the solution. 

As Congress moves forward this year, we look forward to working with you and 
all interested parties to ensure that fair information practices are incorporated into 
business practices on the World Wide Web. Botii l^slation and self-regulation are 
only as good as the substantive policies they embody. As we said at the start, 
crafting meaningful privacy protections that map onto the Internet requires us to 
resolve several critical issues. While consensus exists around at least four general 
principles (a subset of the Code of Fair Information Practices)—notice of data prac- 
tices; mdividual control over the secondary use of data; access to personal informa- 
tion; and, security for data—the specifics of their implementation and the remedies 
for their violation are Just beginning to be explored. We must wrestie with difficult 
questions: When is information identifiable? How is it accessed? How do we create 
meaningful and proportionate remedies that address the disclosure of sensitive med- 
ical information as well as the disclosure of inaccurate marketing data? For the pol- 
icy process to successfully move forward these hard issues must be more fully re- 
solved. The leadership of Intemet-sawy members of this Committee and others will 
be critical as we seek to provide workable and effective privacy protections for the 
Internet. 
C. The Expectation of Confidentiality 

1. Who has access to records in cyberspace? 
When individuals send email they expect that only the intended recipient will 

read it. In passing the Electronic Communications Privacy Act in 1986, Congress 
reaffirmed tnis expectation. Unfortunately, it is once again in dan^r. 

While United States law provides email the same legal protection as a first class 
letter, the technology leaves unencrypted email as vulnerable as a postcard. Com- 
pared to a letter, an email message is handled by many independent entities and 
travels in a relatively unpredictable and unregulated environment. To further com- 
plicate matters, the email message may be routed, depending upon traffic patterns, 
overseas and back, even if it is a purely domestic communication. While the mes- 
sage may effortiessly flow from nation to nation, the privacy protections are likely 
to stop at the border. 

Email is just one example. Today our diaries, medical records, tmd confidential 
documents are more likely to be out in the network than stored in our homes. As 
our wallets become "e-wallets" housed somewhere out on the Internet rather than 
in our back-pockets, the confidentiality of our personal information is at risk. The 
advent of omine datebooks, and products such as Novell's "Digital Me", and sites 
such as Wellmed.com '^ which invite individuals to take advantage of the conven- 

•^ Internet Growth and Development Act of 1999 (H.R 1685), introduced on May 5, 1999 by 
Representatives Boucher (D-VA) and Goodlatte (R-VA). 

'• Consumer Internet Privacy Protection Act of 1999 (H.R 313), introduced on January 6, 
1999, by Representative Vento (DFI^MN). 

*'WeilMexi.com is a proprietary Online Health Mana^ment System which works by collecting 
personal health information from individuals, analyzing that information to develop unique 
Health profiles which are used for a variety of purposes. One service is HealthNow!—"an online 

Continued 
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ience of the Internet to manage their lives, finanrial information, and even medical 
records raise increasingly complex privacy questions. While the real "me" has 
Fourth and Fifth Amendment protections from the government, the "Digital Me" is 
increasingly naked in cyberspace. 

2. Protecting the Privacy of Communications and Information 
Increasingly, our most important records are not "papers" in our "houses" but 

"bytes" stored electronically at distant "virtual" locations for indefinite periods of 
time and held by third parties. The Internet, and digital technology generally, accel- 
erate the collection of mformation about individuals' actions and communications. 
Our communications, rather than disappearing, are captured and stored on servers 
controlled by third parties. Daily interactions such as our choice of articles at a 
news Web site, our search and purchase of an airline ticket, and our use of an on- 
line date book, such as Yahoo's calendar, leave detailed information in the hands 
of third-parties. With the rise of networking and the reduction of physical bound- 
aries for privacy, we must ensure that privacy protections apply regareUess of where 
information is stored. 

Under our existing law, there are now essentially four legal regimes for access to 
electronic data: 1) the traditional Fourth Amendment standard for records stored on 
an individual's hard drive or floppy disks; 2) the Title Ill-Electronic Communica- 
tions Privacy Act standard for records in transmission; 3) the standard for business 
records held by third parties, available on a mere subpoena to the third party with 
no notice to the individual subject of the record; and 4) a statutory standard allow- 
ing subpoena access and delayed notice for records stored on a remote server, such 
as the diary of a student stored on a university server, or personal correspondence 
stored on a corporate server. 

As the third axxi fourth categories of records expand because the wealth of trans- 
actional data collected in the private sector grows and people find it more conven- 
ient to store records remotely, the legal ambiguity and lack of strong protection 
grows more significant and poses grave threats to privacy in the digital environ- 
ment. 

Congress took the first small step towards recogpdzing the changing nature of 
transactional data with amendments to the Electronic Communications Privacy Act 
enacted as part of the Communications Assistance for Law Enforcement Act of 1994 
("CALEIA"). But the on^ing and accelerating increase in transactional data and the 
detail it reveals about mdividuals' lives suggests that these changes are insufficient 
to protect privacy. 

Moreover, the Electronic Communications Privacy Act must be updated to provide 
a consistent level of protection to communications and information regaraless of 
where they are stored £md how long they have been kept. Senator Leahy's recently 
introduced legislation is an effort to restore 4th Amendment protections to our per- 
sonal papers. Technologies that invite us to live onUne wiU quickly create a pool of 
personal data with the capacity to reveal an individual's travels, thoughts, pur- 
chases, associations, and communications. We must raise the legal protections af- 
forded to this growing body of detailed data regardless of where it resides on the 
network. 

CONCLUSION 

No doubt, privacy on the Internet is in a fragile state. It is clear that our poUcy 
framework did not envision the Internet as we know it today, nor did it foresee the 
pervasive role information technology would play in our daily lives. Our legal frame- 
work for protecting individual privacy in electronic communications, while built 
upon constitutional principles buttressed by statutory protections, reflects the tech- 
nical and social "givens" of specific moments in history. Crafting privacy protections 
in the electronic realm has always been a complex endeavor. ReestabUshing protec- 
tions for individuals' privacy in this new environment requires us to focus on both 
the technical aspects of the Internet and on the practices and policies of those who 
operate in the online environment. 

However, there is new hope for its restoration. There is a special need now for 
dialogue and action. Providing a web of privacy protection to data and communica- 
tions as they flow alon^ networks requires a unique combination of tools—legal, pol- 
icy, technical, and self-regulatory. Cooperation among the business community and 
the nonprofit community is crucisd. Whether it is setting limits on government ac- 
cess to personal information, ensvuing that a new technology protects privacy, or de- 

personal health record enabling secure, conTidential, and private storage, management, and 
maintenance of health information by individuals and their families. HealthNow affords easy 
access of medical records from one central location anytime and anywhere the need arises." 
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veloping legislation—none will happen without a fonim for discussion, debate, and 
deUberation. 

The work outlined above, and the state of privacy tod^, all weighs in favor of 
creating a privacy entity within the federal government. We believe that the exist- 
ing, often piecemeal, approach to privacy issues has hindered the development of 
sound pohcy and failed to keep pace with changes in technology. Such an entity has 
important roles to play on both domestic and international fronts. It would serve 
as the forum for collaboration with other governments, the public interest conunu- 
niW, and the business community. 

We thank the Committee for the opportunity to share our views and look forward 
to working with the members and staff and other interested parties to foster privacy 
protections for the Digital Age. 

Mr. GOODLATTE. Thank you all for your excellent testimony. 
Ms. Vamey, you have outlined the significant improvement in 

the number of Web sites that post privacy policies. This appears to 
be £m accepted practice by most of the largest Web site operators; 
wouldn't you agree? 

Ms. VARNEY. Yes, I would. 
Mr. GoODLATTE. And I notice that you have expressed support, 

as have a number of others, for the Georgetown study, which uses 
the standard of policy disclosure as adequate for the protection of 
privacy. Do you share that view? 

Ms. VARNEY. My interpretation of the survey is just slightly dif- 
ferent, Mr. Goodlatte. I think that the Georgetown survey did an 
overall view of how many sites are doing anything, and that gave 
you the 66 percent number. Then they dove down and they broke 
it up, how many are doing notice and choice, how many are doing 
access, and when you go across and say, okay, how many are doing 
all five, and maybe all five poorly, as Mr. Rotenberg pointed out is 
possible, that gets you to the 10 percent number. So our goal is to 
get 100 percent of sites on the Web site to have what I woidd call 
robust privacy that meets all five elements in a meaningful way. 

Mr. GOODLATTE. SO would you say that disclosure is adequate, or 
would you say that all five is adequate? 

Ms. VARNEY. NO, I think we need all five. 
Mr. GOODLATTE. Thank you. 
Mr. Pittman, you want to comment on that? 
Mr. PITTMAN. I agree, all five, I agree. 
Mr. GOODLATTE. Can you tell me how many of the Web sites that 

TrustE places its seal of approval on today, how many there are? 
Mr. PITTMAN. HOW many Web sites have the TrustE seal? 675, 

I beUeve, is the number. 
Mr. GOODLATTE. And how many Web sites use either TrustE or 

BBB Online; how many of those Web sites that use either one of 
those two things? What is that percentage of all the Web sites? 

Mr. PITTMAN. Of all the Web sites—I don't know about BBB On- 
line. I don't have data on them. As a percentage of all Web sites, 
I am more inclined to think of it in terms of the percentage of the 
Web site traffic, because there are millions of sites, and most of 
them are quite small, personal sites, but a third of the average 
trafiic in any given time is on a TrustE site, I beUeve is the data 
we have seen, and as far as on a monthly basis, the percentage of 
the Web site audience that will visit a TrustE site at least once, 
the current data fi:t)m the Georgetown study is about 90 percent. 
It is very high. 
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Mr. GOODLATTE. Somebody bent upon misusing information for 
fraudulent purposes or even for legal purposes, the number, as you 
cited, millions of Web sites, is a problem in terms of individual con- 
simiers getting exposed to misuse of their information or use for 
purposes they didn't intend or for outright fraud, is a problem that 
needs to be addressed. 

Mr. PiTTMAN. I would agree. 
Mr. GooDLATTE. And would you agree that many of those who 

do not post privacy policies online—which we applaud, which we 
think is outstanding, and we think that the high rate of participa- 
tion by the larger-traffic Web sites is excellent—but many of those 
smaller sites that don't post privacy policies online do so for fraud- 
ulent reasons or for reasons of taking advantage of information 
that people on those sites would not be able to utilize? 

Mr. PiTTMAN. No, I don't think that is the case at all. What I do 
every day is try to build a Web site business, and it is a challenge 
to in 18 hours a day to find the slots of time that are required for 
a start-up company to devote the energy that is required to a com- 
prehensive policy, because aU start-ups want to be great big compa- 
nies 1 day. 

Mr. GkJODLATTE. When I say many, I don't mean a huge percent- 
age. I mean that out of milUons, if you had thousands of sites, that 
is a very small percentage, but nonetheless a significant danger for 
consumers on the Web site. 

Mr. PiTTMAN. It is a significant danger for sites to not have a pol- 
icy statement and for them to be bad actors. 

Mr. GooDLATTE. Okay. 
Mr. PiTTMAN. I am referring mostly to the media-hke qualities 

of the Web site, which mean that most people visit a smaller niun- 
ber of sites than there ever will be. There are hundreds of cable 
channels, but most of the viewing occurs on 20 channels. The Web 
site has similar qualities. 

Mr. GOODLATTE. All right. This time I recognize the chairman of 
the committee. 

Mr. COBLE. Thank you. I want to thank you again, Mr. Good- 
latte, for having sat in, in view of my circuitous schedule today; 
and I apologize to the panelists for my not having been here for the 
entire hearing. 

Let me put this question to Messieurs Cerassde, Pittman, 
Rotenberg and Ms. Lesser. Is government regulation of online prac- 
tices, including privacy disclosure, incompatible with the tech- 
nology of the Internet? Mr. Cerasale, let me start with you. 

Mr. CERASALE. Incompatible with the technology, probably not, it 
is not. I think that the potential danger is if you have government 
regulation which tends to narrow the scope so that futiire changes 
in technology may be inhibited is one of the fears of looking at the 
technology side. 

Mr. COBLE. Mr. Pittman. 
Mr. PITTMAN. I would agree with that. I am more concerned 

about inhibiting the growth of the World Wide Web site, which is 
the new highway that connects consumers and businesses and con- 
sumers globally. 

Mr. COBLE. Mr. Rotenberg. 
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Mr. ROTENBERG. Mr. Chairmem, not only is it not incompatible 
to have simple, predictable rules for the Internet in law, it has al- 
ready been done at least for transborder data flows going back to 
1980, and I describe in my testimony in some detail the OECD pri- 
vacy guidelines which were intended to enable the flow of informa- 
tion across multiple jurisdictions, and the U.S. was a signatory to 
this. 

I also say in my testimony that an interesting question is wheth- 
er these privacy poUcies that vary from site to site are incompatible 
with the nature of the Internet. One of the things that makes the 
Internet so easy for people to navigate is that they have common 
reference points and common frames as they move from site to site. 
If you have to wait for graphics to download, if buttons start mov- 
ing around, things slow down. Privacy policies are actually slowing 
down, I think, the ability for online users to move from site to site 
with privacy assurance. 

Mr. COBLE. MS. Lesser; then I will get to you, Mr. Berman. 
Ms. LESSER. I agree with Mr. Cerasale and what Mr. Pittman 

said about the importance of not slowing down the technology, but 
I wovdd ask your question in a slightly different way, which is is 
the Internet fondamentadly different than other media. So are we 
talking about substance or the communications medium itself? 

The Internet, of course, is a new medivun. It makes data flow; it 
makes commerce, many communications functionalities much easi- 
er. So as we look going forward, what the rules of the road should 
be, what the role of the private sector is, what the role of govern- 
ment is enforcing against fraud as we heard from the Department 
of Justice and setting a framework, I think it is hard to answer 
that question with a simple yes or no. 

Mr. COBLE. Mr. Berman, let me put another question, then I will 
get back to you on this one. Let me put this question to Ms. 
Vamey, Ms. Lesser and Mr. Berman. 

More companies are providing some disclosures since last year, 
which is probably good news, but are companies providing enough 
options and information for individuals and in a user-friendly man- 
ner or operation? Ms. Vamey. 

Ms. VARNEY. I think the answer, Chairman, is some are and 
some aren't, and we are continuing to work to get companies to 
have, you know, easy-to-find and easy-to-read privacy policies. That 
is our goal. It can't be hard. Consumers have to know right up 
front what is being done with their information and what are their 
choices about it. So the idea has taken root. 

You know, 2 years ago, 3 years ago, we were around rooms like 
this sajdng, huh-uh, people were arguing you didn't have an obliga- 
tion if you were a company to disclose your privacy or disclose your 
data practices. That is a foregone conclusion now. We have the obli- 
gation. The question is how do we make it easier, and we are still 
working on it. 

Mr. COBLE. Mr. Berman. 
Mr. BERMAN. I believe that there are more companies putting out 

privacy, but there is a very big diflFerence between seli-regulation 
and self-governance. In my view, self-governance is arriving at 
some social contract about what the rules of the road are. I am not 
talking about creating a gigantic privacy agency, but to get 100 
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Sercent for the rule on the Internet about certain privacy, ftin- 
amental rules, fairness, notice, consent, opt-out, some remedy, you 

need some baseline, and I do not know how to accomplish that 
without legislation or some self-regulatory program that I have not 
seen yet, which is the ability to round up the 100 percent and drive 
it. 

I applaud the Online Privacy Alliance, I work with them. I think 
they are doing a terrific job, but there is going to be a hard prob- 
lem getting the incentive for the rest of them out there. I think the 
technology can be very compatible with privacy policies. It is in- 
compatible with the million different kinds of privacy policies that 
you nave to read through, but what Jerry Cerasale at DMA is say- 
ing is that there is a possibility if you arrived at this baseline of 
developing Web site browsing techiiology that would read those 
privacies as you went along, and so it would be a seamless experi- 
ence for the consumer, so the technology is there to make privacy 
more abundant and clearer on the Internet. 

Mr. COBLE. I see my red light is on, Mr. Chairman, so I wiU back 
off. 

Mr. GOODLATTE. Thank you, Mr. Chairman. 
The gentleman from California, Mr. Berman. 
Mr. BERMAN OF CALIFORNIA. Thank you, Mr. Chairman, and I 

apologize once again for missing the testimony, but I am going to 
take it with me. I think this is a very important subject, smd it was 
only because of the importance of the other subject that I wasn't 
here. And since I haven't read the testimony, I am going to ask a 
more general question. 

I have been privy to some sort of a general debate about govern- 
ment regulation versus self-regulation, the European model versus 
the American model. If the regulation model is so good, then how 
come the Europeans have done so poorly in the context of develop- 
ment of the Internet and in many of these areas of technology vis- 
a-vis the Americans? And there is a lot of appeal in that argument. 

The other side of the coin is when I hear—there is two aspects 
of the other side, it seems to me. One is everybody is against regu- 
lation except for where they are for it. My niends in the content- 
owner community: No, don't regulate, stey away from aU this, ex- 
cept ensure our legal protections against infiinging—against mech- 
anisms which will undercut our abihty to protect against infring- 
ing. The onhne service providers: No regulation, except please reg- 
ulate our Uability for inninging. 

Ironically, some folks in the civil liberties world who stey away 
from the obscenity, pornography efforts to content regulation, but 
on the issue of privacy—as you just said, Mr. Berman, I have no 
idea how we are ever going to get 100 percent compliance with ro- 
bust protections any more than in society how you are going to get 
100 percent comphance with decent norms of social behavior with- 
out laws. 

And I was told that one of the witnesses talked about this goal 
of 100 percent robust policy; at the same time—I think it was Ms. 
Vamey—no regulation. It is inconceivable to me that—and, I mean, 
it is a nice goal, and I have a goal for world peace, but I am not 
quite ready for unilateral disarmament. But I don't see how you— 
in this wild world there will edways be someone who thinks there 
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is something to sell, there is some money to be made, and may pay 
lip service to the robust policy, but in reality we wiU do sometmng 
very different. 

1^ that is just some random thoughts, and I would be interested 
in any of your reactions. 

Ms. VARNEY. I will be happy to—or maybe I am not qualified to 
£uiswer because I am for umlateral disarmament, so I am not sure 
if my call would be right. 

lAi. BERMAN OF CALIFORNIA. See, it is an anarchic world. 
Ms. VARNEY. I think, Mr. Berman, your points £u« extremely well 

taken, and as many have pointed out, I tnink the debate between 
self-regulation and regulation is largely a red herring. If the goal 
is good, robust privacy online, the question is how do we get there. 
Now, a number of people at this table have said we need to regu- 
late the collection of information from and about children, period, 
and we did, and we support that. At the end of the day, maybe we 
will need regulation around privacy generally. 

Mv view is that right now this is a nascent market. It is moving 
quickly. There are businesses evolving around the protection of pri- 
vacy. There are tools evolving around the protection of privacy. I 
am not always so confident that the government is the best source 
for me to exercise my rights. Sometimes it is; sometimes it is not. 
So my whole view is shaped by let's see if we can make this mar- 
ketplace work with government assistance, and if it doesn't work, 
well, then we have to go somewhere else. 

So my view is that we are not there yet. Moving from 14 percent 
of sites having some t)rpe of disclosure last year to about 66 percent 
having some type of disclosure this year is enormous progress by 
anybody's measure. So let's keep moving, keep the pressure on 
from the government, keep the pressure on from consumer activ- 
ists, keep responsible businesses in the leadership, and if it doesn't 
work, at the end of the day I will be the first one up here. 

Mr. BERMAN. Maybe we should try and figure out what "keeping 
the pressure up" means, because even if we could come up with— 
as I said, in terms of legislation there are some very difficult issues 
that need to be worked through, and there has never been any pri- 
vacy legislation; whether it is a video privacy act or ECPA, tney 
didn't have a consensus between privacy advocates and the indus- 
try. So until they sit down and put it together and everybody works 
it out, it is not going to happen. 

And I agree with a lot of Ms. Vamejr's comments, which is that 
it is nascent industry, but it seems to me just in terms of the pres- 
sure on, the online privacy aUiance is driving, BBB's driving, but 
the government can put pressure. 

It seems to me rioiculous that the industry should have had to 
come up with the shekels topay for the study of where their com- 
pliance is. Why doesn't the FTC have enough money from the Con- 
gress to conduct a real study in January and have another bench- 
mark, see where everyone is in terms of the five elements? Are we 
up from 60 to a 100 percent? Has anyone gone from the 10 percent 
real compUance upwards? Fund that study and maybe get the FTC 
or somebody to bring people together and deal with these hard 
issues, what is a remedy, what do we mean by identifiable informa- 
tion on the Internet, how do we use technology, and to frame some 
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recommendations so that it is not just a dialogue about where we 
are, but have some concrete things for you to look at. 

I certainly don't want to send this off to a 2-year privacy protec- 
tion study commission, but there is some short-term kinds of efforts 
that could be prodded by government and which need to be, be- 
cause the Catcn-22 about the Internet is that we are against big 
f;overmnent regulations. Don't create an FCC, don't create it for the 
ntemet, don't create a big agency. Great, but then how do you get 

the Internet to get together? What process exists so that they can 
engage in self-governance? 

So someone has to convene and bring together—you know, every- 
one went to Philadelphia to draft the self-regulatory Articles of 
Confederation. It has to be done by something, and I think govern- 
ment has to be the prod. 

Mr. ROTENBERG. Mr. Barman, if I may say, I think you are abso- 
lutely onto the critical point in this debate. I mean, people don't 
want to be regulated. They want others to be regulated for their 
benefit, and one of the frustrations in the privacy community is 
that in so many areas, whether it is copyright protection or con- 
tent, you know, we are out in front, passing new laws, creating 
commissions, but in the privacy area, we remain committed to self- 
regulation. 

I think the corollaiy is that regulation is not necessarily the goal 
either. The goal, as I said in my statement, is privacy protection. 
Now, if you take privacy protection as your goal, you beg^ to real- 
ize a number of things. You may be able to achieve it in part 
through some industry leadership. You may be able to achieve it 
in part through some legislation that estabhshes basehne privacy 
rights. You may be able to achieve it in part by creating some type 
of privacy agency that gives direction and oversight to whatever 
privacy policies and principles you are trying to put in place. Those 
are the building blocks of a privacy policy, of a program that says 
we £ire committed to protecting this rignt of privacy on into the 
next century, we want to take advantage of these new technologies, 
we are excited about the Internet, but we don't think our ticket for 
admission, if you will, should be our personal privacy. 

The problem is we don't have those building blocks in place 
today. We are so conamitted to trying to show that self-regulation 
can work. People are saying, let's put baseline legislation on hold, 
let's not create a new agency, let's give self-regulation some more 
time. We have given it a lot of time, and we know from experience 
that it will not provide the type of protection and the type of assur- 
ance that I think people in tnis country are entitled to. The right 
of privacy, the concept of protecting right of privacy in law, comes 
from the United States, and those privacy laws, privacy rules that 
Europe is trjdng to say to the U.S., "where are they today?" started 
here. So I think we have some catching up to do. 

Mr. BERMAN. May I respond? 
Just one of the problems with the debate between the privacy ad- 

vocates and industry policymakers is that sometimes the privacy 
advocates are not very clear by what they mean by privacy. They 
say we need a benchmark, we need a rule, we need a set of compU- 
ance. The Europeans have got it, but getting the privacy commu- 
nity to play the card, which is to put the card on the table about 
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what is the mininmm, what is the basic, what will ^et somebody 
some applause up on the Hill or in the press or in industry that 
they have done a good job, what is the minimum—because the 
tendency is always to define it and then to plav the game of move 
the line so that whatever anyone does, it doesn t meet the real test 
of the privacy community, and that is turning pohtics into reUgion, 
and I aon't think it is a very good way to accomplish anything. 

Mr. PiTTMAN. Excuse me, I am sorry. 
Mr. GoODLATTE. Go ahead very quicklv. 
Mr. PiTTMAN. I just wanted to contribute a couple of comments 

from where the rubber meets the road. My experience is in start- 
up companies and then the largest at the time, 1996, ISP, Internet 
provider, Netcom. I joined the company to start their online adver- 
tising, an e-conmierce program. I had experience in the direct mar- 
keting world emd beUeved, based on what I knew there, that we 
could apply a lot of that technology to marketing on the Web site. 

I ran into a brick wall, and that was the perceived poUcy issue; 
went to TrustE, which was being formed at the time, tuid we com- 
pletely dropped that program not because it was illegal, but be- 
cause we decided it would put us out of business. We would have 
such a flood of e-mail and such a flight of customers, it would not 
be tenable to launch a program like that. 

We very quickly got the religion that this is a different business, 
this is a different world. It was very difficult to sell within Netcom 
and within our general counsel the idea of signing a policy with a 
seal program. Ixiat should have been our responsibility to speak, 
and we were using a third party to do that. But eventually they 
accepted that, and then we wrote it into our contracts with our 
thira parties so that we wouldn't do business with companies who 
didn't have policies. And now in a start-up I have just joined, which 
has eight people, we want to be a $100 miUion company in a couple 
of years. 

But it is part of our culture, it is part of our business, it is part 
of the way we will do business, and all I can say is that is some- 
thing that is going on in Silicon Valley and in this business, and 
it is very importemt. I am not saying that regulation is not nec- 
essary, but tnat is powerful, and that has happened in 3 short 
years. 

Mr. GooDLATTE. Thank vou. 
The gentlewoman from California. 
Ms. LoFGREN. Thank you, Mr. Chairman. 
I think this has been very helpfril. I am not sure what we are 

going to end up doing, but this hias been a very useful discussion. 
In reading through the written testimony, one of the questions 

I had. Marc Rotenberg, was about your remarks on page 9 of your 
testimony. You and Mr. Berman talked about anonymity. This is 
the first time I ever heard the word pseudonymity. I kind of like 
the concept as an approach to online privacy. You mention that the 
German government adopted legislation to encourage the use of an- 
onymity for commercial sites. \^at did they do to encourage it? 

Mr. ROTENBERG. I appreciate the question, Congresswoman. 
Their 1997 multimedia law, which was an effort to try to estabUsh 
legal framework for the Internet and other new forms of commu- 
nication, also took on the challenge of trying to update the privacy 



laws, and they said that the basic privacy laws were good, etnd they 
wanted to carry them forward. 

They also said the Internet offers new opportunity to protect pri- 
vacy by reducing the collection of personal information. If we re- 
duce the collection of personal information, we also reduce the reg- 
ulatory burden. I mean, if businesses get paid, and people get prod- 
ucts and services, the privacy problem goes away, which I think ev- 
eryone agrees would be a great thing. So they said, in law, let's en- 
courage our online services to make payment schemes available 
that allow for anonymous transactions. 

It is that kind of productive prodding that recognizes the advan- 
tages of new technology to protect privacy that can also be done in 
cooperation with business, and I think it is terribly unfair to people 
who are working to protect privacy in this country to view us sim- 
ply as pushing for government regulation. 

We have been on the front lines with the business community 
pushing for the availability of the very best techniques to protect 
privacy, but it is not just about encryption, it is not just about ex- 
port controls. It is about techniques for anonymity, ways to protect 
identity, and to protect privacy while minimizing risk. 

Mr. HERMAN. We agree with everything that Marc just said. 
There are several expectations of privacy, including anonymity, the 
ability to be able to shop and browse and go around the Internet 
without being identified. We expect that in our lives, and we want 
to take that into the virtual world, everything from pseudonyms 
and encryption, and we need to look at the authentication issue. 

I also think that we need legislation. As a privacy organization 
I am up here saying we need legislation to deal with government 
access, to update ECPA and to even maybe export ECPA to the 
rest of the world. 

In the private sector data world, I think we need legislation to 
set a baseline, but I think that we have to have a good faith effort 
to work that out and to address some hard issues and to find a 
process, and I think that the most imaginative thing that the Con- 
gress could come up with is a process that brings people of good 
faith from privacy community on my side, and Marc, and the con- 
siuners, and AOL, and the DMA, and the policy people from the 
Hill and the administration to the table. 

Ms. LoFGREN. Let me ask you a question, Mr. Berman. On your 
testimony, on page 6 and 7 you talk about the architecture of the 
Internet, which I think is important for us to focus on. I am not 
sure where it leads us ultimately, but the privacy-enhancing archi- 
tectiire needs to be incorporated. What role, if any, should tJlie Fed- 
eral Grovemment play in supporting or niuturing or encouraging 
that? 

Mr. HERMAN. One thing that it could do, there is a technology 
that doesn't articulate a privacy pohcy, but it creates a privacy lan- 
guage for the Web which can express what the policies of a Web 
site are to your browser and also allows a consumer to state their 
preferences and deal only with sites which they agree with. That 
IS an interesting  

Ms. LOFGREN. So this would be part of the architecture. 
Mr. HERMAN. That is part of the architecture. 



Ms. LOFGREN. It would avold the problem of your zipping 
through the sites when you don't ever actually get to articulate 
your preferences. 

Mr. BERMAN. Your browser is going to read it, and we have been 
working on that with a lot of other people. 

One of the other things to do is make the government compUant. 
One of the things that the government tried to do in the encryption 
area is when they came up with a wonderful idea of escrowed mnds 
is to have the government be the purchaser. Well, why doesn't the 
government become P3P—which is the technology—compUant, so 
that anyone going from the IRS or to the government can read pri- 
vacy pohcies. 

Ms. LoFGREN. Let me frame my remarks in terms of the architec- 
ture where the browser commuidcates and establishes the pohcy. 
I beUeve a lot of people online don't have any idea how little pri- 
vacy there is. If they did, they would quickly get off line. If there 
were more information available to the public about, generally, 
what is a cookie. I think that would make a difference. I have told 
some Members of Congress how a cookie works and they say, "You 
are kidding!" It is a stunning revelation to people who are new to 
it. If there were a market for such technology, would the govern- 
ment have to play any role in this at all? 

Mr. HERMAN. NO. I think that there is a—it is very interesting 
that in the obscenity area you have got 100 and some odd tools out 
there being developed by people to block sites that people don't like 
because they don't like the content, but the consumer movement 
has not come up with any kind of—I mean, I will tell you, Marc's 
campaign against the Intel chip, there has been no consumer re- 
sponse about how to figure out tools, and on the Internet—maybe 
Marc wants that—that educates consimiers about which sites have 
privacy policies and create a market incentive for sites to comply 
with pobcy or consvuners aren't going to go there because the 
browser is taking them somewhere else. 

Mr. GOODLATTE. GO ahead quickly, and then we must move on. 
Mr. ROTENBERG. Thank you. 
Just a couple of brief comments. First of all, we do at our Web 

site make available privacy tools that is on a page that is called 
Practical Privacy Tools—encryption, everything else. 

Secondly, I want to say I think the idea of having the govern- 
ment become P3P-compliant is nutty. The government is subject to 
the Privacy Act. It is a law that establishes basic privacy rights for 
all citizens. It is not something that you express a preference 
about, and it is not something that the government can say, "you 
know, the FAA is at 50 percent of the Privacy Act, or the Depart- 
ment of Commerce is at 75 percent of the Privacy Act." 

I think one of the problems we are seeing, and tiiis is a reflection 
of the effort to promote self-regulation, is that a lot of these new 
techniques don't actually protect privacy. P3P, for example, which 
takes as a presumption that preferences are good and a one-size- 
fits-all solution is bad, has been under development for several 
years now, and I think what they are finding paradoxically is that 
many different sizes turns out to fit no one, because what people 
want on the Internet are simple, predictable, uniform rules. They 
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want their privacy protected, and they want to eryoy the Internet. 
They don't want to spend their time reading privacy policies. 

Ms. LESSER. Can I just add one thing, ana that is to say I think 
this discussion about, you know, is the market pushing toward 
technological development and pushing toward privacy policies is 
not one we should be having in an aspirational way. I think, in- 
deed, it is important for efforts to go on to educate consiuners 
about what they should be demanding, but as a company that 
serves 18 milhon members, I will tell you this is a market issue. 
It is a market issue. When we make mistakes, we hear from an in- 
credible niunber of people because it is easy for them to complain 
to us. When we dont offer privacy poHcies that are easy to under- 
stand, easy to find, we hear from our members, and we implement 
those policies in coordination with our business partners. So it is 
important to look at this issue in the context of what is going on 
in the market right now. 

I beheve that AOL and other companies have seen a huge in- 
crease in e-commerce in part because we have seen a huge increase 
in efforts toward trust, and so as we begin this dialogue, I think 
it is a dialogue that we have to have with privacy advocates, with 
you folks up here, within the administration, with people around 
the world. We do recognize the current market, the current market 
pressures which we feel every single day. 

Mr. GrOODLATTE. Thank you. 
We will now recognize the very patient gentleman from Massa- 

chusetts, Mr. Delsihunt. 
Mr. DELAHUNT. I really don't have any questions, Mr. Chairman. 

I think this is very informative and veiy instructive and fascinat- 
ing reaUy. I don't know if the gentlelady wants more time, but I 
will be happy to yield to her. 

Mr. GOODLATTE. We are going to do another round. 
Mr. DELAHUNT. I would just make an observation that after lis- 

tening, I do see a confluence of interests here. I think Ms. Vamey 
made the point, and I think Mr. Berman made the point. I mean, 
I think if you are going to be successful, the American consumer 
has an overarching interest in privacy. 

And I remember the ill-fated attempt by an agency to enact the 
so-called Know Your Customer rules. My office was deluged with 
complaints. And the fact that we do have legislation kicking around 
might be a mechanism to ensure—I thinK it was Ms. Vame/s 
term—robust privacy, because I think that Congress is poised to 
act. I can't say that I am really conversant with Sie volume of doc- 
imiented violations of privacy, but I am clearly famiUar with some 
of them. 

It was good testimony. It was a very good hearing. Thank you. 
I yield back. 

Mr. GoODLATTE. I thank the gentleman. 
I resilly must say I think the gentleman from California hit the 

nail on the head here in—and a number of you have acknowledged 
that. At some point in time, we may need to do something to reach 
out and get those—the gentleman has pointed out that on virtually 
any issue we confront on the Internet the issue is not whether we 
have absolutely no government involvement or total government in- 
volvement but finding the appropriate balance. 
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And so, Mr. Cer£tsale, I woiild like to ask you, since Mr. Vamey 
and Mr. Pittman acknowledged at some point in time we may need 
to have some of this, don't you agree that we can't reach those bad 
actors, those folks who are just not going to adhere to any vol- 
untary standard with some kind of a base standard, whether it be 
simply saying that what the indiistry standard has evolved will 
apply to everybody or something to impose that? 

Mr. CERASALE. Well, I think in the end it may be that we have 
to look toward government to try and get some baseline. 

I think that there is another potential approach. If we have good 
education of consumers that here are privacy policies that you 
must follow, and the privacy policies are out tiiere and have con- 
sumers look for those privacy policies, and we have some form of 
self  

Mr. GOODLATTB. Mr. Rotenberg pointed out when someone visits 
the web they may visit 20 or 30 or 40 sites in an hour or two on 
the Internet. Are they going to each one of the site's policy and 
make that determination before they proceed further in or are they 
Soing to simply skip from one to the other and forget where they 

ave looked and wnere they haven't looked and have somebody's 
cookie pick up a whole lot of information they didn't reahze some- 
where in the process? 

Mr. CERASALE. That is true. That is why you have seal programs, 
so that you don't have to go look. You can look at TRUSTe, you can 
look at BB on-line, those types of things, and the B—3B program 
where you could have a seamless communication to come in. 

But I do think that if consimiers luderstand amd know, they are 
going to avoid sites that don't have a policy; and then if a site puts 
up a policy, the true bad guy puts up a policy to get you to come 
to the site amd then violates it, then you have current law that you 
can go after them, both on criminal and even on the civil side of 
being a deceptive act in section 5. 

Now, it may very well be that we have to go forward further to 
get government reg^ation, but it is not—I don't think it is just the 
ri^t time right at the moment. 

Mr. GOODLATTE. That is quite all right. 
Ms. VARNEY. Mr. Goodlatte, inherent in the question is the ten- 

sion between the good guys who are doing the right thing and the 
bad guys and the vast middle. I think what we saw in 1994 when 
the Congress passed the Telecommunications Fraud Act, it didn't 
stop the bad guys. There is more telecommunications fraud today 
than there was in 1994 when the law was paissed. What it did was 
it gave law enforcement additional tools to prosecute bad guys. 

Now, the question of whether or not we need additional tools to 
f>rosecute bad guys I think is a fair one. My own view is, as a 
brmer Federal Trade Commissioner, is that we have the tools we 

need to prosecute bad guys. 
Mr. GrboDLATTE. Could you agree with Mr. Berman that ECPA 

is broken? 
Ms. VARNEY. I am not well enough informed on ECPA to have 

an opinion one way or the other, but I agree with Mr. Berman on 
most things, so I will give my proxy on that. 

The question of how we get the bad guys I don't think is a ques- 
tion of passing a new law. They are stiU going to break the law. 
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They still need to be apprehended, prosecuted and preferably put 
in jail. The middle, how ao you get the sites that are collecting per- 
sonal data to post their privacy policies I think is the chalfenge. 
And what we have seen is that today there has been some 
progress, enormous progress thus f£ir. 

Is it the right time for the government to intervene in that flow? 
I just don't think it is yet. We have done it for kids. You may do 
it for medical. You may do it for financial. But for general commer- 
cial, I am not sure it is the right time for it. 

I think it is a very good point, and timing is absolutely critical 
here because we have a number of forces converging on the Con- 
gress right now. One of those is the increasing public awareness 
and concerns cited by Mr. Rotenberg, a number of examples of 
abuses. 

The second is the negotiations going on right now with the Euro- 
pean Union where they have tmcen a totmly contrary approach, 
which I have been outspoken in opposition to, which basically 
starts with the premise that you don t get anything imless you get 
the consumer's approval, that you are getting it ahead of time, and 
that government regulation prevails and self-regulation is an after- 
thought, if at all. 

That is an approach that we don't like. But we are in very stren- 
uous negotiations on that. There is going to be a product that 
comes out of those negotiations, and there then may be tremendous 
[)ressure on the Congress to adopt that product as the law of the 
and. 

Mr. GrOODLATTE. Would it in your opinion make some sense to be 
anticipating the pressure that is going to be built and to look at 
the policy of looking at industry self-regulation and setting that as 
a standard that those people in the middle that you point out 
would also comply with? 

Let me ask you that—to you, to you and Mr. Cerasale and Ms. 
Lesser as well. 

Ms. VAW^EY. I think, Congressman, that the European situation 
is exceedingly complex. And you know the fact that it is not much 
discussed—as I think everybody at this table can acknowledge, the 
European data directive was drafted and written before there was 
a ubiquitous Internet and certainly before there was a worldwide 
web. So now we have a situation where we have a bureaucratically- 
based view about data that was designed before there was a web. 

There is a difference, I think, when you look at those businesses 
whose sole business is the collection, aggregation, sale of informa- 
tion about individuals, and that is where they make their money, 
is collecting individual data and moving it around the world, as op- 
posed to businesses on the web that may or may not collect per- 
sonal information and may or may not have any use other than ftd- 
filling the transaction or personalizing the website further. So you 
have got some inherent tensions. 

I think we are a very long way fi^m figuring out how this Euro- 
pean directive is going to impact us. To tell you, just very briefly, 
my husband runs a small E-commerce business, hopefiilly some 
day to be large, a member of TRUSTe, a good privacy poUcy. We 
don't do business in Europe. We don't. And when we get an order 
ftx>m a European, sorry, we don't do business in Europe, because 
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the costs for us of registering with the data protection registrars 
in Europe are too high. You know, we make our business here. 

Mr. GrOODLATTE. Tnat may well be part of their intent. 
Ms. VARNEY. But I think that the political process in Europe, 

where we have many, many friends in France and Britain—you 
know, when you get a message from my husband's site that says, 
sorry, we can't do business there because we can't afford right now 
to comply with your data protection requirements, I think some of 
those people go back to their governments and a^, wait a minute, 
you know, we want to do business over there. We want to avail 
ourselves of the goods and services that are available from the 
United States. 

Mr. GooDLATTE. Sure. I would hope that the pressures work both 
ways. But the pressures are going to exist here to address this in 
some fashion, and what the Congress has to consider is not only 
what level of regulation—there are a number of bills that have 
been introduced in the Congress that I find go much further than 
I would like to see occur—but we also have to address this issue 
of timing, because we are going to face the pressure from the pubUc 
if they feel they are not protected on the Internet. 

We have an incentive to address this just as industry does. In- 
dustry's incentive is to promote the abihty to do business and to 
draw people on the Internet to conduct that business. 

So we respect what you are trying to do jmd very much support 
it, but whether it is universal enough is the issue we have to ad- 
dress. 

Mr. Cerasale. 
Mr. CERASALE. Yes, I think we have been—you are correct. The 

Eiiropean directive and how it is applied is going to put some pres- 
sure nere. Part of the negotiations nave been looking at a safe har- 
bor, looking at how industry uses self-regulation and that be ac- 
cepted in Europe so that we can do business across border. 

I think it is important from our perspective to think about the 
bureaucratic nature of what is happening in Europe, and we clearly 
don't want that to come about in the United States. 

And our personal view—I mean, our view at the DMA, my per- 
sonal view also, but that doesn't matter much—our view at the 
DMA is that we are willing—we want to go forward with BDP on- 
line, TRUSTe, our own privacy promise, the idea of trying to meet 
the needs of consumers to give consiuners empowerment. 

I think the key for us in the Internet is if the consumers feel em- 
powered, therefore, they can control is what is going to increase, 
vastly increase, our Internet business. That is what we want to en- 
courage and not get bogged down in the government, registration, 
et cetera, all of that bureaucratic nature that we find in Europe. 
So we have been reeilly pushing our Commerce Department to go 
forward with a safe harbor idea. That may or may not come about. 

But I think, from our perspective, the view to you is don't make 
us Europe. There was a revolution. There is a reason not to be 
there. 

Mr. GoODLATTE. Well, I ftdly agree with that. But the question 
is, how do you avoid getting there? If you wait too long and the 
pressures ot those who would like to see us have much more sig- 
nificant regulation, a government agency involved in setting all of 
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these standards and principles, then you are put in a position of 
having choices that you would not like to have. Whereas if you take 
the initiative of getting everybody cooperating now and using a 
minimal standard to say you have got to do mese basic minimal 
things, you have, in my opinion, gone a long way to preempting 
that. 

Ms. Lesser. 
Ms. LESSER. I am going to build on what Ms. Vamey and Mr. 

Cerasale said. I agree with a lot what they have said, but I would 
say this in answer to your question about what you can do. I think 
that the safe harbor chscussions that are going on right now in the 
Department of Commerce are critical for U.S. industry to be able 
to comply with, as Ms. Vamey said, a law that is I beUeve outdated 
and not reflective of the needs of the on-line community. 

But having said that, we need  
Mr. GrOODLATTE. But it is reflective of the general philosophy 

that the government will regulate more than we want to regulate 
here. 

Ms. LESSER. To the extent that we are doing business in Europe, 
we need to comply with that law. So the efforts going on to make 
sure that comphance with the laws in Europe is made sort of sane 
for U.S. industry, given our approach to privacy here, I think is 
critical. 

Having said that, there will be a lot of pressure on, I think, the 
folks up here to address these issues, given those discussions, and 
we have said so at the Department of Commerce. And I don't think 
that the answer is that you should say, well, it is not time yet. I 
think what you have to do is to take those negotiations and then 
say, well, what standards should apply? Let us set a baseline and 
start a discussion for what privacy needs to look like in this coun- 
try. And that I think includes a lot of the things that Mr. Berman, 
that we, that Mr. Rotenberg have talked about. What are the build- 
ing blocks of privacy? 

I don't think we are going to get an answer this summer. But 
I do think it is critical, and AOL is anxious to engage in that dia- 
logue. So the answer with the outcome of the safe harbor is begin 
a dialogue up here and help industry and consumers and everybody 
get together to find out what the baseline is. 

Mr. GrOODLATTE. I have been around tables like that before and 
on-line service provider liabihty. 

Mr. Rotenberg, do you want to respond to that? 
Mr. ROTENBERG. If I can just make a comment about that. 
Mr. GrOODLATTE. That took 3 years. 
Mr. ROTENBERG. About the EU directive, I am not going to de- 

fend all aspects of the directive; and I understand your concern 
about the European approach to legislating this area. 

I will point out that the EU directive takes up less space in my 
privacy law source book than will the Children's On-line Privacy 
Protection Act and the accompanying regulations from the FTC. 
Because it turns out in the United States it is a much more elabo- 
rate and complicated procedure, when you get done legislating and 
regulating, than it is in the European Commission; and they are 
veiy sensitive, I think, to this problem of not slowing down new 
technology. 



But my key point, and really what much of my written statement 
at the beginning talks about, the significant common groimd that 
existed on this issue 20 years ago between the United States, Eu- 
rope and East Asia over simple privacy policies—there were ei^ht 
principles that the OECD set out, the U.S. agreed to, 100 leading 
companies said we liked, smd many of our laws, many of the Euro- 
pean laws, the directive, financial practices in Japan and around 
the world followed those poUcies. 

I think the absolute best advice I can give to you today, without 
going into how much do we regiilate or self-regulate, is to try to 
find a path back to the OECD guidelines. Figure out to how to im- 
Slement them and how to enforce them, make them minimally bur- 

ensome. But that is the common ground. 
Mr. GooDLATTE. Mr. Berman. And then we will go to Mr. Ber- 

man. 
Mr. BERMAN. My last comment is that I think that we ought to 

find a path, and one of the reasons why I think that the consider- 
ation of legislation is important in this area, when I mean baseline 
legislation, it may not pass this year, but a real serious effort to 
try and address the building block pieces of that and what it en- 
tails and what the different safe harbors are, that involves the 
Congress in a very serious way, rather than a comeback next year, 
is that you begin to develop a poUcy consensus that doesn't just in- 
clude the administration but it includes the consumer and the leg- 
islature. And that is unless you reach that consensus, you cannot 
deal with the European directive in a coherent way without a 
United States consensus. And part of that should be driven by 
what we have tried to do in other areas, which is to make the regu- 
latory fi'amework sensitive to the unique characteristics of this new 
medium versus anything else. 

Mr. GooDLATTE. ThaSt you. 
The gentleman fi^m California. 
Mr. HERMAN OF CALIFORNIA. I had one specific question and one 

more general question. 
There has been reference to safe harbor here. Is this the safe 

harbor that allows a company to do business in Europe because 
they comply with tiie directive? What does safe harbor mean, if you 
can talk about safe harbor. 

Ms. LESSER. There are discussions going on between Ambassador 
Aaron at the Department of Commerce and the European Commis- 
sion to determine a way that U.S. companies who are doing busi- 
ness in Europe and want to transfer data back to the U.S. can es- 
sentially make an announcement that they are complying with Eu- 
ropean law so that there won't be any interruption in date flow. 

The way the European directives works, some countries will re- 
quire an adequacy determination and a permission, essentially, be- 
fore the data can be transferred back to the U.S. 

Mr. BERMAN OF CAUFORNIA. But this is not a U.S. decision then, 
it is a European decision? 

Ms. LESSER. It is an ongoing dialogue between the Department 
of Commerce here and the European Commission. And once the 
member states theoretically agree we would then have a process 
where we would—and there are a number of ways we might have 
to do this, but some of the discussions on the table will be, for ex- 
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ample, send a letter to the European Commission, say, as the direc- 
tive obligations are laid out in tne safe harbor, there have been ne- 
gotiated principles. We comply with those principles and, therefore, 
should be allowed to continue data flows back m>m Europe to the 
U.S. 

Mr. ROTENBERG. Maybe I can just say a little more directly. Safe 
harbor is a set of principles that the U.S. has proposed that U.S. 
companies would agree to follow which would ^ow Europeans to 
transfer data to the United States even though it might be said 
that the U.S. otherwise lacks adequate privacy protections. 

So it is, in effect, our alternative in the commercial world to hav- 
ing new privacy legislation. We say our firms will agree to follow 
tiiese policies to protect the privacy of the European citizens and 
in the negotiation focus on the adequacy of those policies. 

Mr. BERMAN OF CALIFORNU. SO it is self-regulation in order to 
comply with European regulation? 

Mr. RoTENBERG. Exactly. 
Ms. LESSER. Exactly. 
Mr. CERASALE. Yes. 
Mr. BERMAN OF CALIFORNIA. Did any of you touch on the ques- 

tion of—in aU of this talk about privacy, are there significant num- 
bers of real people who really care? What I mean is, is the immuni- 
zation—I have to admit that I do not call for a sweep of my phones 
every morning before I start getting on them, even though I say a 
lot of things that I wouldn't want my enemies, the government, my 
jfriends, particularly, to hear me saying. 

I get immunized a little bit to all of this stuff. In the Internet, 
there is a little bit of a depersonalized aspect of the Internet where 
the blush factor doesn't exist. No one quite sees you in that chat 
room. Do people—is this something that a lot of people, particularly 
those "legally trained," are focused on but the mass pubhc really 
doesn't care too much about? I don't care who knows where I shop. 
I will care, in the same sense that John Boehner cares a little bit 
more now about privacy in communications by virtue of being a vic- 
tim. Anybody who has become a victim of a phoney credit card 
thing or something like that where their privacy was invaded 
might care, but before that happens people don't care too much. 

Mr. RoTENBERG. Privacy is a very fuimy issue. I can tell you that 
we get calls in our office every day fi"om people on various privacy 
concerns, but one of the things that I realized about this issue is 
you don't really understand how important privacy is until you lose 
it. I mean, that is one of those thmgs that you think about very 
abstractly: Oh, I could imagine that this could happen to me, or did 
you see this story about what happened to someone else? But once 
someone else gets ahold of your credit card information or once 
someone else leaks a medical record or something else about you, 
you feel very strongly. 

And I think one of the problems then with this self-regulatory 
approach is we are taking the attitude, let us see if we have 
enough damage before we actually legislate; and I don't think that 
is the best way to do things. 

I think it would be better to say, let us see if we can reduce the 
risk of those privacy violations so people don't have to worry about 
it. But when it happens to you, you wUl know it. 
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Mr. BERMAN. I have one thought on that, too. I think a lot of peo- 
ple believe that they have—that there is a very strong privacy re- 
gime in the United States, that they take it for granted. They may 
care about privacy, but they think it is there for bank records, for 
medical records. When they hear about the fact that—when they 
find out that there isn't any or that those standards have dis- 
appeared, that may be, you know, when waiting for what Marc 
calls, you know, the bad actors or the bad examples, then people 
turn aroimd and say, well, how did that happen? How did we get 
into a situation where we didn't have the laws, we didn't have the 
text, we didn't have the regime there? And that is, I think, what 
the issue is. 

Mr. PiTTMAN. I think what the net does, it teaches two things at 
least to consumers who spend time on it. One is how to be more 
thrifty. They decide that they can find better values if they seeu^h. 
And the other thing it teaches them is that their information has 
value, has intrinsic value, and they never really thought of it in 
those terms imtil they began to bargain with it on the net. I think 
it is a cultural experience that if you spend time on-line you begin 
to acknowledge. 

Mr. CERASALE. It is also, in thinking about the credit cards, I 
mean, using the credit card falsely, there are a lot of laws. But do 
peKQple think about it? Yes, they do. 

Tiiirteen years ago, for example, L.L. Bean had a toll-fi«e num- 
ber, but 95 percent of their orders came in through the mail, be- 
cause people—I am dating myself here—were afraid to give their 
credit card number over the telephone to some strange person they 
didn't see. 

The switch in L. L. Bean—I will throw out what is happening on 
the Internet. The switch in L. L. Bean now is that 97 percent of 
their orders come in through the toll-free number, and 3 percent 
come in through the mail. So there was—clearly, Americans were, 
back then, looking at the telephone skeptically, worried about secu- 
rity of their financied information. I think it is totally true today. 

And as you go through and work on it, they will see and gain 
confidence in it, and that is an important factor. So the vast middle 
does care, as it has at least for 13 years. 

Ms. VARNEY. I think part of your question was, or as I heard it, 
does anybody besides the six of you in America care about this in 
terms of  

Mr. BERMAN OF CALIFORNIA. And those of us here. 
Ms. VARNEY. Anybody besides the people in this room. I think 

the answer is, the empirical evidence as you go narrower and nar- 
rower is harder to come by, but there really is a lot of evidence that 
people who are both on uie net and not on the net have a lot of 
issues aroimd something that is more broadly called trust, and that 
encompasses secmity of credit card transactions. 

I think it goes to what Mrs. Lofgren said. If people knew the 
level of data that could be collected about them without their 
knowledge and consent, they probably would be more concerned. 
But my own anecdotal evidence tells me that people are cautious 
about being on the net for a number of reasons. It is not just the 
articulation of what we would define more narrowly role as privacy. 
It is p£irt of a larger trust issue. 
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Ms. LESSER. I will just add one thing, and that is that I think 
that it really depends on how you ask the question and what you 
are asking. So the research that we have is that people very much 
do care, that they understand what we are doing with their infor- 
mation, that we give them choices, that we tell them what kind of 
security information we do—we give them, that we tell them how 
they can maintain the accuracy of their information. But—and that 
is why we have a strong privacy pohcy. 

But when we ask them what they want from the on-line world, 
they want increased personalization, they want increased inter- 
activity, and they understand that, for example, in order to get in- 
creased personalization that they will give up some of their per- 
sonal information in order for us to give them that service. But 
they want to have that conversation: Do you have a privacy policy 
and are you doing what you sajdng you are doing? But I also want 
to take advantage of this new medivun; and, therefore, I am willing 
to give up some of my personal information. 

Mr. GOODLATTE. Do you have any additional questions, Ms. 
Lofgren? 

Ms. LOFGREN. Just a couple observations. 
We are not dealing with a clean slate. We are, however, neatly 

at the beginning of what it means to be on-line. What we do now 
is very important. It is going to set the stage for the next century. 
Maybe it is worthwhile to step back from the little bitty steps that 
we have taken so far to think, if we were starting almost com- 
pletely anew about what we are going to do. 

It seems to me that we ought to think about what it is that 
Americans, as this institution is the U.S. Congress, expect as their 
own personal space. I think most Americans expect the right to be 
left alone. That is kind of a very American feeling. Individuals have 
the right not to have other people knowing all kinds of things 
about them. That is an American thing: I get to be by myself. My 
neighbors don't have to know everytlung about me, let alone the 
government or big companies. 

If that is American, what do we need to do to preserve it, or put 
it in place? 

I think maybe one idea that may be helpful here is that the data 
about me and about you, you own, and no one else owns it. If it 
is collected about you, it belongs to you. If it belongs to you, then 
people who take it from you, whether they use it or not, have expo- 
sure, perhaps some liability. If you have liability, then you don't 
need a regulatory scheme, because you will have compliance to 
avoid liability. 

When it comes to the Internet and the worldwide web, the an- 
swer almost is always technological. Statutes don't seem to work in 
an Internet world. 

I talked to some Europeans famiUar with this problem, along 
with my colleague, Mr. Goodlatte. It was very interesting. One of 
the comments made was we are doing all sorts of stuff but we are 
waiting upon you Americans, because whatever you do is the way 
it is going to be. This is an interesting perspective. We are the go- 
rilla. Where we sit is where the net is going to be—at least in the 
short term. 
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I think, if we iust set some clear standards, attach some UabOity, 
then the technology will be developed to avoid the liability. In this 
way, I think we may avoid a regulatory scheme, and, in the bar- 
gain, we will meet the expectations of the American people. This 
also transports our American values to the rest of the world. 

And I mink, as I have listened to you today, it has helped me 
crystallized that imderstanding. For tJiis, I thank you very much. 

Mr. GOODLATTE. Thank you. I think that is an excellent note on 
which to close, and I want to thank all of our panelists for your 
{>articipation. I would encourage you to continue the excellent dia- 
ogue we have had today, and I think we are making some progress 

in figuring out where we are going on this issue. 
So thank you all, and this concludes the oversi^t hearing on 

electronic communication privacy policy disclosure. The record vnll 
remain open for 1 week. We thank you all for your cooperation, and 
the subcommittee stands adjourned. 

[Whereupon, at 12:32 p.m., the subcommittee was adjourned.] 





APPENDIX 

MATERIAL SUBMITTED FOR THE HEARING RECORD 

INIERNET CONSUMERS ORGANIZATION, 
Chevy Chase. MD, May 28. 1999. 

Hon. HOWARD COBLE, Chairman, 
Subcommittee on Courts and Intellectual Property. 
Committee on the Judiciary, 
House of Representatives, Washington, DC. 

DEAR MR. CHAIRMAN: I am submitting the attached statement for the record of 
your hearing on May 27, 1999, with the hope that it provides a difference perspec- 
tive on privacy, especially privacy in an online electronic environment. 

The Internet Consumers Organization (ICO) has recently been formed to provide 
policymakers and other interested parties with fair and balanced positions on issues 
of importance to both Internet consumers and providers of online services. Our ob- 
jective is to help shape a progressive environment for the Internet, and to conduct 
research and education programs that enhance consumer confidence in using the 
Internet for e-commerce and other purposes. ICO is in the process of filing for non- 
profit status. ICO has not received any federal grant, contract or subcontract. 

Thank you for considering our views. 
Sincerely, 

PETER GRAY, ICO Co-Founder. 

PREPARED STATEMENT OF PETER GRAY, CO-FOUNDER, INTERNET CONSUMERS 
ORGANIZATION (ICO) 

CONSUMER PRIVACY—ASSUMPTIONS VS REALITY 

In the privacy arena, the rationale for public policy appears to be based on a se- 
ries of assumptions that rely heavily on: public attituae polls; media exposure of 
abuses; potential threats to personal privacy; and the European Data Protection Di- 
rective. 

Let's examine 10 key assumptions about privacy, especially online privacy, and 
compare them to the reality of me marketplace. 

1. Assumption: Consumers are imiversally concerned about the privacy of their 
personal information. 

Reality: Some people are more privacy-sensitive than others; some care most 
about protecting only sensitive information, like medical records; others don't 
seem to care, and are willing to trade off some or all of their privacy for lower 
cost or other benefits. 

2. Assumption: Consumers who say they are concerned about their privacy will 
refrain from using the Internet. 

Reality: People often behave or act differently from what they say or believe. 
This is a form of cognitive dissonance that may explain the discrepancy between 
the Harris polls, where 81% of Net consumers say they are concerned about pri- 
vacy, and tne explosive growth in Internet usage. What's retdly happening? "The 
Pew Research Center foimd that Americans' daily Internet usage rose from 4% 
in 1995 to 25% in 1998. The Department of Commerce forecasts 250 million 
Internet users next year and over a biUion during the next decade. 

3. Assumption: IVivacy concerns are keeping consumers who use the Internet 
away from using e-commerce. 

(75) 
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Reality: The facts don't bear this out. Forrester Research estimates that 26% 
of online users made regular purchases on the Web last year. Jupiter Commu- 
nications found that the number of people buying something on the Net grew 
from lOMM in 1997 to 17MM last year. Examples: Priceline and E-Trade at- 
tracted over a miUion online customers in less than a year. 

4. Assumption: Most consumers are worried about unauthorized access to their e- 
mail messages. 

Reahty: Forrester Research shows that 89% of online users regularly send e- 
mail-still the most frequent use of the Internet. Most of these users are not wor- 
ried about the privacy of their e-mails. People who are concerned about e-mail 
privacy can use anonymous identities, encrypt their messages or refrain frvm 
sending confidential information via e-mail. 

6. Assumption: Consumers consider Internet privacy as more important than con- 
venience, security, reUability, cost, value, choices, customer service, speed of access 
and other benefits. 

Reality: Some may, others may not. People have a hierarchy of needs and pref- 
erences, which may change. Someone shopping for the lowest cost airfare avail- 
able may be willing to divulge a degree of personal information in order to get 
the ticket. Someone else who pays bills onUne may value security and reliability 
of the service more hi^y than privacy. Researchers surfing the Web may be 
primarily interested in speed of access. 

6. Assumption: Consumers will not do business with companies that don't have 
have privacy policies or privacy seals posted on their websites; 

Reality: Most people want to deal with companies that they trust and have con- 
fidence in. Good privacy policies and practices are one element of trust. Cus- 
tomer service,, dispute resolution, product quality and other factors are also im- 
portant elements of trust. 

7. Assumption: Consumers trust governments over businesses to protect their pri- 
vacy. 

Reahty: Not necessarily. Notable privacy lapses by the IRS, SSA, state MV bu- 
reaus, health care and other agencies certainly don't engender pubUc trust that 
their personal information is being kept confidential. In addition, U.S. consum- 
ers views may differ from those of other nationalities. 

8. Assumption: Consumers need government laws and regulations to protect 
Internet privacy. 

Reality: Le^lation may be necessary 'in some specific instances (eg to cure 
abuses like identity theft, protect sensitive medical records from unauthorized 
access). But legislation or regulation is not the panacea for general online pri- 
vacy protection. 

9. Assumption: People have no control over their personal privacy in cyberspace, 
and they are powerless to protect themselves. 

ReaUty: Consumers have the ability to control their online privacy and they 
have demonstrated this by public complaints and exposure of privacy abuses or 
threats (eg CVS, Intel, FDIC). Privacy sensitive constuners refuse to provide 
certain information about themselves, or may provide incorrect information to 
companies they don't trust. 

10. Assumption: People object to company practices that involve the collection and 
use of personal information about them. 

ReaUty: A recent Vanderbilt University study reported that over 72% of Web 
users would provide personal information to companies that disclose how the in- 
formation would be used. If a company with a good privacy policy discloses it 
to the public, and uses information it collects to provide consumers with bene- 
fits, consumers, are more likely to allow such information to be used to suggest 
products or services based on their personal preferences. A good example is 
Amazon.com. 

In sum, we need to critically examine and reexamine the assumptions that drive 
and shape privacy policy in the U.S. and globally and be willing to adapt to a rap- 
idly changing e-commerce market. 
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THE NAMED INC., 
Washington. DC. May 27.1999. 

Hon. HOWARD COBLE, Chairman, 
Subcommittee on Courts and Intellectual Property, 
Committee on the Judiciary, 
House of Representatives, Washington, DC. 

On behalf of The NAMED Inc., a non-profit privacy group based in Washington 
D.C., I would like to submit the following statement for the record of the Sub- 
committee Si/27 oversight hearing on Electronic Communication Privacy Policy Dis- 
closure. 

I participated as a member of the advisory committee to Professor Maiy Culnan 
of Georgetown University, who recently conducted two surveys—one for the Federal 
Trade Commission (FTC) and one for the Online Privacy Alliance (OPA), an indus- 
try group. The FTC survey measured certain information practices for the 7,600 
most visited consumer sites and the OPA survey measured the same practices for 
the 100 most visited consumer sites. The full reports of these surveys are available 
at http://www.mBb.edu/faculty/CTilnanm/gipp8home.html. 

llie NAMED would like to highlight the fact that, according to these surveys, the 
default privacy practices of the top 100 sites are WORSE than those of the top 7,500 
sites. When measuring how sites handle the personal information of consumers who 
do not actively set their privacy preferences, the larger sites demonstrated worse 
privacy practices in every aspect except secvuity. 

The top 100 sites collect more personal information firom consumers in 13 out of 
16 categories observed (Fax Number, Education and Preferences are the exceptions). 
They are moro likely to use the collected information for marketing or other second- 
ary purposes (83% of those who post policies said that they may do so vs. 73% of 
the top 7,500 according to question Q27). They aro significantly more likely to dis- 
close consumer information to third parties (74% vs. 64% acconUng to Q29), but less 
likely to commit that such disclosure wiU only take place in an aggregate non-identi- 
fiable manner (27% compared to 30.5% of top 7,600 according to Q30). In their only 
apparent advantage, the top 100 are more likely to provide proactive seciirity to per- 
sonal information before/after the collection (46.8%/28.7% vs. 44.3%/18.6%). 

niene results do not appear to be accidental. The visible posting of privacy policies 
hides an increasing use of consumer information without permission. Since most 
consumers probably accept the default settings provided by sites, their privacy on 
large sites is more compromised than on small ones. 

Theae findings strangthen the position of The NAMED that the only viable solu- 
tion to privaCT is to baa all unauthorized commercial use of personal information. 

Sincerely, 
RAM AVRAHAMI, Director. 

AMEBICAN INSTITUTE OF CERTIFIEO 
PuBUC ACCOUNTANTS (AICPA), 

Washington, DC, June 2,1999. 
Hon. HOWARD COBLE, Chairman, 
Subcommittee on Courts and Intellectual Property, 
Committee on the Judiciary, 
House of Representatives, Washington, DC. 

DEAR CHAIRMAN COBLE: I am writing to you in your capacity as a Chairman of 
ttie Subcommittee on Courts and Intellectual Property of the House Judiciary Com- 
mittee. 

Last week, your subcommittee heard fnva witnesses on electronic communication 
privacy policy disclosure. The American Institute of Certified Public Accountants ex- 
aneaed a desire to appear at the hearing to inform the subcommittee of CPA 
WebTrust—an exciting attest service the CPA's are ofiering in the U.S. and 
throughout the world to ensure consumer safety in electronic commerce. Unfortu- 
nately, the witness list was completely full and we must communicate through this 
letter. 

Enclosed are some materials we would have provided you at the hearing. We have 
requested that we be allowed to insert the endoaed statement into the hearing 
record. 

We are excited about WebTrust. In our considered opinion, it provides some need- 
ed assurance that consumers can trust the vendors they encounter on the Internet. 
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If you or your staff have any questions about WebTrust or would like more informa- 
tion about the service, please call me at (202) 434-9205 at your earUest convenience. 

Sincerely, 
J. THOMAS HIGGINBOTHAM. 

PREPARED STATEMENT OF ALAN W. ANDERSON, SENIOR VICE PRESIDENT, TECHNICAL 
SERVICES AMERICAN INSTITUTE OF CERTIFIED PUBUC ACCOUNTANTS (AICPA) 

SUMMARY 

There are significant barriers to the growth of electronic commerce that reflect 
consumer concerns about the risks of doing business on the Internet. Consumers ask 
questions like: 

• How do I know whom I am conducting a transaction with? 
• Will I receive what I ordered in the condition that I expect? 
• Is it a reliable business? 
• Is it a secure site? 
• Will my privacy be protected? 
• Will I get scammed? 

The Internet provides an exceptional opportunity for consumers to conduct busi- 
ness transactions efficiently and effectives in cyberspace. There are various projec- 
tions for overall growth of such business from about |l.O billion today to more than 
$100 bilUon in the next five to eight years. For these projections to b€»come a reality, 
the above consumer concerns have to first be addressed. 

The CPA profession, through the American Institute of Certified Public Account- 
Emts, has researched concerns about electronic commerce and beheves the CPA pro- 
fession is uniquely positioned to offer a comprehensive private sector response to 
these issues (in essence consiuner protection) on the Internet. In response to this 
need, the AICPA, together with the Canadian Institute of Chartered Accountants 
(CICA) has developed a new service called CPA WebTrust, that is designed to build 
consumer trust and confidence in the electronic marketplace. 

CPA WebTrust requires a Web site to: 
• disclose its business and information privacy practices and to follow those 

practices, 
• maintain effective controls over the integrity of transactions, and 
• Maintain effective controls to protect private customer information. 

After a specially hcensed CPA has conducted an independent and objective exam- 
ination of a Web site and determined that the sight has complied with the WebTYitst 
Criteria, the Web site can obtain and display the CPA WebTrust seal of assurance. 
However, the process doesn't end there. CPA WebTrust requires ongoing periodic up- 
dates to ensure that the Web site continues to comply with the WebTrust Criteria. 

We believe this new sjrmbol of trust is a model for a private sector initiative that 
wiU both enhance e-commerce success on the Internet for businesses large and smaU 
and also provide for consumer protection. CPA WebTrust provides ftill, fair, and hon- 
est disclosure and provides assurance to customers or potential customers that a 
business engaging in electronic commerce is legitimate and has appropriate controls 
to protect a customer's interests. 

'This will allow the customer or potential customer to make informed decisions 
about doing business on the Internet. Many legitimate businesses wiU be required 
to "raise the bar" for doing business with customers on the Internet in order to qual- 
ify for CPA WebTrust but in so doing, will lay the foundation for future sustainable 
growth through the establishment of sound business practices and poUdes 

INTRODUCTION 

My name is Alan Anderson and I am representing the more than 330,000 Cer- 
tified Pubhc Accountants in the United Stotes that are members of the American 
Institute of Certified Public Accountante (AICPA) in my capacity as a Senior Vice 
President for Technical Services of the AICPA. I am also a former partner of 
McGladrey & Pullen LLP, a pubhc accounting firm for which I worked over 17 
years. 

In my testimony today, I will outline the needs of customers in the electronic com- 
merce marketplace, the steps that the CPA profession is taking to provide assurance 
to customers regarding these needs, and how these initiatives are postured to pro- 
vide a private sector response to the associated consumer protection needs. 
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AKhou^ I represent the AICPA todav, I wish to point out that e-commerce is a 

^obal initiative. The service that I will describe is the result of a joint effort be- 
tween the AICPA and its counterpart in Canada, the CICA, and has been recently 
licensed to similar accounting; organizations in England, Scotland, Ireland, Australia 
and New Zealand. We anticipate more expansion in the global marketplace in the 
coming months. For purposes of this statement, references to the AICPA also gen- 
erally include our international partners. 

ELECTRONIC COMMERCE MARKETPLACE AND BARRIERS TO CONSUMER ACCEPTANCE 

There have been many projections of the potential growth of consumer-oriented 
business on the Internet. These are generally in the range of $1.0 to $3.0 billion 
(less than 1% of total retail sales) today to over $100 billion in five to eight years. 
These same studies often cite the consumer's concern about the need for protection 
related to the legitimacy of on-line business and the privacy and security of their 
transactions and use of personal information. As a result, many studies indicate 
that only about 20 to 26% of on-line users are willing to complete a purchase trans- 
action over the Internet. As the Internet develops and matures, its success will 
therefore depend on gaining and maintaining the trust of consumers. This trust will 
be especially critical to the success of small businesses that engage in electronic 
commerce and depend on consumer confidence in place of the name recognition or 
tremendous financial resources familiar to larger businesses. 

In order to understand the views of online users toward purchasing products on 
the Internet, the AICPA commissioned Yankelovich Partners to conduct a survey in 
mid-1997. This suirvey, conducted among 1,003 Americans who are 18 years old or 
older and subscribe to an online service either at home or at school inoicated that 

• On-line users are receptive to buying a variety of products over the Internet 
but often do not do so because of security fears. 

— A large m^ority of on-line users say they would not provide information 
about their income (91%) or give out uieir credit card number (85%) 
when shopping on-line. 

— Large mtoorities are even hesitant to provide their phone number (74%) 
or address (67%). 

• A lack of security is the number one reason given by non-buyers for not pur- 
chasing products on-line. 

• Having credible assunmce about the security of on-line transactions would 
greatly increase on-line purchasing of products and services. 

lliis research indicated that there was a need to build consumer trust and con- 
fidence in order to overcome these barriers and for electronic commerce to reach its 
full potential. 

The Yankelovich survey also explored these consumers' views about the concept 
of CPA WebTYust, which was then under development by the AICPA. The survey 
indicated that: 

• More than three-quarters of on-line users have a favorable impression of CPA 
WebTrust. 

• Significantly, nearly half (46%) of on-line users say the CPA WebTnut seal 
would make them more likely to purdiase products and services on-line. 

• Tlie fact that CPAs are providing this seal of assurance is a key factor in cre- 
ating user acceptance of CPA WeoTYust. 

• A nuyority of on-line users—particularly those currently or most likely to 
shop on-line—say CPA endorsement makes this service more trustworthy, 
usenil, and important. 

Tliese findings were reaffirmed by similar research results that were released ear- 
lier this year 1^ Ernst & Young LLP, in "Hie Second Annual Ernst & Young Inter- 
net Shopping Study". 

ROLE OF THE CPA PROFESSION 

For over 100 years, the objectivitv and integrit^r of the CPA has played a m^jor 
role in shaping the U.S. economy. Consider the development of the U.S. securities 
market. Without question, the U.S. capital maricets are the most effective and efiB- 
dent in the world. One key element of the ^ciendes this market ei\ioy8 is the au- 
dited finanrial statements reported on by the CPA. 

With the advent of the Securities Acts of 1933 and 1934 and the requirement for 
aaditvd financial statsments to supplement the sale of securities, the CPA stepped 
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in to fill a void in the capital maiket place. Because of the independence, integrity 
and objectivity that a CPA brings to an audit engagement, public confidence in the 
securities market grew - and continues to grow. Investors learned that an independ- 
ent and objective professional had examined the financial statements of the seller. 
The investor could now rely with confidence on the financial information included 
within a prospectus. This reliability has fi-eed the investor to focus more clearly on 
assessing management's ability to grow shareholder value. 

A strong parallel between the Internet and the development of the securities mar- 
ket exists today. In many respects, electronic commerce on the Internet is in its in- 
fancy. The potenticd economic benefits of electronic commerce have yet to be realized 
by both retailers and consumers alike. 

One reason for this is the lack of trust and confidence consumers have about the 
Internet. How do I know whom I am transacting with? Is this a reputable company 
that I can depend on? Is the Internet rehable? Is it secure? These are just sever^ 
of the questions in potential customers' minds. 

To increase consumer confidence and to address these fears and concerns, the 
AICPA has developed and is offering the CPA WebTrust service, with its sister Insti- 
tutes across the world. In simple terms, Web sites can elect to be audited by public 
accounting firms and CPAs, wno are specifically licensed by the AICPA. Those Web 
sites that demonstrate they meet all of the WehTrust Principles and Criteria are 
awarded the right to display the CPA WebTrust seal of assurtmce. 

The CPA WebTrust seal of assurance is a symbolic representation of a CPA's un- 
?|ualified report, which also appears on the Web site. [Please refer to Appendix A 
or an example of what a customer will see as he or she views and clicks on the 

CPA WebTrust Seal.] 

THE WEBTRUST PRINCIPLES AND HOW WEBTRUST WORKS 

The WebTrust Principles 
CPA WebTrust is based on three main principles designed to ensure that Web site 

operators institute practices to protect consumer interests, while at the same time 
providing businesses with the tools necessary to stimulate future growth and sus- 
tainability on the Internet. Web site management must make a written assertion 
that their Web site follows these principles. These principles are described as fol- 
lows. 

Business Practices & Information Privacy Disclosures Principle 

The entity discloses its business and information privacy practices for elec- 
tronic commerce transactions and executes transactions in accordance with 
its disclosed business and information privacy practices. 

To enhemce customer confidence in electronic commerce, it is important that the 
customer is informed about the entity's business and privacy practices for electronic 
commerce transactions. As a result, it is required for the business to properly dis- 
close its business practices for dealing with such matters as the following: 

• A description of the goods or services being ofiered 
• The time fi-ame for completion of transactions 
• Method of dehvery of goods or services, including customer options 
• Payment terms 
• Electronic settlement practices and related charges to customers 
• Product return poUcies 
• How to obtain customer service and support 
• How to file claims, ask questions or register complaints 
• How to file a complaint for resolution by a third party using binding arbitra- 

tion 
• How information being collected is being used, maintained or distributed to 

others. 
This principle relates not only to the electronic commerce transaction processes 

that the business uses, but also provides auBsurance to a potential customer that the 
business has a proven history of demonstrating compUftnce with these disclosures. 

WebTrust does not include any direct representation as to the quality of its goods 
or services nor their suitability for any customer's intended purpose (such matters 
are outside the scope of the WebTrust Principles and Criteria. However, they are 
covered, in part, in the WebTrust Constmier Recourse Mechanism provided through 
a third party binding arbitration feature). 
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TVaruaetion Integrity PrindpU 

The entity maintaina effective control* to provide reasonabU asturattoe that 
customers' orders placed using electronic commerce are comple^ and billed 
as agreed. 

These controlB and practices address matters sudi as appropriate transaction 
identification, tnuuaction validation, the accura<7, completeness, and timeliness of 
transaction pnicessing and related billings, the mscloaure of terms and billing ele- 
ments and, if applicable, electronic settiement. Tbaae matters are important to pro- 
mote confidence in electronic commerce and effectively demonstrate to a potential 
customer a business's ability to deliver on its sales promise. This demonstrated abil- 
ity serves to increase sales for the business owner engaging in electronic commerce 
by reducing the consumer's fear in dealing with the anonymity associated witii 
Internet shopping 

Information Protection Principle 

The entity maintains effective controls to provide reasonable assurance that 
private customer information obtained as a result of electronic commerce is 
protected from uses not related to the entity's business. 

^leae controls address matters such as: 
• The collection and use of customer data and a customer's aoeees to sudi data 
• Encrypting orivate customer information (sudi as credit card numbers and 

personal and financial information) transmitted to the entity over the Inters 
net, 

• Protecting such information onoe it reaches the entity, 
• Requesting permission of customers to use their information finr purposes 

other than those related to the entity's business, and 
t Obtaining customer per-mission before storing, altering, or copying informa- 

tion on the customer's computer. 
Consumer concern about the safeguarding of private information traditionally has 

been one of the most significant oeterrents to undertaking electronic commerce 
transactions. 
The WebTrust Criteria 

In order to provide more specific guidance on meeting the WebTrust Principles, 
the WebTrust Criteria have been developed. These criteria provide an ohjective basis 
and a consistont set of measurement criteria for CFAs to use in testing and evaluat- 
ing Web sites and an effective benchmaric for a business to use in devel<n>ing a 
sound electronic commerce business. The business must be able to demonstrate over 
a period of time, at least two months and typically three months or more, that (1) 
it actually executed transactions in accordance with the business and information 
privacy practices it discloses for electronic commerce transactions, (2) its controls 
were operationaUy effective, (3) it maintains a control environment that is conducive 
to reliable business practice disclosures and effective controls, and (4) it maintains 
monitoring procedures to ensure that such business practices remain current and 
such controls remain effective. These concepts are an mtegral part of the WebTYust 
Criteria. The fiill text of the CPA WebTrust Principles and Criteria document is 
available at the AICPA's Web site at www.aicpa.org. 
The CPA WebTrust Examination 

Obtaining the Seal 
To obtain the CPA WebTrust seal of assurance, an on-line business must meet all 

the WebTrust Principles as measured by the WebTYust Criteria associated with each 
of these principles, m addition, the entity must (1) engage a CPA who has been spe- 
cifically licensed by the AICPA to provide the CPA WebTrust service and (2) obtain 
an unqualified report from such CPA. 

In order to award the CPA WebTYust seal, the CPA must examine the Web site 
in accordance with professional standards established by the AICPA. Those stand- 
ards require that the CPA plan and perform the examination in such a manner as 
to obtain reasonable assurance that management's assertion is not materially mis- 
•teted. 

The CPA tests management's assertion that its Web site meets all of the 
WebTrust Principles and Criteria. The CPA's examination will include: (1) obtaining 
an understanding of a business's electronic commerce business and information pri- 
vaqr practices and its controls over the processing of electronic commerce tnma- 



82 

actions and the protection of related private customer information, (2) selectively 
testing transactions executed in accordance with disclosed business practices, (3) 
testing and evaluating the operating effectiveness of the controls, and (4) performing 
such other procedures as are considered necessary in the circumstances. 

In many respects, the standards a CPA must follow in performing a CPA 
WebTrust engagement are similar to those followed in performing an audit of finan- 
cial statements. Both types of engagements require the same planning, supervision 
and due professional care. In addition, CPAs use a screening process for new clients 
that ensures that they are legitimate businesses and have a history of meeting their 
commitments. 

Independence and objectivity are two other key elements of both the audit and 
the CPA WebTrust engagement. For example, a CPA cannot have a financial inter- 
est in a business that he or she is examining for the CPA WebTrust seal. It is these 
two characteristics that provide a great deal of value to both users of financial state- 
ments and the CPA WeoTrust seal of assurance. Because the CPA has no interest 
in the business under examination, he or she can make fair and objective assess- 
ments of the controls and procedures that management has in place. 

Keeping the Seal 
Once the seal is obtained, the business will be able to continue displaying it on 

its Web site provided: 
• Its CPA updates his or her assurance examination of the assertion on a regu- 

lar basis. The interval between such updates will depend on matters such aa: 
— The natiu« and complexity of the business's operation, 
— The fi^uency of significant changes to its Web site, 
— The relative effectiveness of the business's monitoring and change man- 

agement controls for ensuring continued conformity with the WebTrust 
Criteria as such changes are made, and 

— The CPA's professional judgment. 
For example, an update wiU be required more frequently for a finan- 

cial institution's fast-changing Web site for securities transactions than 
for an on-line service that sells archival information using a Web site 
that rarely changes. 

— In no event would the interval between updates exceed 3 months and 
this interval often may be considerably shorter. 

• During the period between updates, the on-line business informs the CPA of 
any significant changes in its business policies, practices, processes, and con- 
trols if such changes might affect the business's ability to continue meeting 
the WebTrust Principles and Criteria, or the manner in which they are met. 
Such changes may trigger the need for an assurance update or, in some cases, 
removal of the seed until an update examination by the CPA can be made. 
If the CPA becomes aware of such a change in circimistances, he or she would 
determine whether an update examination would need to be performed and 
whether the seal would need to be removed untU the update examination was 
completed and the updated auditor's report is issued. 
Protecting the Seal 

The AICPA has teamed with VeriSign, Inc., a leading provider of digital authen- 
tication and security services on the Internet, to provide protection for the CPA 
WebTrust seal. VeriSign conducts an independent verification to ensure that the 
Web site is a genuine site for the named business and provides a highly secure digi- 
tal certificate verily the site's identity and protect the CPA WebTrust seal. 

HOW CPA WEBTRUST HELPS PROTECT A CUSTOMER'S INTERESTS WHILE STIMULATING 
GROWTH FOR BUSINESSES 

We believe that CPA WebTrust will help protect the consumer in the following 
wa)rs: 

• Required disclosure of business practices provides significant information for 
the consumer on which to base purchasing decisions. Our research with busi- 
ness owners displaying the CPA WebTrust seal has shown that a reliable form 
of disclosure on business practices coupled with the assurance of knowing 
that these practices have a demonstrated history of being followed signifi- 
cantly reduces the amount of time needed to educate potential customers who 
request information through e-mail or telephone calls. One small business dis- 
playing the CPA WebTrust seal has reported to the AICPA that it experienced 
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a significant increase in sales followed the posting of the WebTnut seal to it* 
web site. 

• Sequired controls over transaction integrity and information protection help 
ensure that the risks of doing business over the Internet are minimized. Obvi- 
ously, tins perceived risk by the customer is greater when doing business with 
an unrecognizable entity. 

• For Web sites who do not currently meet the CPA WebTrust criteria, the "bar 
will be raised" for doing business on the Web thereby laying the foundation 
for businesses to be able to grow and stay a viable force on the Internet. 

• Independent verification by the respected CPA profession helps build con- 
sumer trust and confidence especially since this is updated at least once evei^ 
three months. Increased trust and confidence will undoubtedly benefit busi- 
nesses. 

• The CPA and VeriSign both verify the le^timacy of the business and that the 
business owner's Web site is genuine. This provides reasonable assurance 
that only legitimate Web sites qualify for the CPA WebTYust seal. 

• VeriSign provides a distal certificate to protect the CPA WebTrust seal and 
also uses so called "spider technology" to scan the Internet for any sites di»- 
8laying a WebTrust-uke seal without authorization. Attempts to counterfeit 

tie CFA WebTrust seal would be quickly detected. 
• The AICPA requires CPAs to attend training and obtain a special Ucense in 

order to provide the CPA WebTrust service. As part of the hcense, the CPA 
firm agrees to an independent quaUty inspection of its CPA WebTrust serv- 
ices. Most CPA firms have been in the business of providing valuable audit, 
tax and consulting services to small businesses for decades. 

CPA WebTrust protects American consumers who shop at overseas Web sites and 
at the same time, provides trust and confidence to the overseas shopper looking to 
conduct commerce at the web site of a business in the United States. Because the 
Internet is global, the AICPA has licensed similar accountant's institutes in a num- 
ber of countries to ofifer WebTrust as a service to their members. 

IN CONCLUSION 

Althou^ still in its infancy, electronic commerce shows extremely hi^ potential 
for our economy and will undoubtedly be of huge benefit to businesses ^ven the rel- 
atively low cost of entry. It provides convenience and promotes efficient markets 
therefore stimulating economic growth. No doubt there will be both intentional 
abuses and unintentional errors afTecting consumers and therefore decreasing trust 
in this new medium. However, we beUeve that, if its use becomes wide spread, CPA 
WebTntst wiU enhance consumer protection on the Internet, and will build the con- 
sumer trust and confidence that is needed for electronic commerce to adiieve its fiiU 
potential. 

It is our goal that consumers around the world will look to those sites with the 
CPA WefrTnwt seal as the safe places to shop on the Internet. We beheve CPA 
WebTrust will help to create a level playing field for those businesses that don't oth- 
erwise have name recognition or the resources necessaiy to create hisii visibilify in 
the marketplace. Although Web sites that do not initially qualify for CPA WebTrust 
will need to make the necessaiy changes to their electronic commerce business prac- 
tices to meet the WebTrust Priiidples and Criteria, we believe in the long run, that 
this will better position them for growth and sustainability on the Internet by pro- 
viding a framework as to how sound electronic commerce is conducted. 

We also beUeve that CPA WebTrust is an excellent modd for implementing con- 
sumer protection and privacy in the private sector. 

I would like to thank the Subcommittee for allowing me to submit this testimony 
for the record. 

ALAN W. ANDERSON, CPA, SENIOR VICE PRESIDENT, TECHNICAL SERVICES, AMERICAN 
INSTITUTE OF CERTIFIED PUBUC ACCOUNTANTS (AICPA) 

Mr. Anderson's role at the AICPA includes responsibili^ for all t<M4inic«l aspects 
of the CPA profession, including the development of technical standards ana tha 
invfession's self^rMulatory activities. He also oversees the AICPA's Personal Finan- 
cial Planning (PFP) Division, Tax Division, Industry and Management Aocountiiig 
Division, Management Consulting Services (MCS) Division, Information Technology 
Division, and the Partnering for CPA Practice Success (PCPS) Section. 

Mr. Anderson also has responsibility for the AICPA's initiative on eiq>anded as- 
laranM services for the CPA profession, which includes the CPA WebTrust program. 
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He is a member of the AICPA, the Minnesota Society of CPAs, and the Information 
Systems Audit and Control Association. 

Prior to joining the AICPA in November 1996, Mr. Anderson was a line partner 
and the national director of audit with the CPA firm of McGladrey and Pullen, LLP 
(Minneapolis, Minnesota), where he gained over seventeen years of experience in 
audit, control tind security matters with some of the firm's largest clients in a vari- 
ety of industries. 
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Management Assertions 

ReMwne Muketing, Inc. oo its Web the for electronic commene (M lewisoe-inBkedogxoin) 
itfaefbUowing: 

We kavc dtadoMd aar baiaoi pivetkei br daetroBk 
I la aerardaacc wMh Aaie dtadesed 

We have auiataixd dbctiTC coalroli t* previdc 
pbced itiiBg cjMlioMC cMUMtec wen eMBpletod 

We have •eiatelaeil eUtctive eoatnii I* pfwide mnaeUt 
MnrautlaB obtained «f • retail efelectnMle e 

daring ibe period Jaawuy 1.19N ttrM«h rcbraaiy 2S. 1M9 !• ctafMariQr wMk Ikt 
AKPA/aCA WcbTrail Critaria. 

RESOURCE MARKETING, INC. 

By: Oaistopher Swaiofairi, Pntideal 
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Independent Accountants' Report 

To the Mmagemeot of Resource Mirfceting, Inc.: 

We have examined the esmtioD by the manageoieiit of Resource Maikeiing, Inc. that 'on its Web 
site for electronic commerce (at resource-mailcetiiig.com) during the period januaiy 1,199^ tfaiough 
Febniaiy 28,1999, Resource Marketing. Inc.: 

• disclosed its bosincss practices for electronic eemmerce traBsaetloBS aad cxecnttd 
tfansactioiis in accordance widi its discloicd business practicct, 

• maintained effective controls to provide reasonable assurance that costoncrt' orders 
placed nsing electronic commerce were completed and billed as agreed, aad 

• maintained effective controls to provide reasonable assurance tliat private customer 
inforaaation obtained as a rcauh of electronic commerce was protected fhim nscs not 
related to Resource Marteetiag Inc's bnsine** in conformitjr wMi the AICPAA3CA 
WebTmst Crtteria." Retonrec Marketing Inc's management is reaponsibk for ila 
assertion. Our responsibiiitjr is to ezprcas an opinion on nunageaenf s amtrltnn baaed 
on onr examination. 

Our examination was made in accordance with standards establisiied by tlie American Institute of 
Cettified Public Accountants. Those standards require tiiat we plan and pecfbim onr examination to 
obtain reasonable assurance tlutt management's assertion is not materially mi««»«t«rf Our 
examinalioD included (1) obtaining an understanding of Resource Mukeling Inc's electronic 
conmierce business practices and its controls over the processing of electronic commerce 
transactions and tlie protection of related private customer information, (2) selectively testing 
transactions executed in accordance with disclosed business practices, (3) testing and evatuatiltg the 
operatiiig effectiveness of the controls, and (4) perfotming such other procedures as we consideied 
necessary in the drcumstances. We bdieve tina our examination provides a reasonable basis for our 
opimon. 

Because of inherent limitations in controls, enxns or fraud may occur and not be detected. Also, 
pntjectiotis of any evaluanon of controls to fiiture periods are subject to the risks tliat controls may 
beooine inadequate because of dianges in conditions or that the degree of compliance with the 
policies or procedures may deteriorate 

In our opinion, Resource Mariceting Inc.'s management's assertion for tlie period January 1,1998 
through February 28,1999 is £urly stated, in all matoial respects, in confonnity with tlie 
AICPA/aCA WebTtust Criteria. 

The CPA WdiTnist seal of assurance on Resource Marketing Inc.'s Web site for electnnic 
ouiuuienK constitutes a symbolic representation of the contents of this rqxxt and it is not inttpded, 
nor should it be construed, to update this report or provide any additional assurance. 

TUs report does not include any mai» illation as to tlie quality of Resotnoe Marketing, Inc's 
scivices nor their suitability fat any customer's intended purpose. 

Fleming Rmrkvhmidl A rhnyin PTJ 
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Disclosure of Business Practices 

1. What b your policy rcgvdiafciiMomcrprivMjrT 

We never provide any other puties with access to your emifl address, postal address, or any 
other infonnation that we may collect from you. 

2. Do yoa asc cookies, and do yoi store aoy iBforiaalioa oa mf raachiacT 

Resource Mailceting uses DO codcies and stores no infonnation on yotr madiine in die 
electronic commerce process. 

3. What is the avertt* ti»* fr>n> the placement of my order to tiie delivery of an order? 

TradcBaancr member registrations,TradcBaaiicr advertising purchases, Web Ha«tiB( and 
Dialnp Services applications an geneially processed within 2 business days. 

4. What are yoar payment terou for TradeBaBBcrrcflstratiaaaadTradeBaaBer 
advertising purchases? 

TradeBamcrs services need payment in fiill i>y credit card or dieck before servioea are 
rendered. 

5. What fees are doe to initiate Web Hostini or Dialnp services? 

Setup fees, the cunent month's prorated fees, and the next month's monthly charges are due 
when yotir order is placed. 

6. How wiD I be billed for monthly Web Hosting or Diabip charges? 

MoMhly charges are billed in advance. We will charge your credit card on the first of evenr 
month for that mondi's services.' Payments made by check are due no later dian the lOth of the 
month. 

7. Will the CBstomer Iw informed of problems with • delivery aid their options? 

We will contact you as soon as we know your order will be delayed. The only reason your 
order could be delayed is if your credit cud is declined or your check is returned, in v^ch 
case vw will contact you immediately for another card number or to make other payment 

8. How an tiw Items normally delivered? 

TradrBanaen: Bannei^ over the Internet, password and acoouw numbers enuuled. 

Web Hosting: Usenames and passwords via email. 

Dial>p Services: Within die greater Cincinnati, Ohio area you can have software installed on 
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y^^ mmjt^rr .ml WKVitup tmining tiy rmr nfimr lTtimi-8.ii. far . «l«t fc» <rffO< DO «t J»»Y 

locatioo. Outtide Cinr.iiuti we fine, pfaoae, or email your aocoont nmes atd pmwanli. 

9. Aft thcrr wy ttoigw rdrt»d to miitrktg ittttnmktXIjI 

No. No addhiaaal fees •« cbsKed when piadog an ofder decBonicaOy. 

lO.Hoir nay icrvieci be caaceiM? 

TrailaBaanew: Once your otdtr u intiaUy proceseed, your order cmnot be cenwHed. 

W«b Hoetiag: Once your order ii pracesMd, your web bo«iog igreeaieat can be cancelled 
upon 30 days written notke. You will be liable for services rendered during diote 30 days. 

Dlalap Services: Once your order is processed, your diihq> service can be cancelled upon 30 
days written notice. Yon will be liable fisr services rendered dusing those 30 days. 

1 l.Are there any other tmws applieabis? 

ADDITIONAL TERMS AND CONDITIONS: 

A late payment charge of UK per mondi is dne on overdne aooouols. If a custonKr tails to 
make piqrment in ftill when due. cuMomei ihaH be tesponaMe far aU collection coats iacutred 
by Resource Maiirrting, Inc. indudnig anomesrs' fees and oowt coats. 

12.U1 have a ansstlen ar raMplalit, whsrs CM 1 maM Ht 

Rasoutoe Msriteiiag, inc. 
61 Covert Place 
Ft 7hoeDas,KY 41075 

13.b thara a phone aaaher where 1 can rsaeh I 

For cuMomer service and other infinaation contact us m (ti06) 441 -(TOO, Monday tfarotigh 
Fiiday, 9am to Spm EST. Any calls placed outside Ifaoae boots wiD be UsuslumI to our voiee 
mail system sad will be retsnted the next basiiiess day. Calls doing this period reacfaiog a 
bosy signal will be niMd to a voice mail syttem chadced tmUqile timea daily. We also are 
STJlf<«'t "> ^•y « »—* '• «JI«MI tt li»l[iQi—i«M«»jiMili^ing ^.^11 Milt «iy to ^ttmw> IMH 

widibi die 2nd business day. 

ei9M.Reaoumr;Msritf«nia he. 
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